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With the increasing number of Internet devices, the emergence of 10T, 5G and the increased traffic between

the devices, the IPv6 is complementing IPv4. As IPv6 is becoming the protocol of choice by the new
technologies, in order to accommodate for the features demanded by these technologies it is necessary to
have high speed and low latency between the connected nodes. This paper introduces a hardwired 1Pv6
FPGA node, which processes IPv6 packets and is focused on high-speed transmission. Although, the code is
written VHDL, it is written in a way which enables the user to easily add new features and implement new
extension headers. The implementation of this IPv6 header processor is done on a Virtex7 VC709 FPGA

development board.

1 INTRODUCTION

As of 2021, almost three decades after the
appearance of IPv6, only 35% of all accesses to
Google have been made with IPv6. Google's chart of
accesses starts to grow throughout the year 2011,
and the official date of exhaustion of the IPv4
address-space was on 31 January 2011. Even though
the adoption rate is not equal in all countries, some
countries reach over 50% levels, and some have less
than 1% adoption in 2021 [1]. The IPv4 protocol has
2732 (<4.3e9) possible addresses with total available
addresses ~3.7e9, the World's population counts
more than 7.5e9, leaving Y2 devices for every
human. In comparison, IPv6 has 27128 (~3.4e38)
possible addresses (~8e28 more than IPv4).
Processing the IPv6 header is different than
processing the IPv4. The main difference is the
checksum check, which in IPv6 is removed, and
instead, bit-level error detection for the entire IPv6
packet is performed by the link layer [2].
Additionally, each device in IPv6 will have its
public routable address, which makes it very suitable
for the new wireless devices and 10T devices.

The IPv6 processor logic is simple to design,
provided that it will be specially adapted to work
with IPv6 headers. The proposed header processor
will be used to read a single IPv6 header, modify the
header where necessary, and then send it to the next
node in the network. One of the unique features of

the IPv6 protocol compared to IPv4 are the
extension headers, which now are of variable non-
fixed size, can be placed in mixed order, and only
the ones used need to be sent. That means that the
protocol by itself requires a certain degree of
customizability. Manufacturing such a processor on
an ASIC proposes great challenges because of the
fast-paced development in the networks and, on the
other side, slow-paced IC development (*2 to 2
years). Because this type of technology is not
suitable for such logic, we are exploring other types
of technologies [3].

The FPGA technology suits our requirements
with fast-paced development and customizability,
and where speed is necessary, we can easily modify
the code and trade chip resources for lower latency.
In other words, we get a good compromise of
performance, price, and re-programmability [4].
This design is developed on a reconfigurable
hardware platform — FPGA development board
Virtex7 VC709 [5].

The rest of this paper is organized as follows:
Section 2 gives an overview of different state of the
art solutions. Section 3 describes the proposed IPv6
header processor and explains its ability to provide
fast IPv6 header processing. Section 4 presents
simulations and synthesis results from the FPGA
implementation of the VHDL IP header processor
model. Section 5 concludes the paper, outlining the
benefits of the proposed IP header processor.
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2 STATE OF THE ART

Every network device that is part of a computer
network is intended to examine field in the packet
headers to decide what to do with each packet. This
process of identifying and extracting fields in a
packet header is subject to a vast amount of research
[6]. With the ever-increasing speed of network links,
the research is mostly focused on hardware
acceleration for achieving suitable processing
speeds [7]. This is mainly achieved by combining
application-specific coprocessors with general-
purpose multiprocessor systems, or reconfigurable
FPGA platforms. In most cases, network processors
(NPs) [3] and [8], are used to perform fast data plane
packet processing. This includes processing of the IP
header, by analysing, parsing and modifying its
content. NPs might include some specialized
hardware units to perform task offloading, such as
lookup and pattern matching, classification of
packets, queue management and traffic control [9].

The most popular NPs used today, include one
or many parallel homo- or heterogeneous processing
cores. For instance, Intel's 1XP2800 processor [10],
includes 16 identical multi-threaded general-purpose
RISC processors organized as a pool of parallel
homogenous processing cores that can be easily
programmed with great flexibility towards ever-
changing services and protocols. Furthermore,
EZChip has introduced the first NP with 100 ARM
cache-coherent programmable processor cores [11],
that is by far the largest 64-bit ARM processor yet
announced.

The discussed NPs confirm that most of the
operations in NPs are performed by general-purpose
RISC-based processing cores as a cheaper but
slower solution, combined with custom-tailored
hardware that is more expensive but also more
energy-efficient and faster. If network packet
processing is analysed on general-purpose
processing cores, then it can be easily concluded that
a significant part of processor cycles will be spent on
IP packet header parsing and processing.

On the other hand, some proposals of TCP/IP
offload engines [12] provide a certain amount of
processing relief compared to a classical network
interface card, but still, it requires a huge portion of
data processing from the main processor. The
sequential software flow, i.e. protocol processing
consumes CPU time and resources, creating a
dependency between processor load and available
throughput as well as latency. This reveals a major
drawback, especially for embedded systems where
resources are even more limited and CPU time is

needed for application-specific tasks. To overcome
these system-dependent limitations in throughput
and latency, the authors of [13], implement a
complete TCP/IP stack in hardware. This 10 GbE
hardware-based TCP/IP stack can handle a single
physical network interface and contain I1Pv4,
ICMPv4, TCP and UDP protocols.

Furthermore, the authors of [14] introduce a
novel architecture implementing a TCP/IP stack
capable of processing 10 Gb/s data full-duplex,
while handling thousands of concurrent sessions.
The architecture's resource requirements scale
linearly with the number of supported sessions to
over 115,000 given today's 20 nm devices. Similar
types of architectures appear in [15] and [16] - the
first being an open-source Gigabit Ethernet TCP/IP
IPv6 networking architecture, designed for packet
processing, 10T, test & measurement, and control
(e.g., sensors, motors, etc.) applications and the
second implementing a UDP/IP hardware protocol
stack that enables high-speed communication over a
LAN or a point-to-point connection. The core,
designed for standalone operation, is ideal for
offloading the host processor from the demanding
task of UDP/IP encapsulation and enables media
streaming with speeds up to 100Gb/s even in
processor-less SoC designs. Assuming that most of
the available research presents a hardware
implementation of IPv4 protocol, our research is
focused on developing a dedicated processor module
for IPv6 protocol. The emergence of novel
technologies, such as 5G, together with the
significant expansion of devices on the Internet and
the Internet of Things, makes IPv6 protocol a
necessity, compared to IPv4.

3 DESIGN OF IPV6 HEADER
PROCESSOR

The [IPv6 header processor consists of three
processors: main processor, memory processor, and
error processor, which is shown in Figure 1. The
main processor is processing the header information
while receiving data from the memory processor and
is sending error data to the error processor. The
memory processor is the bridge between the on-
board RAM memory and the main processor. Its
purpose is to get the necessary data from the external
memory and prepare it for the main processor. The
error processor reads error data from the main
processor and sends the error messages back to the
source if necessary.
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The following 32 octets contain address
information, and once this information is checked
then the first phase is finished.

Once the first phase is complete, the main
processor starts to process the extension headers in
the second phase. The extension headers are
continually processed. In this implementation, we
are working on a node that is placed between the
source and the destination host. Therefore, we are
processing only the extension headers which are
subject to a change, and we are checking for errors
in the fields which need not be changed. The
extension headers are processed in the order in
which they are present. In RFC 2460 [17], it is
recommended that the extension headers are placed
in a particular order, but that is not necessary.
Additionally, not all extension headers are required
to be present. Because of these requirements, the
extension headers are processed continually.

Processing the first eight octets of the IPv6
header takes one cycle. Processing of the extension
headers depends on whether the header is changed
or checked.

In this implementation, we added processing of
the routing header extension as an example of the
possibilities that this device provides. As an
example, once the routing header extension 43 is
detected, the processor detects errors and processes
the header. The header states that two addresses
need to be exchanged and the addresses are stored in
the shared memory in order to be exchanged. The
shared memory is reserved only for a small portion
of time in order to provide possibility of multiple
main processors inside a single IC.

Once all extension headers are processed, the
second phase is finished. When the second phase
finishes, the processor waits for the next IPv6
header. The complete data flow diagram of IPv6
header processing is shown in Figure 3.

The error processor is a separate module which
communicates with the memory processor and each
main processor. Each main processor can signal the
error processor for an error. The error processor then
decides whether the packet should be discarded and
if so, the error processor sends location information
to the memory processor.

The memory processor is a bridge module that
connects the main processor with the on-board
RAM. When the main processor signals the memory
processor for necessary data, the memory processor
calculates the location of the data in the RAM. The
memory processor has IP (intellectual property) core
for communication with onboard DRAM provided
by VIVADO Suite. In this way the data is read and

written from the DRAM and sent to the main
processor.

Read and
process first
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fre all memor

contents

Yes
No ¢

Import new 16
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processed?

Should next
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Figure 3: Main processor logic diagram.

4 FPGAIMPLEMENTATION OF
IPV6 HEADER PROCESSOR

The proposed IPv6 processor was described in
VHDL using the Xilinx VIVADO Design Suite tool.
This software environment includes a simulator for
performing functional analysis of VHDL models and
several other hardware syntheses and FPGA
implementation tools.

Simulations and functional analysis were made
only for the main processor and the error processor,
because the memory processor is implementation-
dependant.

Once the analysis is finished, the IPv6 header
processor is synthesized and implemented in Virtex7
VC709 evaluation board [5]. The synthesis results
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show that the IPv6 header processor can be
implemented in the Virtex7 VC709 development
board, by utilizing 962 FF and 2653 LUT without the
memory processor. More detailed results of the
FPGA utilization, after the synthesis of the proposed
IP header processor in VC709 FPGA board is shown
in Table 1. Furthermore, Figure 4 presents the
implemented IP header processor, after the place and
route on the appropriate VC709 FPGA board is
finished.

Table 1: Utilization of Virtex7 VC709 FPGA resources for
the proposed IP header processor.

Resource = Utilization = Available  Utilization %
LUT 2653 433200 0.61
LUTRAM 16 174200 0.01
FF 962 866400 0.11

Figure 4: Implemented IP header processor on Virtex7
FPGA board (after place and route).

As a result of the low FPGA resource
utilization, the processor can be further extended and
then implemented on the same development board.
According to this, the FPGA technology makes the
proposed processor very flexible and cheap for
implementation. Additionally, the ability for ease
FPGA reconfiguration, makes the IP header

processor implementation suitable for further
modifications and improvements.

5 CONCLUSION

The main focus of this paper is the FPGA
implementation of the proposed IPv6 header
processor. Considering that the implemented IP
header processor utilizes less than 0.11% FF and
0.61% LUT FPGA resources, future work would
include the whole implementation of the IPv6
processor, including communication with on-board
RAM and ethernet port 10. It is evident that these
modifications would require more resources than
previously used, but this makes the IPv6 packet
processor a whole. The possibility of generating
various bus widths and different logic will make this
kind of processor suitable for less resourceful and
powerful FPGA boards.

This device will be very practical in device-to-
device communication, because  with the
implementation of this code in every device, all of
the devices will be able to be used as a link between
the source and destination node.

This approach makes use of FPGA re-
configurability, which has proven to be an ideal
solution for achieving reasonable speed at low price.
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The article proposes a modification of the known invariant amplitude modulation that transmits the values
of information elements by the ratio of the lengths of the signal vectors lying on a straight line passing
through the origin of the coordinate system of the signal space [1]. Modification of this modulation makes it
possible to use signals whose vector ends lie on a straight line that does not necessarily pass through the
origin of the signal space coordinate system. This gives the opportunity to use in a greater variety of signals,
not just signals of similar shape as in the well-known invariant of amplitude modulation that can be useful
to enhance immunity against a specific type of interference and to secrecy of messages transmitted. The
article contains an assessment of the noise immunity of a communication system with modified invariant

amplitude modulation to white noise and a description of its structural scheme.

1 INTRODUCTION

Currently, it is established [1] that the effect on the
signals of the communication channel can be
reflected by the corresponding group of
transformations. For example, the change in signals
in linear channels is described by an affine
transformation group, a subgroup of which is the
group of orthogonal transformations. The latter
corresponds to the case when the channel has a flat
amplitude-frequency and linear phase-frequency
characteristics. The effect of additive interference is
displayed by a group of shifts of the ends of the
signal vectors in the direction of the interference
vector.

The proof of the possibility of describing a
channel by a transformation group opens up a
method for undistorted message transmission by
using group invariants - special relations between
signal parameters that remain unchanged despite
changes in the signals themselves by the channel [1].

An exception is the distortion of signals by white
noise, which can only be absolutely invariant by
applying signals with infinitely high energy.

It can be shown that the «classical» amplitude,
frequency, and relative phase modulations also use

invariants of the simplest orthogonal transformation
group, which preserves the length of the signal
vectors and the angle difference between them.

To date, the basic properties of the invariant
amplitude modulation, which uses the basic
invariant of the affine transformation group,
describing the entire class of linear communication
channels with arbitrary frequency characteristics,
have been partially studied.

At the same time, such an invariant, called in
mathematics "the ratio of three points" [2], in
relation to communication problems, has so far been
formulated as a channel preserving the ratio of the
lengths of signal vectors lying on a single straight
line passing through the origin of the coordinate
system of the signal space. However, the " ratio of
three points "(the ratio of the lengths of segments
lying on the same line and defined by these points
preserved by an affine transformation) is also valid
for the General case when the line does not pass
through the origin [2]. The synthesis of modified
invariant amplitude modulation (MIAM) and
demodulation algorithms for this General case is
described below.
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2 SYNTHESIS OF MODIFIED
INVARIANT AMPLITUDE
MODULATION AND
DEMODULATION

Below, in order to provide greater clarity of the
synthesis procedure, a two-dimensional signal space
is used, the coordinate axes of which correspond to
some orthonormal basis functions of time. For
example, the Kotelnikov functions ¢1(t) and ¢2(t),
which differ in the time shift that ensures their
orthogonality. In this case, the signals can be
represented by two time counts, the values of which
set the coordinates of the ends of the signal vectors
in a two-dimensional signal space (Figure 1).

@ -

N/ 5

Input signal space Output signal space

Figure 1: The scheme is an affine transformation of the
input signals at the output signals for the modified
invariant amplitude modulation.

Figure 1 on the left shows a straight line that
occupies a general position and does not pass
through the origin of the coordinate systems of the
signal space. Points A, B, and C define the ends of

the three input vectors S_1 S_2 and 5_3

As mentioned above, the transformation of input
signals into output signals is described by an affine
transformation group. In the Figure 1 the dotted lines
represent the scheme of affine transformation of the
ends of the input signal vectors into the ends of the

corresponding output signal vectors S, S and

S_é One of the possible forms of writing the affine

transformation invariant in the form of the "three-
point relation” in this example has the following
form (1) and (2).

_BC BC |S-S,| [Si-8)

=—— = === = @
AB  AB' [5,-§| [5;-§]

Such an invariant entry is also possible

_AC_AC [5-5] [55-S ,

T AR 5,-5 oS 2

We assume that in (1) Si(t) and Sx(t) perform the
role of so-called "reference signals”, and Ss(t) —
informational Si(t). In this case, the modified
invariant amplitude modulation (MIAM) algorithm
can be obtained from (1) - the algorithm modulation
A (3):

S =3,(5,-5,)+S,, ®)
where:
Ji - value of the transmitted information element;

S, - the vector of the information signal Si(t),
which together with the reference signals Si(t) and
So(t) transmits the value of the information
element J;;
i - number of the time interval during which the
value of the information element J; is transmitted.
From (1) and Figure 1 follows the algorithm

demodulation A (4):

- [g-8
‘]i == ~ (4)
S

Here, the ” sign indicates the estimates of the
value J; at the output of the demodulator and the

N -

vectors S/, S, and S] at the input of the

demodulator.
Expression (2) gives other equivalent modulation
and demodulation algorithms - the algorithm

modulation B (5) and the algorithm
demodulation B (6):
Si=3i(5;—5)+S,, 5)
o [&-s
‘]i =1z 2| (6)
S;—S;

3 ESTIMATION OF NOISE
IMMUNITY OF MODIFIED
INVARIANT AMPLITUDE
MODULATION TO WHITE NOISE

Let us denote the modules of the difference vectors
for brevity | S/ —S/!|, |S/ =S} | and |S; —S;| as

AS!,| u |AS},

" , respectively. Then the

a8;,

demodulation algorithms A and B can be written as
follows (7) and (8):
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>

1%, (7)
4S5, |

i=m§”- ®)
|AS;, |

Taking into account the influence of white noise
n(t) on the transmitted signals Si(t), Sa(t), and Si(t)
for estimating the lengths of difference vectors

AS!,, AS!, and AS;; can be written (9), (10), (11)
|AS]; [ AS{y [ +0; =y )

ey
!

|AS], |= AS—i’,Z [+n; =1y, (10)

| AS—§,1 = AS—é,l |+n,—n;,  (12)

where nj, ny, ny - are the values of the projection
lengths of the vectors of realizations of white noise
interference on the direction set by the line passing
through the points A', B', C' (Figure 1), and affecting
the transmitted signals Si(t), Sa(t), and Si(t),
respectively.

It is known that the projections of the white noise
realization vector in any orthonormal basis are

Gaussian random variables with O'V%_n_ and zero
expectation [3].

With this in mind (9), (10), (11) they are
Gaussian random variables with mathematical

expectations  [AS],[.[AS/,| u |AS_2”1| and

. . 2
dispersions 207, .

Values ji in algorithms (7) and (8) are

functionally transformed random variables. As is

known [4], for a functionally transformed random
X

variable in the form y=-%2, the following
X

inequality holds (12):

o0

oY) = [ @(x,%)|x|dx =
- SN F)

= I (X, yX1)|X1|dX1

where (X, X, =YX ) - two-dimensional law of

probability distribution x; and x,.

In our case, taking into account the independence
of random variables in the numerators and
denominators of formulas (7) and (8), we have:

w(‘ASL’i',Z , ASLzrl

ol ol
ol

In accordance with (12), we obtain the following
expression for the conditional probability density of

w(‘ASLi',l , A§£,1

estimates of the values of information elements ji

at the output of the demodulator for
algorithm A (13):
A 1 % o Y
o(3,13)= &2 |5 d‘AS’ T
(I |) 47[0\3“':[0 21 21 ( )
LY — 2 A _ 2
(\Asqu —|AS§’1|) +[ (39,148,
where a = >
4UW.I’].

For example, graphs were calculated in the
MATLAB environment a)(JAi /J;) (Figures 2 - 5)
when using reference signals with the length of the
difference vector [4S},[=1 and [4S},|=2 and
values of transmitted information elements J; = 1, 2,
3, 4, 5, 6 for interference power o, =0,1 and

o2, =0,2[5].

(J, 1J)
3—Ji=1 =2 Ji=3 J=4 J=5 Ji=6—

Figure 2: Graphics w(J;/J;) for |AS_§'1|=1,

Oun =01
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@, 1)
57&#1 J=2 J'z=.3 J,é4 Ji=5 Ji=6 —

H

Figure 3:

O'VZV_n_ =0,1.

ji

Figure 4: Graphics (J;/J;) for |AS—£,1|:1’
o, =02

@J, 1)
S Ji=1 Ji=2 J=3 Ji=4 J=5 J=6—]

25

0

5 6 ?J"

Figure 5: Graphics a)(ji/Ji) for |AS£,1|:2'

ol =02

As follows from these graphs, an increase in the
length of the vector of the difference between the
vectors of two reference signals leads to a decrease
in the variance of estimates of the values of
information elements at the output of the
demodulator. Therefore, by choosing the required
length of the difference vector, it can be provided
the necessary minimization of the area of mutual

overlap of graphs a)(JAi /J;), that is, the required
fidelity of the J; transmission.

3 CONCLUSIONS

The proposed communication system with modified
invariant modulation is a further generalization of
the known system with invariant amplitude
modulation [1].

The advantage of this communication system is
that there is no need to ensure the similarity of the
forms of the signals used, as is the case with the
prototype. The line of location of the ends of the
vectors of transmitted signals can occupy an
arbitrary position. This circumstance can be used to
increase the degree of secrecy of transmitted
messages, similar to the well-known method of
carrier frequency tuning.

In addition, when changing the sequence of
transmission of reference signals, taking into
account the lengths of their vectors, it becomes
possible to transmit a sign of positivity or negativity
of the values of information elements. For example,
a positive sign may be that the first time reference
signal has a shorter vector length compared to the
vector length of the second time reference signal.
The negative sign is transmitted in the reverse order
of the reference signals [5].

Thus, the proposed modified invariant
modulation allows to double the volume of the
alphabet of information elements compared to the
prototype.
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The report is devoted to the analysis of distributed fiber-optic sensors based on the phenomenon of
stimulated Brillouin scattering. They are of great interest for research due to their ability to measure the
temperature and strains at superlong distances with high accuracy and high spatial resolution. The functional
dependences of the output signals characteristics on parameters measured by the sensors are given in the
paper. Of particular interest are the results of the analysis of the spectral component shifts in the Brillouin
light scattering depending on the fiber elongation and temperature. After a brief review of the basic
theoretical principles the results of some researches aimed to expand the dynamic range and to increase
spatial resolution. The results of simulation in professional design software environment OptiSystem 17.1
are described in the article. To test the simulation results and detection of common features in spectrograms
the experimental testing was carried out. The results obtained show that it is possible to implement fiber-
optic sensors based on Brillouin scattering in telecommunication systems, mining, oil and gas industry, as
well as in electric-power industry, construction, aviation and space industry. The objectives for the further
research are to perform metrological analysis at all stages of the method implementation, to complete the
base of Brillouin spectrograms for optical fiber of various types and to improve algorithms for automated
processing spectra in order to expand functionality of the systems. In conclusion, the overview of some
applications is given in this paper.

1 INTRODUCTION waveguide can be used successfully in optic sensor

Optic fibers are widely used as communication
channels in which light waves can be transmitted
over long distances. In this situation fiber lines are
isolated from external disturbances by means of
cable technologies. However, by increasing
environmental influences on the properties of light
penetrating into the waveguide, fiber can be used for
detection, monitoring and even measurement of
external disturbances (measured values) in the
integrated or distributed format. When optical power
exceeds the prescribed power threshold, nonlinear
phenomena, such as Brillouin scattering due to its
strong dependence on external environmental
variables (deformation and temperature), then the

systems. In these cases, the optic fiber is a medium
in which interaction occurs, acting simultaneously as
both a distributed converter and an optical channel.
These sensors can measure changes in particular
parameter along the whole fiber converter.
Therefore, dynamic range, correlated to the
maximum fiber length and spatial resolution of the
converter (minimal fiber length required for
measurement during serial disturbances or events)
are key factors which are significant and they should
be investigated [1].

Fiber-optic  sensors have the following
advantages compared to their traditional
counterparts [2]:

= fiber-optic line is explosion- and fireproof;
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= optic fiber has high resistance to the influence
of corrosive media, pressures and temperatures;

= optical signal in the fiber sensor is not affected
by electric of magnetic interference caused by
the operation of other technical systems;

= fiber sensors are distributed data collection
system with the remote information processing
devices;

= they easily operate in combination with optical
information processing systems;

= small size and weight of optic fiber;

= high corrosion resistance, especially to
chemical solvents, oil and water;

= free of induction;

= low cost.

The above advantages make it possible to
design, manufacture and technical operation of
distributed systems for monitoring of long lines
along the whole length in real-time (overhead and
underground communication lines, electric power
lines, bridges, dams), where it is necessary to control
the strength of the structure and the risk of an
emergency. In addition, these systems successfully
solve the problem of measuring the temperature
along the entire well drilling for a long period.

2 THEORETICAL
BACKGROUND

A distributed fiber-optic sensor is a kind of
measuring instrument. It transforms a physical
quantity which is measured into the optical signal.
This signal is transmitted through the optical fiber to
a processing device to process the optical signals.
Algorithms used for processing the intermediate data
received are provided by the required metrological
sensor characteristics. Furthermore, they provide the
information presentation in tabular or graphical
format.

The measurement principles used in the proposed
fiber-optic sensor are based on the Mandelstam-
Brillouin scattering (scattering by acoustic phonons)
in the optical fiber. Brillouin scattering result in the
formation of the backward wave in the fiber. By
scanning the carrying frequency of this wave, you
can determine the distribution of the Brillouin
scattering  spectrum along the fiber and,
consequently, the maximum signal frequency in this
spectrum, Figure 1 [3].

/ : (laser radiation, input signal)
a
i

Rayleigh scattering (f.) f

MBS

RS RS

15

Figure 1: Spectrum of light scatterings in the fiber
(fB~10 ... 11 GHz, fR ~ 13 TH2).

The system of the distributed sensing, which is
based on the Brillouin scattering can simultaneously
measure temperature and strain along the fiber.
Typically, the intensity of light and the frequency
shift in the Brillouin scattering is affected by the
temperature and deformation in the fiber. These are
defined by the following (1) [4]:

[AvB(T,s)] Cor Cv,s] [AT

APL(T, &) ~ |Cor Cpellael @)
where:

APg (T, €) — variations of power in the Brillouin
scattering spectrum;

Avg (T, €) — shift of the central frequency in the
Brillouin scattering;

AT — fluctuations in fiber temperature;

Ae — fluctuations in fiber strain;

Cp,m and Cp,e are temperature coefficients and
the strain coefficient for the Brillouin scattering
power respectively;

Cv,r and Cye are also the coefficients of
temperature and strain for the shift of the Brillouin
frequency depending on temperature and strain.

These preset values of the coefficients are given
in Table 1:

Table 1: The relationship of Brillouin light scattering
intensity and frequency shift and temperature coefficient.

Strain coefficient | Temperature coefficient

BriIIoui_n Cpe=-8=£1 Cpr=+033 £ 03 % /K
scattering x10"4%/ e

optical power

variation APg
Brillouin Cye = +0.052 Cyr=+1.09 £ 0.083
scattering +0.004 MHz/pe MHz /K

optical

frequency
shift AVg
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Linear coefficient for temperature and strain can
be accurately determined from the inverse matrix in
(1) and can be written as [5]:

AT = |Cp‘5|'AUB+|Cv‘5|'APB

@)

|CP,TCV,£_CP,£CU,T|

— |Cp'T|‘AUB+|C1;’T|'APB

Ae 3)

|CP.TCv,s_CP,sz,T|

By measuring the power of the scattered signal
and the shift of the Brillouin frequency, it is possible
to obtain the temperature and strain distribution
along the fiber.

Distributed Brillouin fiber-optic sensors provide
innovative solutions to control the temperature and
strain in distributed constructions. The effective
range for these sensors is about 20-30 km, which is
limitation for their use in some applications where
the distance is much longer. In order to increase the
operating range, the methods are proposed in paper
[6], based on distributed Raman amplification.
Three Raman pumping configurations were
investigated theoretically and experimentally: joint
propagation, counter propagation and bidirectional
propagation with respect to the Brillouin pump
pulse. The study shows that some of the
amplification schemes tested can significantly
extend the measurement range and improve the
quality of measurements over large distances.

The paper [7] proposes a combined amplification
of the second order and optical pulse coding to
expand the real dynamic range for distributed fiber-
optic sensor.  The analysis presented and the
experimental results show that the appropriate
optimization of these two methods makes it possible
to enhance the signal/noise ratio measurements
when using a superlong and sensitive fiber. This
solution increases the sensing distance to 120 km
with a spatial resolution of 5 m.

In order to increase the spatial resolution, the
paper [8] proposes and shows a new differential
method of optical reflectometry. By analyzing
spatiotemporal property of the pulse excited by
Brillouin spontaneous light scattering, it made it
possible to obtain the distribution of the Brillouin
weighting coefficient along the fiber. Based on this
distribution a method of two-step subtraction is
offered. A pair of pulses with a small difference in
width is used as a probe pulse. When performing the
two-stage subtraction on these two pairs of Brillouin
spectrum it is proved theoretically and
experimentally that the differential Brillouin
spectrum is spatially associated with the difference
in width of pulse pair. The spatial resolution of 0.4

m is obtained experimentally when using pulse pairs
60/56 ns for the probing length of 7.8 km with
accuracy of the Brillouin frequency of 4.1 MHz.

The analysis results of the noise by using Monte-
Carlo method to correct the dependences between
the frequency resolution, quality, signal/noise ratio
and the frequency step in the distributed Brillouin
fiber-optic sensors are presented in [9]. Quantitative
estimation of the Brillouin amplification spectrum is
of great importance for the distributed sensors to
increase the Brillouin frequency resolution and
corresponding Brillouin tension and temperature
resolutions. To estimate the error in determination
of the Brillouin central frequency spectrum two
analytical ~ expressions were obtained with
polynomial second order fitting and without it.

In paper [10], an equivalent Rayleigh criterion is
offered to measure stressed cross section and smaller
spatial resolution for the Brillouin distributed sensor.
According to this criterion, at any preset probing
length the minimum allowable tension length is 1/2
of the pulse length at Brillouin frequency uncertainty
of 5%.

3 RESULTS AND DISCUSSION

The simulation was carried out in the professional
design environment OptiSystem 17.1. It is a
comprehensive program software Design Suite,
which allows users to plan, test and simulate
processes in  optical  fibers in  current
telecommunication ~ systems.  The  computer
simulation scheme is shown in Figure 2.

Figure 2: Simulation scheme.

The following component parameters were set in
Figures 3-4.
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Figure 4: Optical fiber parameters.

The simulation results are shown in Figures 5-7.
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Figure 5: The signal at the output of optical fiber (Port
no. 4 of the directional coupler).

i Optical Spectrum Analyzer_2
L M
B !
i J i\
R /
L / . ue
- JZERNE EEer
H ol
2| < = N po—y
B I g e e [
E e | Elesmmate iange
e -
i oo ®
Db
M e BT Jm
. i
..... e =
rones ST

Figure 6: Signal at the output of the optical fiber.
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Figure 7: Spectrum of the backscattered component.

In order to test the simulation results and identify
common patterns in spectrograms the experimental
studies were conducted by using Brillouin optical
reflectometer manufactured by the company “Ando”
“AQ 8603”. For experimental studies, a one-mode
optical fiber of the standard G.652 was chosen.
Figures 8 and 9 show the spectrograms for the same
fiber, in which a section was heated or longitudinally
stretched.
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Figure 8: Spectrogram of the optical fiber section heated
to 100°C.

[ 0.00000 km | [ 836818 )/ | [ 81.67767 1AOIOF
Distance:| 39.20724 km F1: MAGamSBR 19.5asians)
Frequency: 10.8306Hz ¥2: 10.890GHz
Range: B80km I0R  :[1.46810
P.W. :100ns
Ave. :2714 Res. :4.00m
Frequency
Start: 10.7806Mz Sample: 12/12
Stop :10.8906Hz Sweep : 10MHz

JUL.02,2015 09:45:13

Figure 9: 3D spectrogram along OF in fiber-optic cable
more than 70 km.
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After spectrogram processing the picture of
strain distribution in optical fiber along longitudinal
coordinate is obtained. It is shown in Figure 10.
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Figure 10: Strain profile in optical fiber.

Figures 8 — 10 show that changes in temperature
and tension lead to a frequency shift, which makes it
possible to detect areas with changes in these
characteristics along the light-guide (distributed
optical sensor). Each cross section in 3D-
reflectogram along distance axis is a fiber
reflectogram for fixed frequency. Each section along
frequency axis is a profile of Brillouin spectrum in
this section. In the right bottom the maximum shift
of Brillouin scattering spectrum is shown. The shift
equals 10.78 GHz and correlates to simulation result.

Differences in the impact factors (longitudinal
tension or temperature change) in the fiber can be
detected by the analysis of the back-reflected signal
intensity of the Brillouin scattering ((1), Table 1).
Under the stretching condition, the back-reflected
signal intensity decreases. As the temperature rises,
this intensity increases.

4 CONCLUSIONS

Fiber-optic sensors based on the principle of
Brillouin scattering can be widely used in mining,
oil and gas industries as well as in power industry,
construction, aviation and space industries. They
have already taken significant place in
telecommunication systems for early diagnostics of
damages in fiber-optic communication lines. The
objectives of further research are to perform
metrological analysis at all stages of the method
implementation, to complete the base of Brillouin
spectrograms for optical fiber of various types and to
improve algorithms for automated processing
spectra.  The presented simulation  results
demonstrate the possibilities for analyzing
distributed optical sensors in “OptiSystem”
software.

The results obtained give evidence that Brillouin
scattering spectrum analysis makes it possible to
measure tension and temperature along longitudinal
coordinate in optical fiber. In this process the optical
fiber is both sensor and transmission media. This is
the main advantage of optic-fiber sensors compared
to other optic fiber sensors operating with other
physical phenomena.
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The use of modern digital ultra and very high frequency (UHF/VVHF) radio stations in the construction of
digital governmental automated control systems (ACS) of the low echelon management level has led to the
creation of protocols and standards that allow data transmission in low-bandwidth communication networks.
However, none of these standards provide recommendations for file transfer in communication networks
facing low speed, long delay and high probability of data loss. This work investigates QoS parameters and
performs comparative analysis of FTP, TFTP, SCP, SFTP, ETFTP protocols for file transfer in low-bandwidth
communication networks based on UHF/VHF radio stations. A model of two Harris
RF-7850M-HH radio stations connected by an attenuator and coaxial cables was used to measure the QoS
parameters. The characteristics including the bandwidth, jitter and average time of data transmission
depending on the operating modes of radio stations and the level of attenuation in the radio communication
channel have been obtained. The time of file transfer and the actual size of the transmitted data when using
these protocols was measured. The recommendations for use of file transfer protocols in radio communication
channels depending on the operating mode of the radio station are given. The obtained results allow to
rationally choosing the mechanism and algorithm of file transfer when building governmental ACS of the low
echelon management level based on low-bandwidth communication networks to increase the efficiency of
bandwidth use in radio networks.

transmission in high-speed cable networks. However,
there are no recommendations or standards for
transferring files in ACS built on low-bandwidth

Modern governmental automated control systems
(ACS) of the low echelon management level as base
of command and control process are built on the
basis of low-bandwidth radio networks by means of
ultra and very high frequency (UHF/VHF) radio
stations [1-5]. The results obtained in [6] show that
the use of standard protocols for data transmission in
UHF/VHF radio networks is complicated by low
speed and high data delay, high jitter data delay, high
probability of data loss in the channel. A number of
protocols have been developed for such
telecommunication channels, according to the
standards STANAG 4677 [7], AdatP-36 [8],
STANAG 5525 [9], etc. These standards are used to
transfer information in the governmental ACS of the
low echelon management level [1, 4, 5]. Modern file
transfer protocols have been created for data

telecommunication  networks. In 1996, the
experimental protocol Enhanced Trivial File Transfer
Protocol (ETFTP) [10] was created specifically for
communication networks based on UHF/VHF radio
stations with a data rate of 16 Kbps. However, today
a new generation of radio stations is available with
the support of data transmission of up to 1 Mbps [6].
Therefore, there is a need for a comparative analysis
of existing file transfer protocols to determine the
possibility of their use in low-bandwidth
communication networks.

The purpose of the work is to perform a
comparative analysis of file transfer protocols in low-
bandwidth communication networks in terms of
bandwidth efficiency of a radio communication
channel. The relevance of the work is driven by the
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lack of recommendations for the use of such protocols
in low-bandwidth communication networks, which
complicates the construction of governmental ACS of
the low echelon management level on the basis of
UHF/VHF radio stations.

For comparative analysis, let us consider the
following file transfer protocols: File Transfer
Protocol (FTP) [11], Trivial File Transfer Protocol
(TFTP) [12], Secure Copy Protocol (SCP) [13], SSH
File Transfer Protocol (SFTP) [14] and ETFTP [10].
FTP is one of the most common file transfer
protocols. Its operation is based on the Transmission
Control Protocol (TCP) [15], a client-server
architecture and the ability to authenticate users to
ensure secure access to data. TFTP is a simple file
transfer protocol based on the User Datagram
Protocol (UDP) [16] and is used mainly for the
network boot of computers. It doesn’'t have any
authentication or encryption mechanisms. SCP and
SFTP are similar in functionality to FTP, but run on
Secure Shell (SSH) [17] and transmit files in the
encrypted form. ETFTP is an experimental file
transfer protocol designed specifically for low-
bandwidth radio networks. ETFTP is configured
according to the QoS parameters of the radio channel
and considers the maximum possible speed and delay
of data transmission. This protocol works on the basis
of UDP and is focused on ensuring reliable file
transfer with maximum speed and the smallest
amount of service information.

Section 2 presents the results of experiments, that
research and analyze the QoS parameters of file
transfer and gives recommendations about their
usage.

Section 3 provides the conclusions about usage of
different file transmission protocols over UHF/VHF
radio networks based on experiment results.

2 RESEARCH AND ANALYSIS OF
QoS PARAMETERS

The scheme shown in Figure 1 was organized to take
the necessary measurements. RF-7850M-HH,
manufactured by Harris, are used as UHF/VHF radio
stations. The radio stations are connected to each
other via a coaxial cable and an attenuator with a
variable attenuation level. The attenuator has three
possible attenuation levels of 40, 80 and 120 dB. The
power of radio stations is set to 1 W. Different levels
of attenuation will simulate external interference
affecting the radio channel. Personal Computers (PC)
are connected to radio stations via Ethernet cable with

RJ-45 (12067-5220-01) from Harris radio station

accessories.
Attenuator

Radiostation Nel i Radiostation Ne2

Personal Comput@ & Personal Computer

Figure 1: Scheme of the communication network for
measurement.

The PC has the Ubuntu 20.04.1 LTS operating
system [18]. The next utilities are used to transfer
files via different protocols:

= vsftpd version 3.0.3 implements FTP, TFTP
and SFTP protocols;

= OpenSSH version 1.0.2g implements SCP
protocol;

= etftp and etftpd wversion 1.1.3 together
implement ETFTP protocol.

For measurements, let us consider three modes of
operation of the radio stations: FF - narrowband mode
with a fixed carrier frequency, ANW2C (M-TNW) -
broadband mode, QL1A - narrowband mode with
frequency-hopping spread spectrum (FHSS). Let us
consider 10KB, 100KB and 1MB files to be transmit
via the UHF/VHF radio network. Larger files are not
considered for the transmission because according to
the bandwidth limits of the UHF/VHF radio network
obtained in [6], such a transmission can take up to
several hours, which can result in the loss of
information relevance. According to [10], to estimate
the effectiveness of the ETFTP protocol let us use the
ratio of file size to the time of its actual transfer from
one PC to another as the QoS parameter. The
mentioned period includes the time to establish a
connection, data transfer and disconnection. In this
work, in addition, the actual size of the transmitted
data is measured, which allows to evaluate the
efficiency of using the bandwidth of the radio
channel.

2.1 Research and Analysis of QoS
Parameters in FF Mode

Three experiments were conducted to evaluate the

QoS parameters and compare file transfer protocols
in low-bandwidth communication networks in the

28



Proc. of the 9th International Conference on Applied Innovations in IT, (ICAIT), April 2021

narrowband FF mode of UHF/VHF radio station. Let
us consider three cases of measuring the QoS
parameters at attenuation of 40, 80 and 120 dB,
respectively.

The first experiment: set the attenuator to
attenuation of 40 dB, and the radio station to the FF
mode. Similarly to [1], the measurements of QoS
parameters of the low-bandwidth radio network were
performed and the following values were obtained:

= bandwidth - 102 kbit/s;
= jitter - 126 ms;
= the average ping — 1189 ms.

Files of different sizes from PC Ne2 to PC Nel
were transferred, and measured the time of file
transfer and the actual size of the transmitted data was
measured. The results are shown in Table 1.

Table 1: The measurement result in the FF mode, 40 dB.

10 KB file 100 KB file 1MB file
Time, D_ata Time, D_ata Time, D_ata
s size, s size, s size,
KB KB KB

FTP 14 13 22 112 81 | 1149
TFTP 62 14 660 | 142 | 6840 | 1523
SFTP 10 12 27 113 | 115 | 1249
SCP 13 14 41 115 | 115 | 1154
ETFTP 23 11 45 109 | 298 | 1141

The second experiment: set the attenuator to
attenuation of 80 dB. The research showed that QoS
parameters have the following values:

= bandwidth - 100 kbit/s;
= jitter - 128 ms;
= the average ping — 1239 ms.

The results of file transfer measurements are
shown in Table 2.

Table 2: The measurement result in the FF mode, 80 dB.

10 KB file 100 KB file 1MB file
Time, D_ata Time, D_ata Time, D_ata
s size, s size, s size,
KB KB KB

FTP 20 12 40 112 | 120 | 1145
TFTP 63 12 662 115 | 6933 | 1517
SFTP 22 12 41 113 | 120 | 1131
SCP 38 12 66 115 | 249 | 1156
ETFTP 28 11 42 111 | 256 | 1185

The third experiment: set the attenuator to
attenuation of 120 dB. The research showed that QoS
parameters have the following values:

=  bandwidth — 58,8 kbit/s;

= jitter — 154 ms;
= the average ping — 1297 ms.

The results of file transfer measurements are
shown in Table 3.

Table 3: The measurement result in the FF mode, 120 dB.

10 KB file 100 KB file 1MB file
Time, D_ata Time, D_ata Time, D_ata
s size, s size, s size,
KB KB KB

FTP 10 13 30 112 88 | 1164
TFTP 44 13 720 | 113 | 7312 | 1589
SFTP 24 12 39 113 | 145 | 1131
SCP 60 14 103 | 111 | 240 | 1154
ETFTP 21 12 48 110 | 360 | 1185

After analyzing the results shown in Table 1,
Table 2 and Table 3, it is not difficult to see that in the
FF mode, the transfer of 10 KB files using FTP was
from 10 to 20 s, 100 KB files - from 22 to 40 s, and
1 MB files - from 81 to 120 seconds. TFTP
transmitted 10 KB files from 44 to 66 s, 100 KB files
from 660 to 720 s, and 1 MB files from 6840 to
7312 s. ETFTP, SFTP, SCP in this case show worse
data transfer rates than FTP, but better in contrast to
TFTP. The ratio between the file size and the actual
amount of transferred data files of 10 KB, 100KB,
1MB for FTP, SFTP, SCP, ETFTP protocols ranges
from 10% to 40%. However, for the TFTP protocol,
this ratio is from 20% to 59%. Thus, in the
narrowband FF mode it is rational to use the FTP
protocol.

2.2 Research and Analysis of QoS
Parameters in QL1A Mode

Three experiments were conducted to evaluate QoS
parameters and compare file transfer protocols in
low-bandwidth communication networks in the
narrowband QL1A mode of the UHF/VHF radio
station. Let us consider the three cases of measuring
QoS parameters at attenuation of 40, 80 and 120 dB,
respectively.

The first experiment: set the attenuator to
attenuation of 40 dB, and the radio station in the
QL1A mode. The research showed that QoS
parameters are significantly different from the FF
mode and have the following values:

»  bandwidth — 17,4 kbit/s;
= jitter — 453 ms;
= the average ping — 3969 ms.
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Files of different sizes from PC 2 to PC 1 were
transferred according to previous measurements. The
results of measurements are shown in the Table 4.

Table 4: The measurement result in the QL1A mode,
40 dB.

the ETFTP protocol provides the fastest transfer of
files and minimal data overhead in the QL1A mode.

Table 6: The measurement result in the QL1A mode,
120 dB.

The second experiment: set the attenuator to
attenuation of 80 dB. The research showed that QoS
parameters have the following values:

= bandwidth — 15,7 kbit/s;
= jitter — 476 ms;
= the average ping — 4137 ms.

The results of file transfer measurements are
shown in the Table 5.

Table 5: The measurement result in the QL1A mode,
80 dB.

10 KB file 100 KB file 1MB file
Time, D_ata Time, Data Time, D_ata
s size, s size, s size,
KB KB KB
FTP 65 13 363 113 | 3832 | 1626
TFTP 308 12 2417 | 169 | 27631 | 1763
SFTP 72 11 256 113 | 2312 | 1659
SCP 78 12 480 121 | 2933 | 1674
ETFTP 65 12 240 114 | 1911 | 1583

The third experiment: set the attenuator to
attenuation of 120 dB. The research showed that QoS
parameters have the following values:

= bandwidth — 12,5 kbit/s;
= jitter — 489 ms;
= the average ping — 4279 ms.

The results of file transfer measurements are
shown in Table 6.

After analyzing the results shown in the Table 4,
Table 5 and Table 6, it is not difficult to see that in
QL1A mode ETFTP transmits 10 KB files for 51 —
66 s, 100 KB for 160 - 253 s, and 1 MB for 1891 —
1974 s. The ratio between the file size and the actual
amount of data transmitted 10 KB, 100 KB, 1 MB
files for ETFTP ranges from 10% to 61%. Other
protocols have worse time and actual data rates. Thus,

10 KB file 100 KB file 1MB file

10 KB file 100 KB file 1MB file Time, D_ata Time, D_ata Time, D_ata

Time Data Time D_ata Time Data S Sz, S S1ze, S SIze,

s " | size, s | size, s " | size, KB KB KB

KB KB KB FTP 120 13 346 113 | 3951 | 1723

FTP 57 13 372 | 112 | 3757 | 1621 TFTP 335 40 720 113 | 29767 | 1871

TFTP 267 16 | 2321 | 169 | 26743 | 1723 SFTP 68 12 340 113 | 2432 | 1789

SFTP 56 11 195 | 113 | 2242 | 1649 SCP 70 15 293 111 | 3123 | 1811

SCP 53 15 240 | 120 | 2755 | 1654 ETFTP 66 12 253 116 | 1974 | 1613
ETFTP 51 11 165 | 110 | 1891 | 1579

2.3 Research and Analysis of QoS
Parameters in ANW2C Mode

Three experiments were conducted to evaluate QoS
parameters and compare file transfer protocols in
low-bandwidth communication networks in the
narrowband ANW2C mode of the UHF/VVHF radio
station. Let us consider the three cases of measuring
QoS parameters at attenuation of 40, 80 and 120 dB,
respectively.

The first experiment: set the attenuator to
attenuation of 40 dB, and the radio station in the
ANW2C mode. The study showed that this mode of
operation has the best QoS parameters compared to
other modes:

»  bandwidth — 259 kbit/s;
= jitter — 14 ms;
= the average ping — 273 ms.

Files of different sizes from PC Ne2 to PC Nel
were transferred according to the previous
measurements. The results are shown in the Table 7.

Table 7: The measurement result in the ANW2C mode,
40 dB.

10 KB file 100 KB file 1MB file

Time, D_ata Time, D_ata Time, D_ata

s size, s size, s size,

KB KB KB
FTP 1 12 3 112 34 1143
TFTP 5 12 62 123 571 | 1265
SFTP 1 12 4 113 33 1151
SCP 1 14 3 119 34 1157
ETFTP 7 11 11 109 51 1124

The second experiment: set the attenuator to
attenuation of 80 dB. The research showed that QoS
parameters have the following values:
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= bandwidth — 201 kbit/s;
= jitter — 15 ms;
= the average ping — 319 ms.

The results of file transfer measurements are
shown in Table 8.

Table 8: The measurement result in the ANW2C mode,
80 dB.

10 KB file 100 KB file 1MB file
Time, Qata Time, D_ata Time, D_ata
s size, s size, s size,
KB KB KB
FTP 1 12 4 112 33 1178
TFTP 7 12 60 118 555 | 1102
SFTP 1 12 4 113 33 1150
SCP 1 14 5 114 60 1156
ETFTP 3 12 21 116 83 1185

The third experiment: set the attenuator to
attenuation of 120 dB. The research showed that QoS
parameters have the following values:

= bandwidth — 150,8 kbit/s;
= jitter — 34 ms;
= the average ping — 327 ms.

The results of file transfer measurements are
shown in Table 9.

Table 9: The measurement result in the ANW2C mode,
120 dB.

10 KB file 100 KB file 1MB file

Time, Data Time, Data Time, D_ata

size, size, size,

S k| 5 | kB | ° | kB
FTP 1 12 7 112 68 1143
TFTP 6 12 55 111 555 | 1142
SFTP 1 12 4 113 35 1150
SCP 1 12 5 112 67 1102
ETFTP 5 11 22 116 240 | 1185

It is not difficult to see that according to the results
shown in Table 7, Table 8 and Table 9, in the
ANW2C mode, the FTP, SFTP and SCP protocols
transmit 10 KB filesin1s, 100 KB in3 -7 s, and
1 MB for 33 - 68 s. TFTP with ETFTP transferred
10 KB filesin3-7s, 100 KB in11-62s,1 MB in
51 - 571 s. The ratio between file size and the actual
amount of data transferred was 10% to 27% for all
protocols. Thus, in this mode it is rational to use
protocols FTP, SCP, SFTP.

2.4 Recommendations for Use of File
Transfer Protocols in
Low-Bandwidths Networks

Based on the experiments, the
recommendations can be proposed:

1) It is advisable to use ETFTP in narrowband,
low latency and low bandwidth radio networks.

2) In broadband radio channels with low latency
and high bandwidth, compared to narrowband radio
modes, it is advisable to use FTP protocol.

3) TFTP has the worst QoS parameters when
transferring files, but it should be used when you need
to occupy only part of the maximum bandwidth.

4) In the narrowband mode of UHF/VHF radio
stations, it is rational to compress files before sending
them to reduce data transmission time.

following

The application of the research results allows to
rationally use the existing file transfer protocols in the
construction of governmental ACS of the low echelon
management level depending on the type and
conditions of use of modern UHF/VHF radio stations.

3 CONCLUSIONS

1) The QoS parameters of FTP, TFTP, SCP, SFTP
and ETFTP file transfer protocols in low-bandwidth
radio networks based on UHF/VHF radio stations
were measured.

2) The analysis of expediency for various file
transfer protocols is carried out. Recommendations
for their use depending on the operating modes of
UHF/VHF radio stations are given.

3) It is not advisable to transfer files larger than
1 MB in narrowband modes of radio stations because
a significant delay in data transmission can result in
losses of information relevance.

4) Approbation of the research results allows
building governmental ACS of the low echelon
management level with the ability to transfer files in
low-bandwidth networks with the rational use of
bandwidth of the radio channels.

5) The research results of this article and
publications [1, 6] represent the part of work
concerning development of telecommunication
system model with QoS parameters in UHF/VHF
radio networks.
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and performance of SDN networks. In [3, 4, 5, 6]
general requirements, system approaches and
generalized architecture of SDN networks are
reviewed. In works [2, 7, 8, 11] tasks and features of
the protocols used in solving various problems in SDN
networks are considered. Ins [9, 10, 12] the features of
the construction of SDN network elements and the
order of their interaction in the process of maintaining
traffic flows are described. In [3, 4, 5, 6, 14] the
principles of constructing an optical transport network
and are given recommendations to provide the safety
of their operation are considered. The most complete
and systematized material is presented in [8, 9]. In
articles [10, 11, 12, 13] various aspects of servicing
information flows are investigated and focused on the
need to meet the requirements for providing network
security.

It should be noted that most of the research work
focus on the ways of practical implementation of SDN
principles during network deployment. Also
considered are possible structure and order of
interaction of the main elements of the network, such
as a controller and a switch. At the same time, one of
the most difficult and important issues in SDN
networks is to provide the solution of managing
problems under different operating conditions. The
solution of these tasks can be assigned both to the
controller or network operating system, and to control
applications located in the control plane. In this
research, possible formulations of control problems
and their formalized representation as mathematical
models (equations) shall be analyzed.

2 SDN MANAGEMENT TASKS

Native existing telecommunications networks based
on "monolithic physical” elements are forcing an
increasing number of telco operators to take part in the
development of the ONF consortium. They develop
experimental areas of the network in which studies of
the practical availability of any given solution are
carried out.

2.1 Analyses of SDN Requirements

Let's consider what requirements telecom operators
impose on networks based on SDN technology:
Improve operational efficiency:
= provide flexibility and scalability of the entire
operator's network;
= fully automate the processes of performing
operations, administration (Management) and
maintenance, OAM;

= solve the problems of dynamic control of traffic
flows in real time, in accordance with the
current state of network resources;

= operatively create the necessary types of
services what require the combined usage of
several services.

Transform business models:

= reduce the output time of modern services to
market;

= provide that innovations are quickly extended
across the entire network, rather than being set
in across the network sections;

= quickly and efficiently create and provide
demanded services (Agile);

= increase the quality of the process of providing
services to end users.

All this is achieved through the implementation of
new approaches to the building of SDN networks,
specifically:

= separating the control plane from the data plane;

= providing programmability of the level of
control of network resources, computing
resources, resources data storage and service
orchestration;

= providing the ability to virtualize most types of
equipment and system network functions;

= implementation of providing users with the
same set of services, regardless of whether a set
of physical devices is used for this or their
representation in the form of virtual machines;

= unification of protocols and automation of

solving problems of network elements’
configuration;
= providing an individual mechanism for

administration and allocation of resources in the
network upon request of various services and
functions;

= automation of management processes in the
deployment of network elements and business
processes.

Assurance the conditions for meeting these
requirements will allow creating telecommunication
networks with high efficiency and competitive ability
at the telecommunications market.

2.2  Components of SDN Architecture

Let's analyze the components of the SDN network
architecture, which are defined in ONF TR-502 [3]. At
the same time, focus will be on the elements that are
directly involved in the management process. As far
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as, at the present stage, SDN networks will operate in
the environment of traditional networks, we will
consider an architecture that takes this factor into
account (Figure 1). We will also take into account the
possibility of interference in the control process of a
human operator.

Management i plane

SDN application (2 0)

I[/ A-CPI: Application-controlier plane interface
Controller plane

SDN conirolier

][\ D-CPI: Data-controller plane interface

Data plane

Management [,
functions
(0S8)

Network element (= 1)

Figure 1: SDN with function management.

At Figure 1 are showed the following main
components of SDN:
= data plane;
= controller plane;
= application plane;
= management plane.

The data plane consists of one or more network
elements. Each element contains a set of resources for
forwarding or processing traffic. Resources are
abstractions of the basic physical capabilities of an
element. The data plane interacts with the control
plane through southbound interfaces, often called as
SBI.

The application plane can contain one or more
applications. Each application has exclusive control
over the set of resources provided by one or more SDN
controllers. Applications can:

= interact with each other directly;

= act as SDN controller;

= place their network requirements on the
controller plane through northbound interfaces,
often called NBI.

The control plane consists of a set of SDN
controllers. Each SDN controller manages a set of
resources for one or more network elements in the data
plane. The minimum functionality of an SDN
controller should provide:

= processing application
assigned to it;

= isolate applications’ work from each other. For
this the SDN controller can communicate with
other SDN peer-to-peer controllers;

requests that are

= respond to network accidents to restore normal
operation after a failure;

» manage the competing requirements of different
applications.

An independent element of the architecture is the
management functional block. This block provides for
the possibility of intervention in the control process of
a human operator. It can be used:

= for initial configuration of network elements;

= when assigning areas controlled by different
SDN controllers;

= to configure the SDN area controller.

At the controller level, the human operator can set
up:
= policies that define the scope of control that are
provided to SDN applications;
= limits of allocated resource;
= list of system parameters to be monitored.

At the application level, the human operator
usually configures:
= contracts and service level agreements (SLA);
= algorithms for solving control problems;
= device priority level when solving problems
together.

At all levels of control, human-operator sets up a
security policy that allows distributed functions to
communicate safely with each other.

2.3 Components of SDN Architecture

To solve management issues, it is necessary to have
elements that collect information, analyze it, make
decisions and communicate commands to executive
agents. These elements in the SDN architecture are
agents and coordinators.

At Figure 2 are showed the agents and
coordinators in the SDN controller and network
elements.

Agents support the concept of sharing (co-use) or
virtualizing default (essential) resources. For example,
agents own next information:

= which network elements ports are monitored by
SDN;

= which elements of the virtual network are open
for SDN applications;

= how to isolate the service of one client from
another one.
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Figure 2: Agents and Coordinators in SDN Architecture.

In the SDN controller, different agents can control
the network at different levels of abstraction and
provide the execution of different set of functions. The
purpose of the SDN control logic is to:

= provide arbitration between the network
requirements of all SDN applications;

= develop a set of instructions for a network
element (NE) and implement them through NE
agents.

Coordinators in the NE and SDN controller
establish specific resources and policies to customer
from the human operator. Multiple agents can exist on
any network element and SDN controller. But there is
only one logical control interface. Therefore, at any
time, only one coordinator works per one network
element or an SDN controller.

3 FORMALIZED STATEMENT OF
CONTROL ISSUES FORMED
ON THE CONTROLLER PLANE

The functioning of SDN networks requires constant
management of its elements. In this case, the nature of
the tasks to be solved can be considered in different
conditions as:
= planned deployment or deployment of SDN
network;
= normal operation mode of the SDN network;
= functioning of SDN networks in extreme
situations (case).

For each of the above-mentioned conditions can be
earmarked specific groups of control tasks. So, for the
first case, the group of management tasks with a
planning-changing structure should include:

= analysis of the plan of deployment, rolling up or
reorganization of the network;

= analysis of an existing, or required (when
deploying), or becoming free (rolling up)
network resource;

= analysis of requirements for quality of service
QoS and network bandwidth;

= formation of a load distribution plan (LDP);

= making decisions on the distribution of the
network resource, providing the
implementation of the LDP with minimal time,
material-technical and other types of costs;

= formation of teams for network elements that
implement the decisions.

The tasks of this group can be solved in the
controller plane or assigned to applications. It should
be noted that one of the main tasks of network
planning is to determine the required performance of
the branches and the channel resource that provide
service of the incoming load with a desired quality.

This task can be formulated like this. Determine
the required performance of each branch of the
network, expressed in the number of standard
channels {Vi/}' in the network given by the graph

G(N,M), and formulate the LDP, which represents a
matrix My = {u%} set of paths % (v = 1,k )
transferring information between each pair of
Switching center (SC) ij (i,j = 1,N, where N is a
number of SC in the network), with order v (v=1,k)

their occupations, providing service to the incoming
load the network Z by I information directions Jij (i,j =
I, N ) with a given quality of service Pj with the

minimum total involved channel capacity Vs of the
branches m;; (i,j = 1, V), i.e.

(1, } =M= G, G = LN v= 1k ()
under the using restrictions:

i=1 j=1
N N
Z=>>7,(i,j=LN)
i1 jL
l N N .
k=max—>"> k;.(i,j=1,N)
M F =

N,M,V;,k; € G(N,M)
I=N(N-1) at J; #J,
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where P - permissible denial-of-service rate in the
direction of communication;

Pi; — real probability of fault of service in
information directions (i,j = 1, N );

kij - utilization factor in branches mij (i,j = 1, N );

zjj — incoming load to the service in information
directions;
p. - probability of losses on branches;

M - number of branches in the network.

Equation (1) is rather complicated and solutions
cannot always be obtained. Therefore, sometimes
solve a little simplified problem:

V{1, | {i./= L) @
using the following system of restrictions:

1 N N -
k=max—>"> ki, (@i, j=1N)

i=1 j=1
N,M,V; k; e G(N,M)
I=N(N-1) at J; #J,

That is, in the process of calculating the required
channel capacity of the network branches, it is
assumed that the LDP is given.

During the normal functioning of the network, the
main management tasks are:

= monitoring the technical condition of network
elements and estimation the values of the
parameters of its functioning;

= method, recording and processing of data on the
technical failures in network elements, leading
to a degradation in the parameters of the
functioning of communication directions;

= control of indicators of bandwidth of branches
and directions of communication;

= establishing the facts of deviation of parameter
values from the established norm;

= identification of places and causes of network
failure;

= determining a way to restore the normal
network functioning;

=  making a decision to restore the normal network
functioning;

= formation of a team for control objects in order
to implement the decision.

The main task of the SDN network controller is to
form a LDP (load distribution plan) that provides the
specified characteristics and efficiency of the network
equipment use, i.e.:

My ={ui} (ilj= LN, v=Lk) (3)
under the following system of restrictions

po max{ >3 () - Vf)]}

P={P}.(i.j=1N)

R -T1-110-7.)]

i=1 j=1

VysZyoByap,, s N M €G(N, M)
where V" - the number of channels, deleting which

from the branch does not lead to P > P;
Lif max{P,}<P
fP)=1 N ;
7y if max{P,;}>P

LorVVy
0,0rV <V, '

Vij - number of channels in a branch;

V9% - required number of channels in a branch mj;
to service the incoming load with a given quality.

The value of V* can acts as an assessment of
management efficiency when comparing different
SDN management applications.

If the LDP generated by the SDN controller is
close to optimal, then in the normal functioning of the
communication network, as a rule, the operational-
technical requirements will be satisfied.

An extreme situation may turn out to be one of the
conditions for the “normal” functioning of a
controlled communications network. Under such
conditions, the role of SUSS is especially significant,
and the tasks solved by this system have a number of
specific features. These tasks, first of all, can be
attributed:

= organization of a system for collecting data
about damage on the elements and sections of a
controlled communication network;

Ni=
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= method and processing of data about the
damage on the elements and sections of the
network;

= determining the type of damage to elements and
sections of the network;

= accounting of the resource of the managed
network, providing the functioning of the
existing communication directions;

= accounting for the reserve network resource and
determining the places of its exploitation;

= estimation of the expediency of introducing
restrictions on incoming load;

= formation (re-formation) of LDP for the
existing directions of communication;

= clarification of requirements for the quality of
service in the areas of communication;

= making decisions for the restoration of damaged
network elements, reducing the influence of
damaging factors;

= formation and transmission of commands to
control objects and providing control over their
implementation.

In the event of extreme situations on the
communication network associated with the impact of
external damaging factors on it, the Controller is
transferred to a special operating mode. To estimate
the situation on the Controller communication
network, using (3) will be solved. As a result, it may
turn out that the quality of service P < max {Pj} in
some directions of communication below the required
standards. Under these conditions, first of all, an
attempt is made to bring the characteristics of the
network to the required standards by redistributing
and limiting the number of ways of transmitting
information in terms of communication directions, i.e.

V= mmZZ[v —v] ,]—lN) 4

i=1 j=1
under the following restrictions:

M, :{yif},(i,j:ﬁ,v: l,k)
v ={V,}(i./=1N) ,
Z:{ZU},(i,j:LW)
Pzmax{P,},(i,j=1,N)
N.M,Z,P,V,M, €G(N, M)

where v; - possible ways of transferring
information in the direction,

Vij ways of transmitting information, which are
prohibited from usage.

If the measures taken do not lead to the desired
result, then the next step is to put into operation the
existing reserve of forces and means. At this stage, the
minimum required additional resource is determined,
which provides that the network characteristics are
brought to the required standards, i.e.

V,= mm{ZZ[m” (v, -%) ]} i.j=LN) (5)

i=l j=1

with the following restrictions:

M, :{ﬂ,;},(i,j:l,N,v: l,k)
z={z,},(i.j=LN) ’
P> max{P,./. },(i,j = LW)
N,M,Z,P.V,M, eG(N,M)

_|0,if v, >V
mijj = ) '
{l,if V; <Vij0

where V0% — the actual (available) resource of
channels in the network;

VY - the resource of channels in the network,
which is necessary to ensure a given quality of service;

Vo - the number of channels that must be added to
the network in order to bring the characteristics to the
required standards.

If the required number of channels exceeds the
available reserve, then the next measure to bring the
network characteristics to the required standards may
be to limit the incoming load, i.e.

Zo = min ﬁﬁ(z,-j ~AZ,)i.j=LN) (6)

i=1 j=1
under the following restrictions:

M, :{yyY},(i,j:LW,v:l,k)
i)
PZmax{P;,.},(i,j=l,7N)
N,M,P,V,M, EG(N,M)

It should be noted that it is rather difficult to obtain
a solution to control problems (4), (5), (6) for real
large-scale switched networks.

Sometimes, in the event of extreme situations,
instead of the requirement to bring the network
characteristics to the normalized values, a condition is
set to provide the possible bandwidth with the
maximum acceptable quality. In this case, the
specified quality of service is provided for customers
and messages of higher categories. At the same time,
the quality of service for the lower categories is not
standardized.
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The availability of a large number of random
factors affecting the conditions for the functioning of
SDN networks leads to the advisability of introducing
integrated management of the structure, flows,
parameters and modes of network operation in order
to maintain their basic characteristics within the
required norms.

4 CONCLUSIONS

In this work, an analysis of the functioning process of
the control (managment) level of the SDN network was
conducted. Hereby, the purpose and functions of the
list of the main elements were conducted. Also, the
process of interaction of system elements in solving
arising problems was analyzed.

The main attention is paid to the determination of
the list of tasks for SDN network management in
various modes of exploitation. A possible variant of a
group of practical control problems, which might arise
in real networks was conducted.

An important work aspect of this consideration is
the formalization of management tasks. For this, three
most widespread modes of network functioning, were
considered, along with possible methods for solving
control problems. For the latter ones, their
mathematical description was given. The advantage of
mathematical models for solving control problems is
that the wvalues of real indicators of network
functioning are used as input data and parameters.
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for generating traffic data. The proposed virtual envi-
ronment simulatior is described in section 4. In sec-
tion 5, results of this research along as future work
suggestions are presented.

2 RELATED WORK

The idea of train data generation for object detec-
tion purposes may be addressed in different ways.
In the work [3] a framework based on the Genera-
tive Adversarial Network (GAN) with multiple dis-
criminators is proposed. It aims to synthesize realis-
tic pedestrians on a given picture and learn the back-
ground context simultaneously. The framework in-
cludes the following components: generator G and
two discriminators (D, for background context learn-
ing and D), for pedestrian classifying ). The generator
G replaces pedestrians on ground truth pictures with
bound boxes, filled out with random noise and gener-
ates new pedestrians within that noise region. The dis-
criminator Dy, learns to differentiate between real and
synthesized pairs and forces the generator G to learn
the background information like road, light condition
in noise boxes. In the meanwhile, discriminator D,
learns to judge whether the pedestrian is a synthetic or
real one. It leads to a smooth connection between the
background and the synthetic pedestrian. After train-
ing, the generator can learn to generate photo-realistic
pedestrians in the noise box regions and the locations
of noise boxes are taken as the ground truth for detec-
tors. Adding the Spatial Pyramid Pooling (SPP) layer
in the discriminator D, enables generation of pedes-
trians of different sizes.

The articles [4, 5] propose an efficient discrimina-
tive learning method that generates a spatially varying
pedestrian appearance model that takes into account
the perspective geometry of the scene. The method
considers the surveillance setting where the following
information is available: (1) intrinsic and extrinsic pa-
rameters of the static camera and (2) the geometrical
layout of the scene, i.e., semantic labels for all the
regions in the scene where a pedestrian could possi-
bly appear (’pedestrian region”) and semantic labels
for obstacles in the scene where a pedestrian could
either be occluded or physically cannot be present.
The area labeling performs manually. This obtained
information is leveraged along with synthesized 3D
pedestrian models to generate realistic simulations of
the appearance of pedestrians for every location of the
“pedestrian region”. All artificial pedestrians are be-
ing rendered with respect to the camera parameters
and the geometrical layout of the entire scene e.g.,
obstacles and occlusions. Consequently, these data

are used to learn a smooth spatially-varying scene-
specific discriminative appearance model for pedes-
trian detection.

The publication [6] proposes to replace or com-
plement the real training data with augmented data,
i.e. photo-realistic images comprised of virtual agents
rendered onto a real image background. A sequence
of real recorded images acquired from low-resolution
vehicle-based cameras is used to reconstruct the sur-
rounding 3D scene. Virtual pedestrians are being put
in non-occluded positions and then animated in the re-
constructed scene. Illumination is added to the scene
to match the environment, and also simple geometry
to cast and receive shadows. The bounding box for
each virtual pedestrian is automatically generated us-
ing the alpha-mask obtained from rendering.

3 TRAFFIC GENERATION
MODEL

The aim of a traffic generation model is to define a
number of moving objects to be created by the simu-
lator at each certain time period.

The straightforward approach is to generate data
randomly [S]. However, this solution has one signif-
icant disadvantage: in this case, it is not possible to
adjust the number of moving objects according to the
real traffic situation in the particular street. In con-
trast, a data-driven approach, where the number of ob-
jects is generated by the predefined data-based func-
tion, enables simulating the traffic distribution for any
particular street.

To obtain a data-based function one can either
build a regression model, e.g. by using of neural net-
works [7] or use a probabilistic approach [8]. In the
second case, the quantity of moving objects is to be
considered as a random variable varying in the 24-
hours time domain. The function itself is a probability
density function (PDF) of a known distribution. This
approach allows to directly find the expected number
of objects from the histogram depending on the to-
tal number of objects while the regression model is
a polynomial function of the n-th degree. The data
preparation and modeling are described in the follow-
ing subsections.

3.1 Data Preparation

The following moving objects are considered in the
article: cars, motorcycles, trucks, buses, bicycles and
pedestrians.

Three different data sources were considered to be
the input in the modeling process.
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= Traffic Counts - Hourly Classification Counts
2017 [9] - the dataset contains a set of records col-
lected from different observation stations located
in different roads of USA. Each record specifies
vehicle count passed near a certain station on a
certain date and within a certain hour. All vehicles
are divided into several aggregated classes such
as motorcycles, passenger cars, pickups and panel
vans, buses, single-unit trucks, multi-unit tracks.
From this dataset, only the data on car traffic was
derived and used in further research.

= Bike Counts (Eco Counter) [10] - the dataset
provides bicycle and pedestrian counts that were
monitored at a number of locations in Edmonton,
Canada. The data recording was carried out at 15-
minute intervals. The part of the dataset related
to bicycle traffic was derived to use in further re-
search. Each record contains a vehicle count for
two vehicle types (light or hard vehicles depend-
ing on their length). The part of the dataset related
to bicycle traffic was derived to use in further re-
search.

Pedestrian Counting System — Monthly [11] -
the dataset contains hourly pedestrian counts
since 2009 from pedestrian sensor devices located
across Melbourne, Australia. The data were ag-
gregated from a variety of sources. The dataset
was used in pedestrian traffic research.

Before modeling, the data were cleaned and aver-
aged. During data cleaning, the duplicates and un-
completed rows were removed. Since the required
model needs to describe the average behavior of the
moving objects, the outliers in data were also re-
moved. Although the second dataset includes both
pedestrian and bicycle data, the last ones have many
outliers and incomplete rows. For this reason, the
third dataset was used for modeling pedestrian behav-
ior.

After cleaning the data were averaged by the stan-
dard hour periods. After that, the whole observation
history for each hour was also averaged. Finally, for
each single observation point, the quantities of objects
were obtained.

3.2 Data Modeling

Independently from the type of a moving object, the
traffic is assumed to be normally distributed with the
following PDF.

q),u,(s2 (X) =

1 1(%)2

e 2
V21

)

It is usually expected to see more moving objects
in the streets in the morning and in the evening, than
in the afternoon and at night, therefore one can as-
sume the distribution to be bimodal [8].

To prove the above assumptions the traffic inten-
sity histograms for averaged data were built. All the
data were proven to be normally distributed. The as-
sumption of bimodality was not confirmed because
among the data there are cases where the distribution
has a different number of peaks as shown in Figure 1.

140

Number of cars
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Figure 1: Averaged 24-hours traffic intensity histogram for
individual cars.

The assumption of bimodality was not confirmed
because among the data there are cases where the
distribution have different number of modes. The
above picture also illustrates, that the distribution is
not purely bimodal, it has three local maxima. There-
fore the general distribution is assumed to be multi-
modal. The equation 2 describes the distribution of
traffic intensity 7.

2
=Y A 0 )
i Si

where i is a number of peaks on the histogram, ¢;
is a time where the i-th peak appears and A; is a value
of traffic intensity at the time #;. This equation is an
extension of that given in [8].

The above considerations allow using a Gaussian
mixture model to estimate the parameters of PDF for
the traffic intensity distribution. To do this the indi-
vidual traffic intensities were recalculated into proba-
bilities of observing the certain number of cars by the
following formula:

1
Yl
The resulting PDF was obtained as a sum of PDFs

for each P(I;) with an equal variance. The plot of
individual PDFs for the cars is presented in Figure 2.

P(L,) = 3

63



Proc. of the 9th International Conference on Applied Innovations in IT, (ICAIIT), April 2021

0.07
0.06
0.05

:f; 0.04

§0.03
0.02
0.01
0.00

)"’0’0&'0’0’0’0""""’2%

0 2 4 6 8 10 12 14 16 18 20 22 24
Hours

Figure 2: Plot of individual PDFs for the cars traffic inten-
sities.

The resulting PDF for the car traffic intensity is
presented in Figure 3. One can observe the first peak
between 00:00 and 01:00 that will be lost when mod-
eling with equation proposed in the paper [8].
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Figure 3: Histogram and resulting PDF curve for cars traffic
intensities.

The resulting PDF for the traffic intensity of mo-
torcycles is presented in Figure 4. The motorcycles
are usually driving in the evening, that generally cor-
responds to real situation.
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Figure 4: Histogram and resulting PDF curve for motorcy-
cles traffic intensities.

The resulting PDF for the traffic intensity of trucks
is presented in Figure 5. One can observe the highest
peak at 08:00. After 11:00 the curve is closer to the
uniform distribution than for cars.

0.14

0.12

0.10

= 0.08
S}

&0.06

0.04

0.02

0.00

0 2 4 6 8 10 12 14 16 18 20 22 24

Hours

Figure 5: Histogram and resulting PDF curve for trucks
traffic intensities.

The resulting PDF for the traffic intensity of buses
is presented in Figure 6. One can observe only two
segments on the histogram where the probability of
observation is non-zero. The traffic of the buses is
lower than that of other vehicles and that the buses
use the schedule, while other objects move more ran-
domly.
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Figure 6: Histogram and resulting PDF curve for buses traf-
fic intensities.

The resulting PDF for the traffic intensity of cars is
presented in Figure 7. One can observe more extreme
slopes in the PDF curve than in previous cases. It
means, that cyclists are moving more randomly than
other moving objects.

0 2 4 6 8 10 12 14 16 18 20 22 24

Hours

Figure 7: Histogram and resulting PDF curve for bicycles
traffic intensities.

The resulting PDF for the traffic intensity of

pedestrians is presented in Figure 8. One can observe
multiple peaks on the histogram, therefore it might be
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concluded, that the pedestrian traffic behavior is more
complex than that for vehicles.

0.00

0 2 4 6 8 10 12 14 16 18

Hours

20 22 24

Figure 8: Histogram and resulting PDF curve for pedestri-
ans traffic intensities.

To use the obtained model, one needs to define the
total number of objects. Then the model will calculate
the number of objects of a certain type at the given
time point based on the PDF.

4 VIRTUAL ENVIRONMENT
SIMULATOR

This section provides a detailed description of the
testing infrastructure and software, which is used dur-
ing the experiments.

The urban environment simulator’s structure is
shown in Figure 9, it consists of the following com-
ponents:

1) Population Dataset - the dataset which contains
the anthropometric parameters such as gender,
height, width, weight, etc.

2) Generator of Anthropometric parameters - this
component generates anthropometric parameters
from the statistical model based on Population
Dataset and passes the command to MakeHuman.

3) MakeHuman v1.2.0 (with Mass Produce plugin)
- an open-source 3D computer graphics middle-
ware designed for the prototyping of photorealis-
tic humanoids. The example of generated models
is shown in Figure 11.

4) Traffic History Dataset - a dataset which contains
the data about the events that the object appears in
the observation area [9, 10, 11].

5) Event Generator (EG) - a statistical model which
generates the events that the object generated on
step 3) will appear in the unity scene according to
density data on step 4.

6) Unity 3D v2019.4.20f1 LTS - cross-platform 3d
engine developed by Unity Technologies. It is

used to generate the simulation scene of urban
environments, animation of the moving object
generated on step 3.The example of 3D scene is
shown in Figure 12.

7) Labeled Dataset - the dataset obtained from 3D
scene from step 6.

Population
Dataset

Generator of
Anthropometric
parameters

MakeHuman

Traffic
History
Dataset

Model Creation

: :

Unity 3D

Event Labeled
Generator | —> —> Dataset

3D Scene

Figure 9: The components of the urban environment simu-
lator.

4.1 Virtual Objects Generation

Pedestrian models are generated based on the anthro-
pometrical studies of human diversity [12, 13]. The
obtained statistical parameters which are shown in Ta-
ble 1 are used to build a statistical model of the pop-
ulation which considers the height and weight of the
individuals.

Table 1: Statistical parameters from population data.

Male
Mheight 175.5 cm
Gheight 59cm
Hweight 74.49 kg
Oeight 11.11 kg
Female
Hheight 166 cm
Gheight 55cm
Hweight 60.3 kg
Oweight 5.7 kg

From the statistical parameters, it is possible to
make a generator of sets of anthropometrical parame-
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ters for the models. The generator model can be de-
scribed as bivariate normal distribution, which density
function is shown in Figure 10.

S we'

STOoO0'0
z
z

Figure 10: Bivariate normal distribution for height and
weight for men.

The generated parameters are passed into Make-
Human software to produce 3D models. The models
are shown in Figure 11.

Y
L

Figure 11: Sample of pedestrians generated by MakeHu-
man.

The produced models will appear on the Unity 3D
scene according to the scheduler from the event gen-
erator. The example of 3D scene is shown in Figure
12. The event generator is responsible for notification
about the time and type of the object which will ap-
pear on the scene. It provides notification about sev-
eral types of objects: pedestrians (male or female),
cars, trucks, and cyclists. For vehicles, EG gener-
ates the parameters of color and type of vehicle (truck,
bus, sedan, van, sports car, etc).

Figure 12: Daytime scene example.

Unity 3D application is responsible for urban
environment visualization, illumination changes ac-
cording to the time of day, animation of the objects,
weather conditions on the scene, and generation of
labeled screenshots with intrinsic camera parameters
(FOV, height, and width of the matrix, IR filters, IR
light 13, etc).

Figure 13: Nighttime scene with IR camera simulation.

S CONCLUSIONS

The framework, presented in the article, allows to
simulate the real urban environment in an adjustable
3D virtual scene. It makes it possible to simulate
the real behavior and physical characteristics of both
pedestrians and vehicles.

The models in the background of simulation are
based on real data, which makes it possible to gener-
ate training data of high variety. To build them, the
study of traffic behavior was carried out during the
research. It was shown that traffic behavior generally
has multimodal Gaussian distribution independently
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on the type of moving object. Obtained PDFs allow
using only the total number of objects per day to gen-
erate the objects at the scene. They also make the
simulation close to the real situations and allow sim-
ulating custom events such as car accidents or public
feasts based on user data.

Since the simulator is able to increase and de-
crease the speed of time, it is possible to simulate be-
havior during a large time period (e.g. month) faster
than it is to be done in a real life. The simulator is
also able to install different cameras at any instant
point of the environment and adjust their parameters,
which makes the data generation cheap and also al-
lows to produce the data for the computer vision algo-
rithms of many different types including dimensional-
based ones. The parameters of illumination are also
adjustable, which makes it possible to simulate night
scenes or IR cameras.

The study of the model shows that virtual traffic
simulation corresponds to the input data. This indi-
cates that the simulation is consistent with the defined
behavior of the objects.

The proposed framework could be instantly used
for train data generation, however, there is room for
improvement. In future the framework can be im-
proved in the following ways:

Scene creation is a laborious and time-consuming
task. Since the automatic scene generation should be
considered. For example, a scene generation algo-
rithm may take photos or videos as input data.

In addition to the above mentioned, it is possible
to recreate the context of the scene. The scene context
defines where the objects may be spawned and how
they could behave.

It makes it possible to consider the traffic behav-
ior as a periodic Gaussian process. The theoretical
background of such a process is given in [14]. The
statistical model is used for calculating the number of
objects to be created on the scene at every instant time
period. The statistics were obtained by averaging the
real observations during the long time period. Finally,
the average 24-hours histogram was built. However,
under real-world the traffic behavior is cyclic, i.e. it
is expected to find the same pattern at the same time
each day. The traffic intensity variation limits can be
investigated and then the model can be extended using
the periodic Gaussian process.
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The article discusses the task of automatic labelling of texts to improve the efficiency of processing

unstructured text data. An overview of existing software products for solving the problem is given, showing
the need to develop its own solution specialized in the processing of Russian-language texts. The problem of
assigning labels is considered from a mathematical point of view as a problem of multilabel classification,
with corresponding mathematical models analysed and described. Based on this, models, algorithms, and a
software product for automatically assigning labels to texts have been developed. Numerical experiments
were carried out that showed the universality of the method and the possibility of application both in non-
specialized and specialized fields, in particular, for processing medical documents.

1 INTRODUCTION

Information systems are becoming more and more
loaded and complex year after year, and the volume
of information is growing at a tremendous rate.
According to experts [1], by 2025 the volume of
accumulated information will reach 175 zettabytes
compared to 33 zettabytes in 2018 (1 zettabyte = 102
gigabytes = 1 trillion gigabytes).

At the same time, most of the information is
stored in unstructured form, mainly, as texts. In
particular, among medical documents, structured data
account for up to 20% of all available information [2].

In  such circumstances, natural language
processing tools are needed, since structuring the
accumulated data significantly increases the
efficiency of their use.

In working with text information, several large
tasks may be distinguished, such as categorization
task, identification of authorship, extraction of
keywords and sentences, extraction of emotional
context etc.

This article discusses the task of automatic
assigning labels to texts, i.e., the so-called text
tagging task, where each document from the corpus
(set of texts) is mapped to tags (keywords, labels)

from a certain set, helping to determine the content or
purpose of the considered document.

Automatic labelling of texts is an urgent problem,
since its implementation is necessary when solving
problems in a variety of areas: in recommendation
systems, electronic document management, in
knowledge bases, etc. Text tagging tasks can vary
significantly in specific cases and depend on the
purpose, subject area, type, quantity and format of
documents, language, etc. Accordingly, the methods
of solving this problem can vary, making the choice
of the appropriate method even more complicated.

The second part of the article presents related
works in the field of text tagging; the third part is
devoted to setting the task; the fourth part describes
the proposed solution; results are discussed in part 5,
and the sixth part contains the main conclusions.

2 RELATED WORKS

The relevance of the text tagging task contributes to
its study by many researchers. As a result, several
methods have been developed to solve it.

TextRank [3] is an adaptation of the PageRank [4]
algorithm developed by Google to rank web pages.
PageRank, in general, can be used to rank any group
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of objects represented as a graph. TextRank converts
the text into a graph and extracts keywords or
sentences from it.

LDA (Dirichlet Latent Allocation) [5] uses the
concept of hidden groups to determine text topics. It
is assumed that each document may address several
topics, and the appearance of a word in the text is
related to one of these topics. In this way, labels can
be assigned to the text corresponding to the themes of
the package. A modification of LDA has also been

developed to work with bigrams (two-word
phrases) [6].
The RAKE (Rapid Automatic Keyword

Extraction) [7] algorithm is based on the observation
that keywords often consist of several words and, as
a rule, do not include stop words (service parts of
speech and the most used words). RAKE extracts
phrases from the text using stop words as delimiters,
and then counts estimates for them depending on how
often words from these combinations are found in the
document. Combinations with the highest scores are
selected as keywords.

An algorithm has also been developed that
simultaneously uses graph representation of text,
LDA and RAKE [8].

In the application software market, there are many
finished products for automatic tagging of texts.

= Dcipher Analytics [9] is a set of analytical tools
for working with data, including text analysis.
As the main areas of its work, Dcipher
identifies Data Mining in the field of social
media, automatic image processing, analysis of
customer opinions, analysis of processes in the
enterprise, etc. The platform provides the
ability to build pipelines of data processing
from a set of ready-made operations: importing
data, collecting statistics, cleaning, and
filtering data, training a model, etc. [9]

= MonkeyLearn [10] provides a service for
automatic analysis of text data, such as
automatic tagging, routing, and prioritization
of requests from customers, analysis of user
reviews, determination of customer mood, etc.
The platform provides a comprehensive set of
ready-made models from the built-in set [10].

=  TwinWord [11] is a set of tools for developing
texts based on the extraction and analysis of
keywords, including analysis of the emotional
connotation of the text, classification of texts,
recommendation systems [11].

The main disadvantage of most such products is
low flexibility in configuring the models to be used.
Most often, only ready-made templates can be

employed. Almost all existing solutions are close-
ended, most of them have to be purchased for a fee,
and, as a rule, they require an additional
configuration. Additionally, there are practically no
ready-made solutions focused on Russian-language
texts.

All solutions available on the market are SaaS-
based and provide APIs for integration into their own
products.

A comparison of the

software  product

characteristics described above is shown in Table 1.

Table 1: Product Comparison Results.

Dcipher Monkey | TwinWord
Analytics Learn
Russian — — —
language
Documentation — Sufficient Not
sufficient
Price From From Depends
$3600 per | $3600 per on the
year + year + number of
trial trial requests
Model High Low Low
Flexibility
Usability Low High High

As a result of the analysis of the current state of
research and software solutions in this field, it may be
concluded that to fully support Russian-language
texts and the ability to flexibly customize models, it
is necessary to develop specific targeted solutions to
the text tagging problem with the final
implementation in the form of software.

3 PROBLEM DEFINITION

The product required for development should allow
to create, edit, and delete text documents, label them,
and merge them into collections. When new
documents are added to existing collections, they
must be automatically labelled (Figure 1).

Text Taqai Tagged
documents 20ging documents

Figure 1: Task Setting.

Assigning labels to texts fits the classification task
definition: given a set of classified objects
X = x4,...,%, (i.e. corpus of texts) and a set of
classes C = {cy, ..., cin} (i.e., label set). Objects and
classes are related by a ®: X — C relationship.
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Labelling in this formulation is suitable, for
example, for categorizing documents. In this way,
news may be classified ascribing each one of them
into one of the categories such as «society»,
«politicsy, «sportsy, etc.

However, labelling in practice usually implies that
documents are assigned more than one label.
Returning to the above example, the same news item
can simultaneously have labels «politics» and
«economyy.

Such a relationship between objects and classes
may be described as follows (1):

d: X x C - Y ={0; 1}, (1)

where y;; = 1 means that the object x; belongs to
the class c;.

This describes the task of multilabel

classification, i.e., such classification when one
object can belong to several classes [12].

Thus, the task of text tagging is to construct a
classifier (2):

d:X xC-Y={0;1}¢, 2

where X = {x, ..., x, } is a corpus of documents,
C ={cy,...,cmy} is as set of labels, and y;; = 1 means
that the label c; assigned to the document x;, while &
is the desired dependency between documents and
labels.

4  SUGGESTED SOLUTION

There are several approaches to solving the problem
of multilabel classification, which, in fact, are
approaches with training potential.
= Reduction to binary classification [13]: its own
binary classifier is built for each label
separately, and the final set of labels for the
document is created by determining which of
these classifiers will give a positive result. It
should be noted that such a solution loses some
information, since correlations between labels
are not taken into account.
= Reduction to multiclass classification [14]: in
this case, label sets assigned to documents are
perceived as separate classes. For example, for
a set of two labels,
¢ = {[0,0],[0,1],[1,0],[1,1]} will be
considered classes. A clear disadvantage of this
approach is the large computational costs
(exponential complexity) and the tendency to
retrain, since not all possible sets of labels may
occur in test data.
= Adaptation of multiclass classification methods
is based on multilabel variations of the methods

of kNN (ML-kNN [15]), decision trees
(modification of the algorithm C4.5 [16]), and
artificial neural networks (BP-MLL [17]).

As part of this work, adapted methods are
considered because they take into account the
correlation between assigned labels and are almost as
computation-efficient as their multiclass
counterparts.

In general, as with the other cases of using
methods with training potential, the proposed
solution can be divided into the following steps
(Figure 2):

= preparation of data — the corpus of documents;
= feature extraction;

= model training;

= labelling new documents using a trained model.

Documents

Feature Extraction

‘ Preprocessing

h 4

‘ Tagaing }‘—{ Model Training ‘

h 4

Tagged Dnc:/u@

Figure 2: Algorithm of Text Tagging Task Solving as
Multilabel Classification.

Let us take a closer look at each step.
4.1 Preprocessing

Among the obvious difficulties while solving this
problem, one can distinguish the congestion of any
text with service parts of speech: prepositions,
conjunctions, particles, etc. They do not significantly
affect the formation of the text topic but prevent the
selection of keywords by frequency. Therefore, it is
necessary to pre-process the text which is called
normalization.

It is necessary to carry out lemmatization [18] —to
bring all words to lemmas, their initial forms. For
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example, for the word «stimulates», the lemma will
be «stimulatey, for «analysing» — «analyse».

An alternative to lemmatization is stemming —
finding the basis (stem) of the word. For example, for
the word «regulated», the stem will be «regul» which
will allow to find such word forms as «regulatey,
«regulatingy», «regulationy, etc.

The text normalization algorithm also includes the
removal of punctuation signs and special characters,
tokenization (division into word lists), the removal of
stop words (using prepared in advance stop word
lists) and the bringing of words to initial forms (using
prepared in advance dictionaries).

Thus, the normalization of the text may happen
according to the following algorithm (Figure 3):

For each
document

For each
characterin
document

Is character a
punctuation?

Yes—b{ Remove character

Ho

For each
characterin
document

For
each word
in document

Is word is a
stop-word?

s Remove word

Mo
¥
Replace with
initial form

For
each word
in document

For each
document

Figure 3: Text Corpus Preprocessing Algorithm.

4.2 Feature Extraction

TF-IDF model is used to extract features from pre-
processed text corpus [19].

TF (Term Frequency) is the ratio for the number
of occurrences of a given word to the total number of
words in the text. The importance of the word is
evaluated by the following (3):

(6, d) = 5 ®

where n, is the number of occurrences of the word
t in the document d, and the sum in the denominator
is the total number of words in the document.

IDF (Inverse Document Frequency) is an
inversion of the frequency with which a word occurs
in body texts. Accounting for this indicator reduces
the weight of words often used. Each word within a
document collection has a value (4):

D]

idf (t, D) = log -~ - @

where |D| is the total number of documents in
collection D, and the denominator is the number of
documents in the collection in which the word ¢t
appears.
The TF-IDF measure is calculated as the product
of the multipliers (5):
tfidf(t,d,D) = tf(t,d) - idf (t,D) (5)

4.3 Learning Algorithms

To train models in the work, the algorithms ML-kNN,
Decision Tree and Random Forest were used.

4.3.1 ML-kNN

ML-KNN is a modification of the KNN method for
multilabel classification. ML-kNN first determines
the k nearest neighbours of the object. For those, it is
already known which classes they belong to. Then,
based on the maximum a posteriori estimation
(MAP), it determines which labels to assign to the
object in question.

The object x from the test sample with the label
set Y, is considered. Let y, be the label vector for x,
where the [-th component y,/(1) is 1 if the label [ is
assigned to the object x, that is, if [€Y,, and O
otherwise. Let N(x) be the set of indices k closest to
x neighbors from the training sample.

Then, knowing a set of tags of these neighbours,
we can define a membership counting vector (6):

CeD) = Taenw YaD,LEY — (6)

That is, this vector counts the number of
neighbours labelled 1.

Let the event H! indicate that the object in
question has the label [, and H} indicates that it does
not. Let the event £/, j € {0, ..., k} show that among
the k closest neighbours of object x there are exactly
Jj objects with the label L.

Then, based on the membership calculation vector
and using the maximum a posteriori estimation, it is
possible to determine the vector of labels y, for [ €
Y in this way:

() = argmaxseonP (Hy|EL ) ()
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Using Bayes’ theorem, this expression can be
brought to the form: l . .
P(Hb)-P(EC—X.(l)le)

]
PEGw

) = 1, therefore:

©)

Y- (D) = argmaxye(oqy

Probability P (ng(l)

V(D) = argmaxperoP(H) - P(Egy|HE) (9)
Probabilities P(Hj) and P(Eg,|Hb) can be
calculated on a training sample.

4.3.2 Decision Tree

The C4.5 algorithm uses the concepts of entropy and
information gain criteria to determine an attribute for
better splitting a training set into a tree.

Let be given a training set S containing m
attributes and n objects belonging to k classes. The
tree is built from the root node to the leaves, that is,
from top to bottom.

In the first step, an empty tree is built, consisting
only of a root that includes the entire set S.

Next, the root is split into subsets and child nodes
are defined. To do this, one of the attributes is selected
and a rule is formed that breaks the set of objects into
p subsets, where p is the number of unique values of
the selected attribute. The procedure is then repeated
for each of the received subsets and the child nodes.
The procedure continues until the stop condition is
reached.

Let N(c;, S) denote the number of objects of class
¢; in the set S, and N(S) denote the total number of
examples in the set S. Then, the relative frequency of
class ¢; inthe set S can be determined:

p(o) =" (10)

Variable
H(S) = =X, K[p(e) - logp(e))] (1)
is an entropy of a set S and shows the average
amount of information needed to determine an object
class from that set.

After dividing the set by attribute A, this estimate
can be written as:

Ha($) = Xllp(e) -H(SDL  (12)

where S; is the i-th node that was obtained during
the partition. Then the best split attribute can be
selected using the information gain criterion:
1G(A) = H(S) — H,(S) (13)
For partitioning, an attribute is selected, for which
the gain in information is the greatest.
If an empty node is formed during the split
process, it becomes a sheet, and a class which more

often was met among objects of the parent node G is
associated with it.

The above formulas apply to discrete attributes. In
the case of a continuous attribute having n different
values, the set of its values is divided into n subsets
using (n—1) threshold wvalues. Using the
information gain criterion, the threshold value that
gives the largest information gain is selected.

To use the C4.5 algorithm for multilabel
classification, the entropy count is changed as
follows:

H'(S) ==X (pi+ q0), (14)
where p; =p(c;) -logp(c), i = q(c;)-logq(cy),
q(ci) =1-p(c).

4.3.3 Random Forest

The standard implementation of the random forest
method with trees described in paragraph 4.3.2 was
used.

For a training sample S of size N with M
attributes, a random forest is described as:

{h(x,0,),k=1,..}, (15)

where h(x, ©,) is a separate tree built on a subset
0, of the training set.

The forest building algorithm
following steps:

1) From the training sample S, a subset ©,, of size
N is randomly generated with repetitions: some
objects will be included more than once, some
will not be included at all.

2) On the obtained sub-sample, a tree h(x, ) is
built using not the entire set of features, but
only m randomly selected.

includes the

Thus, several trees are built. Their optimal
number is selected to minimize classification errors
on the test sample.

5 RESULTS

The above algorithms were used to implement the
software TextTagger [20], designed to automatically
assign labels to texts.

The machine learning module is implemented
using Python and the main libraries for machine
learning and NLP (nltk, sclearn, etc). The business
logic module is implemented on the .NetCore
platform, while the web client is developed using the
Vue framework.

During operation, the user generates collections
consisting of text documents. The first added
documents are labelled manually, and later this initial
classification will be used to train a model.
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After adding several documents to the collection,
one of the above models (ML-kNN, Decision Tree or
Random Forest) can be trained. The user selects the
model manually.

When a new document is added to a collection
with a trained model, the system automatically
prompts to assign the most appropriate labels to it.

Figure 4 and Figure 5 show the main steps of
working with the system using the example of
accumulating a collection of medical documents.

Collection: MeguumHckue ctaTby (HEBPONOrua)

Information

1D: 696aB052-284c 42fc bdbd-41355alcdld
Created: 1272172020, 11
Edited:

8350-b330Bbc5bAs

Documents

- OgobertocTn Snenencus
ARUNGnauLniG Ranauauunere

Figure 4: Collection Overview Page.

New document

Name:

Load suggested labels  Apply suggested latets

SUQESIEN IADSIS: HATMI INHIENCHA

Labels

Figure 5: Adding a New Document with the System
Proposed Labels.

Based on experimental data, the quality of the
algorithms  was  analysed.  Accuracy (4),
precision (P), recall (R) and F1-score (F1) are used
as quality metrics [21].

_1yn YinZl
A= n “=1 vz

(16)

[YinZ;|

_lyn
P_ni i=1 |ZL'| y (17)
_ 1 [YinZ;]

R = ?ﬂTil' (18)
_ 1y 20vinz
T 2L gz (19)

where Y; = {0; 1}* are the labels assigned to the
document x; (actual) and Z; = {0; 1}* are the labels
predicted by the model.

The closer the scores are to 1, the higher the
quality of the model.

Several prepared in advance and labelled datasets
from different subject areas were used to conduct
quality analysis of algorithms:

Set A: abstracts from literature texts; labels are
age groups to which texts are oriented (for children,
for adults, for children and adults at the same time).
This dataset consists of 75 documents, the labels are
evenly distributed.

Set B: synopsis of films; tags are their genres
(drama, comedy, etc). This dataset consists of 50
documents, the labels are unevenly distributed.

Set C: annotations to articles from the Russian
Medical Journal; labels are medical concepts referred
to in the articles (cognitive impairment, therapy, etc.
This dataset consists of 56 documents, the labels are
unevenly distributed.

The quality metrics for the Decision Tree,
Random Forest and ML-kNN algorithms are shown
in Table 2.

Table 2: Quality Metrics.

Method Data A P R F1

set

DT A 0.94 | 097 | 0.97 | 0.96

B 0.27 | 050 | 0.41 | 0.38

C 0.36 | 046 | 0.42 | 041

RF A 0.78 | 0.86 | 0.80 | 0.81

B 0.25 | 065 | 0.27 | 0.36

C 0.23 | 0.27 | 0.26 | 0.26

ML-KNN A 0.94 | 0.94 1.0 0.96

B 0.32 | 056 | 0.38 | 0.42

C 0.60 | 069 | 0.64 | 0.64

The quality of the models used depends
significantly on the specific training data, especially
on the uniformity of the distribution by labels.
However, overall quality allows models to be used to
solve some of the practical problems or as a basis for
further development and improvement.

74



Proc. of the 9th International Conference on Applied Innovations in IT, (ICAIT), April 2021

Random Forest (metric F1 on average in three
datasets 0.47) generally showed itself worse than
Decision Tree (0.58), and Multilabel KNN (0.67)
showed the best result.

In the future, the quality can be increased, for
example, due to heuristics. On different types of data,
different models work with different efficiencies. It
makes sense to identify the appropriate patterns and
select the most suitable models for specific data sets,
based on the uniformity of the data, the volume of
texts and other characteristics of the cases.

Even though the solution is initially aimed at
working with Russian-speaking corpuses, it can be
applied to other languages as well, in particular, to
English.

Considering further improvement of quality, the
product can be used in decision support systems or be
integrated into knowledge bases. It seems promising
to use it to mark-up texts of medical topics for
highlighting the main concepts in them, which can be
used to structure texts and further process them. One
of the methods of application planned by the authors
is to highlight keywords in the texts of clinical
recommendations to further structure them for use in
clinical decision support systems.

6 CONCLUSIONS

The problem of automatically assigning labels to texts
is current, and its solution is in demand in many tasks
of processing unstructured texts. The analysis of
methods and existing software products for the text
tagging task showed the lack of ready-made tools for
processing Russian-language texts and the need to
solve the text tagging problem with the final
implementation in the form of software.

As a solution, it is proposed to consider text
tagging as a problem of multilabel classification. A
comparison of the known methods of solving the
problem of multilabel classification was made, and,
subsequently, the following methods with training
were selected: ML-kNN, Decision Tree (ML-C4.5),
and Random Forest. Additionally, TF-IDF method
was included to extract features.

Based on the selected models, algorithms have
been developed for automatically assigning labels to
texts, and then implemented as the TextTagger
software product.

The computational experiment showed a fairly
high efficiency of the developed models for ML-
KNN (metric F1-Measure 0.67) and the average for
Decision Tree (0.58) and Random Forest (0.47),
which indicates the possibility of their use in practice.

Further quality improvement is possible by refining
the process of normalizing texts and introducing
heuristics to select the best possible model for a
specific data set.

The developed software product is universal,
applicable in various subject areas for processing
texts in Russian, and applicable to other languages.
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