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Abstract: The big expansion in healthcare information technology systems and medical devices led to the spread of the
Internet of Medical Things (IoMT), which contains sensors and applications. IoMT enables real-time clinical
data collection and monitoring. With the development of medical technology, there is a necessity to introduce
lightweight and effective cryptographic schemes that protect the health information of patients without
compromising the performance or functionality of these devices. The problem of incompatibility of traditional
cryptographic solutions with these devices in the [oMT systems makes them susceptible to the threat of data
breach and violation of privacy. This review assesses the implementation of lightweight cryptography,
identifying common themes and challenges. As a solution to these challenges, the paper gives a detailed
explanation of lightweight cryptography and hybrid methods. The results show that these methods improve
security with less computational overload on IoT devices, and support energy efficiency as well as scalability.
The implications of the findings can provide some suggestions regarding future research directions, as well
as assist developers and researchers in making decisions concerning the provision of lightweight cryptography
in healthcare IoT systems.

1 INTRODUCTION the use of third-party cloud servers has possible

vulnerabilities, as third parties may abuse patient
information or turn into direct vulnerability points [4]
Because of the prevalence. Unauthorized entry into
confidential information may have devastating
effects on patient care, especially given the fact that
attacks on internet-enabled medical devices have
been on the increase and include ransomware attacks,
man-in-the-middle attacks, phishing, and other
harmful activities [5].

Lightweight cryptography is tailored to resource-
constrained devices and is useful in the context of
IoT-based healthcare systems as it provides solutions
to the security and privacy challenges inherent to such
systems. These algorithms are aimed at minimum
memory consumption, low power of processing, and
minimum energy consumption, which makes them
constant and the most appropriate to the IoT devices
with  the insufficiency of the traditional
cryptosystems. In this respect, it is necessary to
urgently introduce the use of the secure types of
communication protocols to protect the information
associated with patients [6]. Various studies have
shown the necessity of wusing lightweight

The Internet of Things (IoT) has broadened the field
of healthcare by allowing the use of IoT-based
healthcare systems to monitor patients, collect and
analyze data remotely to enhance patient care. Such
systems take advantage of embedded hardware
performance, advanced medical sensors and wearable
device to offer intelligent health monitoring services
and medical automation, thus cutting down the need
to attend the clinic frequently as explained in [1].
There are a huge number of healthcare devices that
use IoT wearable technologies [2]. In turn, the issue
of security and privacy of the data gathered by such
devices is of paramount importance, which explains
why the protection of Patient Health Records (PHRs)
is needed. To achieve seamless integration and cost-
effectiveness, these data should be well managed.
Additionally, proper listing of IoT devices is essential
to the safety of healthcare data [3]. It is important that
these devices are operating as expected to ensure that
malicious actors are unable to intercept, modify, or
use the transmitted sensitive information. However,
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cryptography to protect connected medical devices
that operate with limitations in available
resources [7]. This is because conventional
cryptographic algorithms are not appropriate for
devices with limited computation resources. Thus,
it’s better to use light encryption algorithms for data
integrity and confidentiality assurance in health
monitoring applications.

The conducted literature review in this paper
gives a full description of lightweight cryptography
for IoT-based medical healthcare monitoring that is
currently in use. In this review, the main issue at hand
is the requirement for lightweight cryptographic
solutions specifically designed for healthcare
monitoring devices. Because of the prevalence of
cyber threats and privacy concerns, significant
challenges arise that necessitate the creation and
utilization of powerful encrypting mechanisms meant
to protect patient’s confidential data. The
enhancement of protective within networking e-
health systems medical instruments is important
towards solving the weaknesses in IoT-enabled
healthcare applications [8].

In this paper, the authors evaluate the modern
lightweight encryption methods that can be applied to
healthcare sectors to enhance the level of security
without exceeding the limits of the devices. At the
same time, the review discusses the existing e-privacy
policies, stating that there is a need to improve them,
which would be the most efficient way to protect
health information and maintain safety levels.
Therefore, the aims of this research are not only to
look at trends linked to lightweight encryption
schemes but also to give suggestions for improving
safety measures based on the available resources.
Moreover, future research areas have been identified
to assist in coming up with innovative solutions for
monitoring patients’ health conditions through
Sensors.

This review primarily aims to provide answers to
questions about lightweight cryptography for medical
healthcare monitoring. These questions arise from a
pressing lack of knowledge in a topic or field of study.
The difficulty in establishing a suitable research
question is determining which clinical uncertainty
should be investigated, as well as justifying the need
for its exploration. The following are the research
questions designed to be answered by this review:

1) What are the most effective lightweight
cryptographic techniques for IoMT? This
question is discussed in Sect. 5.

How can lightweight encryption
computational complexity,

2) reduce

power
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consumption, and memory usage? This
question is also discussed in Sect. 5.

What are the gaps in current lightweight
cryptographic solutions for medical IoT
systems? This question is answered in Sect. 4’s
tables, which analyze studies related to data
privacy-preserving, authentication
mechanisms, and several factors.

What future research directions are needed?
The required answers to this question are
provided in Sect. 6.

3)

4)

2 LITERATURES

This section gives a brief mention of knowledge
about the nature and significance of lightweight
cryptography, which is also an overview of
applications and sensors in medical healthcare
monitoring.

2.1 Importance of Lightweight

Cryptography

Lightweight encryption is a fundamental concept in
the development of cryptographic algorithms and
protocols that are meant to run on limited
computational resources. The protocols are mostly
designed to be used in compact devices, including IoT
sensors that work in health monitoring systems.

Lightweight cryptography as highlighted in one of
the recent studies [8] are crucial towards protecting
medical information being relayed over IoT networks
especially in terms of privacy. The importance of
lightweight cryptography in healthcare monitoring
systems can be explained by the ability to provide a
high level of protection and save the resources of the
devices, such as processing power, memory, and
energy consumption. Also, it is highly significant to
IoT sensors that store sensitive patient information
and have to exchange data with other sensors or the
central system securely.

Therefore, in case lightweight cryptographic
solutions are implemented in the healthcare sector,
doctors will be at a position to ensure that the medical
information is not compromised, incomplete, and
falsified without compromising the performance of
the system. All these are significant as far as securing
PHRs or access to sensitive clinical information by
only the appropriate personnel is concerned.

Lightweight cryptography has an essential role by
ensuring that secure channels have been created in
which  communication can occur  without
apprehensiveness of interception by outsiders who
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have access to the confidential information. It also
guarantees that any information transmitted between
the interlinked devices is accurate without any
potential manipulation being hidden by any party
engaged in service delivery [9].

2.2 Applications

Lightweight cryptography is extensively applied in
securing valuable information about patients in the
world of medical healthcare observation. Various
health institutions require protection in the healthcare
systems. These measures are introduced through
electronic  healthcare technologies, including
monitoring the activity of patients, their vital signs,
and overall state of health [9], [10]. Under these
methods, the information can only be decrypted to the
authorized parties as it makes its way from one point
to another. Therefore, it cannot be manipulated by
any unauthorized individual to change or understand
what message it holds in plain text format. In addition
to it, lightweight cryptography approaches, which are
device space conscious in IoT applications, can be
used in smart implants and wearable biomedical
devices. Moreover, the lightweight encryption
solutions used in the healthcare systems monitoring
will ensure that the data is secure without any changes
in the system performance and scalability. In
addition, lightweight schemes like LEA, SPECK,
SIMON, and other lightweight encryption schemes
are used, hence, it is ensured that security and work
efficiency are well balanced by the medical
institutions [11].

2.3 IoT Sensors

The emergence of IoT sensors has completely
transformed healthcare monitoring by supporting
remote patient monitoring, continuous real-time
health monitoring, and custom healthcare services.
The IoT sensors play a significant role in updating the
available traditional healthcare service to smart health
solutions, reducing the activities in the hospital, and
improving the treatment of patients. Medical devices
and other wearable fitness trackers that consist of
these sensors are crucial in gathering essential health
statistics to determine the health condition of patients.
This information consists of the heart rate, blood
pressure, and temperature among other vital signs that
these devices send to doctors who may be miles apart
from their clients to take necessary measures [12].
Researchers have proposed a number of remote
patient monitoring frameworks and solutions that can
be implemented with the help of IoT technologies.
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These are systems in which the patients are monitored
continuously and the Electrocardiogram (ECG)
signals are transmitted to be analyzed on a server,
then to the web or mobile applications using a
Message Queuing Telemetry Transport (MQTT)
system developed by Yew et al. (2020). Furthermore,
Akkas et al. (2020) implement [oT technology in
relation to WBANSs to measure the oxygenation level
of the patient, and the changes in heart rate and
plethysmographs, and in both cases, the study
outcomes selected a significant improvement in terms
of the rate of data distribution, as well as power
consumption. In addition to that, the fog computing
technology has experienced reduced latency with
remote patient monitoring systems compared to any
other cloud computing technology [13].

3 RESEARCH METHODOLOGY

The systematic review evaluates and summarizes
existing literature on lightweight cryptography
Methodologies that are specifically developed to
support healthcare monitoring systems in the IoT.
The strategy will provide a systematic way of
conducting a comprehensive literature review on
lightweight cryptography, with special emphasis on
the development of specific standards to be used in
identifying the relevant research papers.

3.1 Inclusion Criteria for Study

Selection

When conducting a systematic review of lightweight
encryption algorithms in health monitoring systems,
an important aspect that should be considered is the
making of clear criteria for the selection of relevant
research papers. It is as follows:
= Timeframe of Publication. Only articles that
were published from 2019 to 2024 were
considered; this was because the review would
address the modern trends in the field of

lightweight  encryption  applications  to
healthcare monitoring systems.

= Application  context.  Applications to
healthcare, IoT, or resource-constrained
platforms.

Pay attention to authentication and privacy-
ensuring in the IoT healthcare systems and the
ways the mechanisms might be implemented in
real-life healthcare conditions to ensure patient
data security.

Peer-Reviewed Articles. It has also chosen
peer-reviewed articles only to guarantee
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academic rigor, validity, and reliability of the
findings.

3.2 Exclusion Criteria for Study
Selection

The following criteria were applied in systematically
eliminating the research papers that would not meet
the necessary requirements or appropriateness to be
included in a systematic review.

= Irrelevance to Research Topic. Articles that do
not deal with cryptographic algorithms or
hybrid lightweight algorithms.
Duplicated or Redundant Studies. The
duplicate studies in two or more databases were
eliminated to prevent repetition and bias.
Old Technologies or Standards. Old
cryptography algorithms (e.g., RC4, MDS5,
DES) are used without equivalent comparison.
No Access to Full Text. Only abstract is
accessible and the paper is not available.
Poor Methodological Quality. No technical
implementation or evaluation, no actual-world
implementation, performance metrics or
experimental results.

3.3 Search Strategy

In order to create a thorough search plan to analyze
the lightweight encryption in the context of healthcare
monitoring systems, the following electronic
databases were utilized because of their high indexing
standards and suitability to engineering and computer
science:

Web of Science;

IEEE Xplore;

Science Direct;

Springer Link.

Data extraction is necessary to reveal the
relevance of the information kept in various sources.
Figure 1 below shows that there were 349 initial
results located using the following keywords:

= Lightweight cryptography;
Hybrid cryptography;
Medical healthcare monitoring;
IoT sensors.

After applying the inclusion and exclusion
criteria, 107 articles were selected. Subsequently, 242
articles were excluded because they needed to be
more relevant to the research topic. 64 articles were
found from references, which were relevant to our
search. Hence, a total of 23 research articles were
identified as the most relevant articles. Specifically, 5

1008

articles were selected from Web of Science, 5 articles
from IEEE Xplore, 9 articles from Science Direct,
and 4 articles from Springer Link.

Healthcare delivery insights must be clearer about
how data encryption should be applied to health
monitoring systems. Therefore, understanding the
strengths and weaknesses is crucial when selecting
cryptographic solutions for lightweight encryption in
clinical monitoring. As shown in [14], security of the
IoT networks requires lightweight authentication
protocols for small resource-constrained devices.

Thus, within the context of the present systematic
review, the incorporation of knowledge in computer
science and security in relation to IoT networks can
result in the elaboration of a broad-based search
methodology in the context of finding lightweight
ways of encryption to meet healthcare monitoring
needs.

Total investigate in 4 databases from 2019 to 2024
(n=349)

Excluded research | _ | Selected research
(n=242) g = (n=107)
Relevant research selected L
(n= 64) =
1
2 v
Total Total Total Total
research by research b research by | | research by
Web of y Science Springer
; IEEE Xplore : 5
Science (=122 Direct Link
(= 12) (n=11) (n=19)

Figure 1: Data extraction process.

3.4 Categories

As demonstrated in Figure 2, in this review, research
articles on lightweight encryption mechanisms in
healthcare monitoring systems were classified into
three categories:

3.4.1 Privacy-Preserving Mechanisms

To guarantee the safety of sensitive patient data, these
papers are mainly devoted to encryption methods,
data anonymization, blockchain privacy, and
homomorphic encryption.

3.4.2 Authentication Mechanisms

The works suggest or evaluate some lightweight
authentication schemes specific to the IoT healthcare,
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including biometric, chaotic map, fog/blockchain-
integrated, and Elliptic Curve Cryptography (ECC)-
based authentication protocols.

3.4.3 Several Factors

This is the broadest classification. It incorporates
research on various technical issues like energy
consumption, delay, cost-efficiency, latency, system
scalability, trade-offs in security and system
reliability. This signifies a more extensive
concentration on the reality world performance
analysis and limitations to implementation.
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Figure 2: Distribution of all studies based on lightweight
encryption mechanisms.
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Figure 3: Distribution of all studies based on the number of
papers and corresponding year.

4 RESULTS

According to Tables 2, 3, and 4, data are extracted and
analyzed from the selected studies within the realm of
lightweight cryptography for medical healthcare
monitoring systems. This systematic review focused
on the analysis of privacy-preserving, authentication
models, and several factors in the Internet of Things
landscape. These models were classified according to
the field of application and research gaps.
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Figure 3 depicts all selected studies in health
services based on application and yearly distributions
beginning in 2019 to 2024. Similarly, for a more in-
depth and precise comprehension, Table 1 shows the
annual frequency of each study, along with the related
applications.

4.1 Analysis of Studies Related to Data
Privacy-Preserving

Table 2 summarizes studies related to the privacy-
preserving of data. Insights from [13] highlighted the
ECC to ensure strong security with lower
computational overhead, making it suitable for
resource-constrained IoT devices. Another study [15]
used the privacy-preserving scheme of heart rate
monitoring using homomorphic encryption, and the
dual cloud server model that ensures privacy and
security in the monitoring process. Also, the
symmetric Paillier encryption scheme described
in [16] protects the privacy of heart rate data, and
experimental results confirm scheme effectiveness
and computational efficiency. Moreover, the
significance of Pay-Per-Click (PPC) scheme is
emphasized to ensure privacy, efficiency in
healthcare data classification and low communication
cost discussed in [17].

On the other hand, Electronic Health Record
(EHR) privacy and data utility enhanced by proposed
scheme in [18], which outperforms benchmarked
algorithms by 13% in classification accuracy and
minimizes information loss by 12% compared to
similar approaches. Blockchain has been applied in
Remote Health Monitoring (RHM) to compare the
public and private blockchain models in terms of data
security and privacy [19]. Moreover, blockchain
technology, via the issues of data privacy, security, or
scalability, is provided by a systematic review [20]. It
dominates IoT restrictions, offers privacy,
transparency, and secure networks.

Another paper [21] suggested a scheme to reduce
the computation cost by 93% with aggregation
technology and communication cost to 400 bits
efficiently. This scheme is robust against forging,
tampering, and man-in-the-middle attacks.

Government and private sector finance initiatives
are crucial for cybersecurity, where identifies key
challenges in adopting Blockchain for cybersecurity
and data privacy were performed in [22]. According
to another study [23], an efficient CBM model was
proposed that outperforms traditional cryptographic
schemes, specifically RSA, Twofish, ICC, and FHEA
in both security levels and encryption latency. This
method shows improved latency, security level,
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throughput, and execution time, and ensures data
integrity and privacy in the Cyber-Physical System
(CPS) cloud.

4.2 Analysis of Studies Related to the
Authentication Mechanism

All studies in Table 3 included the authentication
mechanism; one of the studies [27] proposed an
enhanced authentication protocol for Teacher
Management Information System (TMIS) using a

Cloud Environment that is resistant to potential
attacks, reduces computation cost, and enhances
security robustness. Similarly, the proposed new
authentication protocol in [28] addresses security
concerns, offers robust features, and enhances
efficiency and cost optimization in Wireless Body
Area Network (WBAN) authentication. [29] A survey
of authentication schemes in Wireless Multimedia
Sensor Networks (WMSNs) classified them based on
architecture, identified security and performance
issues, and provided future research directions.

Table 1: Yearly distribution of all included studies based on relevant applications.

Ref. Application Year | Ref. Application Year
[1] Wireless Body Area Networks (WBANs) | 2023 | [33] 10T systems including healthcare 2020
[2] Smart Healthcare system 2020 | [34] RFID systems.and constrained [oT 2021

environments
Remote healthcare monitoring systems Biometric authentication in healthcare
3] using WBANs 2020 | [33] systems 2021
[4] Electronic Health Records (EHRs) 2021 | [36] Lightweight IoT devices 2019
. . . Smart healthcare systems based on Internet
[5] Hybrid Encryption Techniques 2023 | [37] of Medical Things (IoMT) 2022
(6] | Remotehealth montoring using wearable | 5019 | 3g] Industrial Internet of Things (I1oT) 2022
[7] loT-Enabled Healthcare Security 2023 | [39] Multi-domain IoT 2024
[8] Remote Healthcare Monitoring System 2021 | [40] Wireless Body Area Networks (WBANs) | 2020
[9] Electronic Health Records (EHRS) 2002 | 417 | Remote Monitoring Systems (RMS) for | 1o
chronic diseases
(1o) | [oMT systems with Blockchain and Fog | )4 | 147 Smart Healthcare system 2021
Computing

[11] e-Healthcare Data Security 2022 | [43] Remote Health Monitoring 2019

[12] Wireless Sensor Networks (WSN) 2022 | [447 | Cyberseeurity in Internet of Things (IoT) |,

environments

[13] 10T, Remote Patient Monitoring 2022 | [45] Biometric Authentication 2022

[14] Decentralized Data Management 2020 | [46] Implantable Medical Devices (IMDs) 2020

[15] Smart home healthcare systems 2023 | (47 | DataAgeregation (‘;“(‘)%Imemet of Things | 555

[16] Remote health monitoring systems 2023 | [48] Intrusion Detection System (IDS) 2020

[17] Remote health monitoring systems 2019 | [49] Identity-Based Signcryption (IBSC) 2023

[18] Anonymization techniques 2022 | [50] Internet of Medical Things (IoMT) 2021

[19] Secure data sharing 2023 | [51] e-Healthcare Data Security 2022

Internet of Things (IoT) with Blockchain
[20] Technology (BCT) 2022 | [52] Healthcare Network Protocols 2024
Healthcare Wearable Wireless Medical . .

[21] Sensor Networks (HWMSNS) 2024 | [53] Internet of Medical Things (IoMT) 2021

[22] | A comprehensive review of cybersecurity | 2022 | [54] Electronic Health Records (EHRs) 2022

[23] Cyber-Physical Systems (CPS) 2022 | [55] Remote Healthcare Monitoring System 2024

[24] Distributed systems 2023 | [56] Internet of Medical Things (IoMT) 2020

[25] Medical IoT 2023 | [57] Steganography data hiding 2021

[26] | Smart healthcare ecosystems involving IoT | 2023 | [58] Internet of Medical Things (IoMT) 2022

[27] Electronic Health Records (EHRs) 2021 | [59] Trust-based Security Management 2021

[28] | Wireless Body Area Networks (WBANs) | 2020 | [60] IoT-Enabled Healthcare Security 2022

[29] Wireless medical sensors 2022 | [61] IoT-Driven Healthcare System 2019

[30] Remote healthcare systems 2021 | [62] Hybrid Cryptographic Techniques 2024

[31] Decentralized healthcare systems 2020 | [63] Remote Healthcare Monitoring System 2023

Electronic Medical Systems (EMS) with . . .
[32] multiple data sources 2020 | [64] Lightweight Cryptographic System 2022
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Table 2: Studies related to data privacy-preserving.

Ref. Application Research Gap
[13] loT n paFlent Failure to balance security and resource constraints on [oT devices
monitoring
[15] | Smart home healthcare | There is no experimental testbed to evaluate the architectural tactics and their trade-offs
[16] | Heart-rate monitoring Lack a comprehensive analysis of the llmltathns of existing encryption methods
compared to homomorphic encryption
[17] Priority-based e- It does not discuss potential attacks such as differential privacy attacks, access pattern
Healthcare attacks, and distributed denial of service (DDoS) attacks.
[18] Health' dat'a Insufficient Attribute-Focused Approaches
anonymization
[19] Blockchain-based There is problem in scalability, particularly for RHM use cases generating large data
RHM volumes
[20] IoT + Blockchain Lack of 1n-depth, systematic analysis and app!lcatlon-speqﬁc privacy preservation
techniques for IoT systems leveraging blockchain technology
[21] WBAN:Ss in eHealth Suffering from scalability issues in resource-constrained WBAN environments
[22] Blockchain security in There is a need for real-time scalable solutions that can handle network latency and
IoT support SME adoption of blockchain
1231 | CPS and cloud health The need for in-depth research 1nt9 hybrid enc%’yp‘uon systems, hashing algorithms, and
multi-layer security methods
[24] Distributed health It can't handle with inference threats, ID privacy, and data confidentiality together in
systems distributed environments
[25] Medical imaging Current solutions may provide encryption but lack integrated watermarking for
security integrity and ownership verification
[26] | Smart IoT healthcare Lack of lightweight cryptographic protocjols for loT, which ensure efficient
performance on low-power devices such as body sensors

In another way, the proposed scheme in [3], [6],
and [30] enhances security and efficiency in
healthcare applications, and it reduces computational
overhead in secret key authentication. In addition, the
proposed mechanism in paper [31] enhances IoT
security with blockchain and fog computing, which
uses a decentralized novel authentication and access
control mechanism for lightweight IoT devices and
applies to a large number of scenarios. Also, a
combination of Blockchain and IoT provides
personalized medical services. The proposed scheme
in [32] enhances medical data security in electronic
systems, enables secure group authentication for
medical data access. [33] highlighted the importance
of focusing on IoT device-specific attack concepts,
identified gaps in IoT security research and threat
modeling frameworks.

Furthermore, to resist common attacks on IoT
systems, the new protocol described in [34] is more
secure and efficient than existing Fan protocol,
because Fan protocol lacks confidentiality and tag
anonymity in RFID systems. ECG signals are deal for
unimodal and multimodal authentication contexts.
This survey article [35] focuses on the evaluation and

comparison of ECG datasets, simulators, and
authentication algorithms. Another study [36]
proposed a  privacy-preserving  Lightweight

Authentication Protocol (LEAP) for WBAN based on
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genus-2 Hyper Elliptic Curve (HEC), its secure, low
computational cost, and outperforms existing
schemes.

Moreover, a lightweight authentication technique
is proposed in [37] with the privacy-preserving
scheme using fully homomorphic encryption, which
is crucial for secure authentication in IoMT
healthcare systems. Another proposed model [38] has
shown significant advancement in decentralized
authentication of IoT-based CPS. The experimental
results compared with benchmarks demonstrated the
model's effectiveness and efficiency in execution
time and processing, reduced computational
resources, and enhanced performance.

4.3 Analysis of Studies Based on
Several Factors

Several factors have been explained by the studies
listed in Table 4. The researchers in [1], [40]
enhanced service delivery, reliability, and trust with
reduced delay. The review [41] identifies challenges
in healthcare remote monitoring systems, such as
mobility, reliability, operational costs, and efficiency.
Another studies [2], [42] proposed a smart healthcare
platform that aims for flexibility, reliability, and
review of modern healthcare problems and
technologies. Proposed algorithm referred to in [43]
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shows adequate security against various attacks, and
Chaos-based key scheduling enhances encryption
strength for clinical images.

One of the studies [44] proposed a framework to
achieve high detection accuracy with low false alarm
rate and Mitigates exposure of information from Man
in the Middle attacks. Moreover, RAPCHI scheme is
secure against man-in-the-middle and replay attacks,
and it is lightweight in computation and
communication compared to related frameworks as
explained in [45]. Another study [46] proposed
IMDfence protocol that enhances IMD security with

minimal energy consumption and supports zero-
power defense against battery-DoS attacks. Further,
the proposed approach in [47] enhances security and
performance in IoT networks, and the findings
indicated that the suggested approach demonstrated
enhancements in end-to-end latency and energy
consumption metrics in comparison to alternative
methodologies. In addition, ANN model is optimal
for healthcare systems due to low prediction time, as
combined features enhance the intrusion detection
system with minimal effect on testing prediction time
for the best performing model was observed in [48].

Table 3: Studies related to an authentication mechanism.

Ref. Application Research Gap
No data on computation time, communication cost, or energy consumption, and
[3] WBANs . . . . .
real-world implementation details or simulation results
[6] Ren_lote health monitoring No discussion of post-quantum resistance of the proposed methods
using wearable sensors
It does not provide formal proofs or analysis to validate: Resistance to known
[10] IoMT attacks (e.g., impersonation, replay, collusion), Forward secrecy, Integrity
guarantees
[27] EHRs Do not adequately address patient anonymity and health-report confidentiality
28] WBANs Inability to detect wrong pasgwords, non-con_lphance to forward secrecy, or
vulnerability to stolen-verifier attacks
[29] WMSNs Do not provide a detailed security analysis of the surveyed protocols
[30] Remote healtheare systems No benchmarking against traditional c.ryptographlc m¢tho.ds like ECC or RSA and
no Formal Security Proof or Validation
[31] Decentralized healthcare There's no consideration of user experience, device management, or fallback
systems mechanisms when authentication fails
Electronic Medical Systems The group authentication mechanism is vaguely defined. It lacks clear steps or
[32] (EMS) with multiple data protocols for dynamic membership changes, revocation, or key management
sources within groups
. . Although it critiques frameworks like STRIDE, DREAD, and LINDDUN, it
10T systems including R . .
[33] doesn’t propose or recommend a unified standard or best practice for IoT threat
healthcare .
modeling
[34] RFID systems and constrained| Not provide formal security proofs or validation using established tools such as
IoT environments (BAN logic, AVISPA/SPAN, ProVerif)
Biometric authentication in Lacks quantitative evaluation of accuracy, false acceptance rate (FAR), false
[35] o L L .
healthcare systems rejection rate (FRR), or processing time of the authentication mechanism
[36] Lightweight ToT devices No metrics are given regarding computation cost, communication overhead, or
memory usage
Smart healthcare systems . . . . . . .
. There is no information about implementation environment, tested devices, or
[37] based on Internet of Things e .
(IoT) scalability in real IoT healthcare settings
Industrla! Internet OfT.h 1nes It lacks a detailed description of the hybrid authentication model, including
[38] (IloT) in cyber-physical cryptographic components, key exchange mechanisms, or role of AL
healthcare systems ryplograp P el & i
[39] Multi-domain loT Lacks evaluation of usability aspects like user experience or device compatibility
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Table 4: Studies based on several factors.

Application

Research Gap

WBANs

Without validation raises concerns about its practicality and performance

Smart Healthcare system

It does not provide concrete examples or case studies of deployed systems

EHRs

A comparison with other existing schemes (e.g., CP-ABE) is not presented

Hybrid Encryption

No information about how the hybrid model was evaluated (e.g., speed, resource
usage, resistance to attacks)

-

IoT-Healthcare

It is unclear whether open issues like interoperability, long-term key management, or
energy consumption trade-offs are being discussed

RMS

There is no concrete data shown (e.g., latency, throughput, power consumption)

O

EHRs

It lacks a comparative analysis (e.g., CP-ABE vs KP-ABE in healthcare)

e-Healthcare Data Security

While it claims to be secure, there's no formal proof or attack resistance analysis

WSNs

Limited information for implementing the framework in real-time healthcare WSNs

Decentralized Data
Management

No discussion of scalability challenges, despite being in the title, no details about
how scalability was addressed are visible

WBANs

There is no detailed evaluation for trust metrics that are calculated or validated

RMS for chronic diseases

Does not provide comparative performance metrics or validation of these platforms
in clinical settings

Smart Healthcare system

Lack of case studies or examples demonstrating the successful implementation of
digital twin technology in healthcare settings

Remote Health Monitoring

There is no comprehensive analysis of the real-time performance of the improved
RCS5 encryption algorithm.

IoT Cybersecurity

It requires analysis regarding interoperability with existing healthcare [oT
ecosystems and standards such as HL7 or FHIR

Biometric Authentication

No discussion of deployment on actual IoMT devices, including battery constraints,
processing power, or network reliability

Implantable Medical It's not fully address how to handle multi-vendor IMDs during life-threatening
Devices (IMDs) situations
Data Aggregation with There is no quantitative evaluation of performance, such as: (Energy consumption,
Internet of Things (IoT) Network latency, Scalability with increasing nodes)
Intrusion Detection System Lacks a direct benchmarking comparing the proposed system with state-of-the-art
(IDS) IDS models in healthcare
Identity-Based It targets telemedicine systems, but does not consider real-time constraints,
Signcryption (IBSC) computational limitations of mobile devices, or bandwidth concern
IoMT No formal security analysis or proof that the proposed scheme resists known attacks

(e.g., replay, impersonation, man-in-the-middle)

e-Healthcare Data Security

There is no explanation of key generation, distribution, revocation, or update
procedures, which are crucial for long-term usability and security

Healthcare Network

It mentions that new attacks were demonstrated but provides very limited technical

Protocols detail on the attack vectors, payloads, or exploitation steps
IoMT No discussion of regulatory compliance (e.g., HIPAA, GDPR) or standardization
efforts relevant to IoMT deployment
EHRs Do not specify which consensus algorithm is used (e.g., PoW, PoS, PBFT) or its

suitability for low-latency healthcare applications

Remote Healthcare
Monitoring System

It does not elaborate on privacy-preserving techniques, such as zero-knowledge
proofs or pseudonymization

IoMT There is no evaluation metrics used for the intrusion detection system (IDS)
Steganography data hiding No formal analysis of how the system ensures confidentiality or integrity
IoMT Do not describe how keys are generated, distributed, updated, or revoked
Trust-based Security No detailed explanation of how trust values are calculated, whether static or
Management dynamic, and what parameters are considered
IoT-Enabled Healthcare While the focus is on lightweight access control, resource utilization (e.g., memory,
Security CPU usage) or latency measurements are not provided
IoT-Driven Healthcare Despite being relevant to healthcare, it does not address hardware or energy
System constraints specific to medical IoT (MIoT) devices
Hybrid Techniques Lacks a formal security analysis of the proposed hybrid encryption scheme
RMS Authentication techniques used in this model are not clearly described

Cybersecurity Systems

It lacks specific examples of real [oT medical devices
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Moreover, the proposed WBAN-19 scheme in

[49] is secure, efficient, and compatible with
telemedicine applications, achieving low
computational  cost, reduced communication

overhead, and improved overall performance. The
study in [50] enhanced secure data transmission and
aggregation using the ESDTA scheme. Other studies
in [11] and [51] support secure data sharing in e-
healthcare systems, providing proxy-invisible and
collusion-resistant properties with rigorous security

proofs.
Furthermore, [52] investigated attacks on
healthcare communication protocols, including

POCTI-A and LIS02-A standards used in point-of-
care and clinical laboratory devices, as well as the
proprietary Data Export protocol used in Philips
patient monitoring systems, highlighting significant
security vulnerabilities. In addition, [53] proposed a
comprehensive security framework for IoMT
systems, addressing  security  requirements,
techniques, and emerging attack types.

On the other hand, studies in [4], [9], and [54]
focus on telehealth systems, addressing limitations of
existing solutions such as digital prescriptions,
automated payment systems, and secure user
registration. The review in [55] discusses blockchain-
based IoT healthcare applications and highlights
associated challenges and potential solutions.
Another study [56] proposed a machine learning-
based intrusion detection system using mobile agents,
introducing cost-benefit and feedback reliability
metrics for improved detection performance.

Moreover, [57] introduced a DST system
achieving up to 99.3% reduction in transmission
overhead, while deep CNN-based ECG classification
enhances energy-efficient pre-diagnosis. The hybrid
encryption scheme in [58] improves healthcare data
security in loT systems using symmetric encryption
and secure key transmission. Similarly, [59] presents
a trust-centric security framework utilizing both
direct and indirect trust evaluation to enable secure
data transmission in IoT networks. Other studies [60],
[63], and [64] employ lightweight encryption
algorithms such as AES, ECC, and Paillier to secure
communication between medical sensors and
cloud/fog layers.
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5 DISCUSSION

During the data extraction and analysis of the selected
studies. This systematic review focused on exploring
common themes, challenges, and proposing
appropriate solutions within the scope of lightweight
encryption and presenting them as useful information
for those researchers who intend to develop projects
related to the creation of medical healthcare
monitoring systems.

One prevalent theme focuses on fusing the
features of attribute-based encryption, cloud, and
edge computing, which introduces an effective,
flexible, secure fine-grained access control
mechanism with data verification in healthcare IoT
networks without any safe channel and enables data
users to decrypt. Therefore, SA-SLABE is an
essential technique to build a secure medical
healthcare IoT system, a promising tool to provide
lightweight and expressive fine-grained access
control [60]. Effective protocols for data management
at low-power cryptographic systems commonly used
in medical healthcare monitoring must be combined
with stringent encryption methods and security
inspection procedures for assuring trustworthy
communication integrity across loT appliances meant
for health. By carefully analyzing the unique issues
pertaining to lightweight cryptographic systems used
in medical healthcare monitoring, patient data privacy
and security can be improved, and consistent
communications between the Internet of Things
devices provided into healthcare settings is ensured.

Table 5 contains the description of the key studies
that should be considered to assess some
characteristics (Response Time (RT), Reliability
(RL), Awvailability (AV), Cost (CT), Energy
Consumption (EC)), since it compares the studies
within such parameters of evaluation.

In case of lightweight cryptography in the medical
healthcare monitoring, a number of challenges have
to be surmounted to ensure that these systems operate
well and safely. The problems encountered by the
implementation of lightweight cryptography on the
medical health monitoring systems can be addressed
by uncovering the major management problems,
scalability problems, and performance trade-offs.
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Table 5: Comparative based on evaluation factors.

Ref. Application = Coifiarlson based Ao\r/l evaluation éa}rctors =
[1] WBANSs — v _ _ v
[2] Smart Health v v v _
[4] EHRs _ _ v _ v
[5] Hybrid Encryption - v — v v
[7] IoT-Healthcare v _ v _ —
[8] Remote Monitoring v — v v v
[9] EHRs — v — v v
[11] e-Healthcare v v _ v
[12] WSNs — v — _ _
[14] Decentralized data 4 v _ v _
[40] WBANs — v _ _ _
[41] Chronic RMS - v v _
[42] Smart Healthcare v v _ _ v
[43] Remote imaging v — v _ v
[44] IoT Cybersecurity v — - _ _
[45] Biometrics v - v _ v
[46] IMDs - v _ _ _
[47] IoT Aggregation v — v _ v
[48] 1DS — v _ v v
[49] | Identity-Based Signcryption (IBSC) v — v _ _
[50] [oMT - v - v v
[51] e-Health v _ v _ _
[52] Hospital Protocols — v v v v
[53] IoMT v v v _ _
[54] Telehealth — v v _ _
[55] loT-Blockchain — v v _ _
[56] IoMT IDS v v _ _ v
[57] Steganography v v v — _
[58] Hybrid Encryption v 4 v _ v
[59] Trust in [oT v _ _ — v
[60] loT-Healthcare — v v _ _
[61] IoT Domains v — _ v v
[62] Cryptographic loT — v v v v
[63] Remote Care with ML v v v _ _
[64] Lightweight Cryptographic — v v — _

The solutions suggested in this paper like the
incorporation of methods like Hybrid AES models
with elliptic curve and ID-based key generation, can
support the security of data and reduce the risk.
Secure Aggregated Data Transmission Schemes
(SATS) can be used to optimize the cost of
communication and computation overhead. The
integration of blockchain technology and fog
computing will be beneficial in improving the group
authentication systems in IoMT devices in order to
realize a secure procedure in the healthcare systems.
Additionally, the arguments on a hybrid method that
integrates the use of Modified Optimal Advanced
Encryption Standard (MOAES) and Chaotic Map
(CM) encryptions, dubbed as Hybrid (HMOAES-
CM) technique in health services. The primary
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benefits of this technique compared to older
techniques are a decrease in healthcare costs, energy
consumption, increased longevity, greater speed, and
a larger communication coverage area [62].

Healthcare systems can be electronically secured
with less computational cost by using lightweight
security protocols (like SIMON, HEIGHT or LEA
block ciphers) since they allow the use of key
structures which are very flexible. With these
encryption methods, speed and efficiency are
enhanced, and simultaneously information privacy is
maintained in the IoT devices used in remote health
monitoring.
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7 CONCLUSIONS

Medical data security has become a top priority, as
digital health is becoming more of a remote patient
monitoring and data analytics in real-time through
IoT technologies.

This systematic review proves that lightweight
cryptography is a central factor in the security of
patient data in the healthcare system that is supported
by IoT. Resource-constrained IoT devices in
medicine can only be run with the help of lightweight
encryption, which can be Attribute-Based Encryption
(ABE), Elliptic Curve Cryptography (ECC), SIMON,
HEAT, LEA block ciphers, and hybrid algorithms,
including MOAES with CM.

The answers to the preservation of privacy during
data transmission and storage are outlined in this
review (scalable group authentication, fog computing
to achieve better privacy and security, blockchain
integration, and the reduction of the risk of data
breach without allowing unauthorized access). The
paper also reveals the difficulties experienced in
implementing lightweight cryptography, which
include scalability, hardware constraints, and the
need to have dynamic security solutions.

Some limitations should be mentioned, including
the fact that it was impossible to access the full texts
when searching in some literature, and only abstracts
were available. Besides, the qualitative synthesis
among different methodologies and application
settings brought subjective meanings, particularly in
the categorization of themes and gap detection.

Overall, it can be concluded that lightweight
cryptography will ensure efficient, reliable, and
secure remote healthcare monitoring systems, and
further research and development in this field will be
crucial in overcoming all current barriers and making
the most out of the possibilities of IoT technologies
in the healthcare industry.

6 FUTURE WORK

The prior sections outlined the procedure of data
extraction and study analysis of studies related to
healthcare application, hence providing relevant
results. However, there are a number of relevant
challenges that should be further investigated. Some
of the possible studies are still postponed due to the
application requirements and the limitations of the
existing methodologies, as they are presented in
Tables 2, 3, and 4. The points that follow suggest
practical paths and highlight the opportunities to be
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pursued in the future, and do not contradict the
current technological trends, and are realistic due to
constraints.

= Studies should be conducted on how the
lightweight cryptographic systems can be
scaled to the healthcare system, as noted
in [26]. This will involve looking at key
distribution and revocation schemes that will
enable easy integration of new devices with
maintenance of backward and forward secrecy.
Besides, decentralized forms of paradigm,
including blockchain-enhanced lightweight
encryption models, would also need to be
explored in order to reduce the reliance on the
central authority and enhance the resiliency of
the systems.
Numerous tests of lightweight cryptographic
algorithms are performed under idealized
conditions which do not necessarily reflect
real-world performance well. As a result, there
is an urgent need to evaluate cryptographic
schemes with realistic attack vectors, such as
side-channel attacks, physical attacks, and to
evaluate their security in clinical setting, as
mentioned in [63].
As highlighted in [64], cryptographic designs
are in demand that are hardware-compatible in
order to maximize the power consumption,
memory usage, and processing speed. This
encompasses the creation of Application-
Specific Integrated Circuits (ASICs) or Field

Programmable  Gate  Arrays (FPGAs),
spearheaded to carry out lightweight
cryptography like SIMON, LEA, and
PRESENT.

Hybrid cryptography schemes, which combine
both symmetric and asymmetric methods, offer
a balanced level of defense for [oMT systems.
It is necessary to determine the best
combinations of these algorithms, like ECC
and AES or RSA and SPECK, that provide the
highest level of security with minimum
overhead. Moreover, the wusage of the
lightweight versions of important exchange
protocols, such as Elliptic Curve Diffie-
Hellman (ECDH) that can be used to create
secure session initiation in resource-bound
environments.

Future research is also necessary to combine
lightweight cryptography protocols with
blockchain-based systems, and provide
immutable audit trails, secure sharing of data,
and record keeping that cannot be tampered
with.
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