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This paper examines the problem of visual information leakage through compromising electromagnetic
emanations (CEE) from video paths of computingsystems. Itis shown thatimage reconstruction significantly
depends on the distribution of informative spectral components of the CEE and their relationship to harmonics
of the video signal's clock (pixel) signal. This study aims to identify frequency components at which visual
information recovery is possible, as well as frequencies within which image reconstruction is difficult or
impossible. The methodological basis of the study includes experimental frequency analysis of the CEE using
a software-defined radio receiver and specialized software. During the experiment, multiple harmonics of the
clock frequency are calculated, emission levels are measured at the corresponding frequency points, and
image reconstruction is performed based on the recorded spectral components. The results show that the
informative components of the CEE are unevenly distributed across the spectrum and are concentrated
primarily at specific harmonic frequencies, where stable recovery of visual information is ensured. The
practical significance of this work lies in the substantiation of the possibility of using selective protection
methods aimed at suppressing the most vulnerable frequency components, which allows for increasing the
effectiveness of preventing visual data leakage while reducing excess electromagnetic influence and
maintaining the operability of computing systems.

intercepted over significant distances [5] by third
parties [4]-[9]. This can be used to reconstruct the
visual information and use the obtained data to

Modern computing systems increasingly serve as a
primary medium for handling and displaying
sensitive digital information about objects and
processes, regardless of the field of human activity, is
represented digitally and processed using computer
systems. Information displayed on a monitor screen
is transmitted from the system unit via digital
interfaces (DVI, HDMI, DisplayPort) to the display
device (monitor). These components together form
the computer system's video path.

Duringthe operation of computer equipment (CE)
equipped with information visualization devices,
CEE is emitted into the surrounding space [1]-[4].
CEE is generated in video path elements and can be
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compromise information security.

The main sources of CEE in CE video paths are
the graphics adapter, interface cables, and monitor
device controllers. CEE from the video path can be
divided into two components [4]-[6],[10]. The first
part includes components related to the clock signal
(pixel frequency) of the video path, which determines
the temporal structure of video data transmission. The
second part contains information about the color
components of the image and synchronization
signals.

The conducted analysis [11]-[15] of traditional
and new methods of protecting information from
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leakage through channels of side electromagnetic
radiation of video paths of computing equipment
shows that most existing approaches are focused on
the general attenuation or masking of side-channel
electromagnetic radiation without taking into account
their spectral structure and the degree of information
content of individual frequency components.

In a number of studies [2]-[10] using SDR [16]
receiversand specialized software, visual information
was reconstructed based on the analysis of CEE. A
key feature of these approaches is that image
reconstruction was performed exclusively at a single
fixed frequency, without considering information
components in other frequency ranges.

In [15], the author investigated the spectrum of
CEE from computer systems video paths depending
on monitor screen resolution and frame refresh rate.
It was found that the spectral components of CEE
from video paths are formed at multiples of the clock
signal frequency.

In thisregard, a pressingtask is to determine the
spectral frequency components of CEE from
computer video paths, in terms of their information
content for restoring visual information. This will
further substantiate the selection and development of
methods and technical protection measures aimed at
selectively  suppressing the most vulnerable
frequency ranges and improving the effectiveness of
visual information leakage prevention.

The following are this work's
contributions:

An SDR receiver in a realistic electromagnetic
environment is used in an experimental investigation
of compromising electromagnetic emanations of
computer video routes.

Reconstructing visual information is made
possible by the identification of particular harmonic
frequency components of the pixel clock signal.

Reconstructed images are compared using both
quantitative similarity criteria and perceptual
readability.

The practical informational readability of
reconstructed images is shown to be not fully
reflected by traditional pixel-wise similarity
measurements.

A frequency-selective method for enhancing
visual information security against electromagnetic
leakage is justified.

primary

2 METHODS

The methodological basis of the study is aimed at
experimentally investigating the spectral components
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of stray electromagnetic emissions from computer
video paths in terms of their informative value for
visual information recovery. The approach is based
on measuring electromagnetic emissions in the
frequency domain and identifying potentially
dangerous frequencies at which image reconstruction
by computer systems is possible.

The experimental study involves several
sequential stages. In the first stage, the clock (pixel)
frequency of the video path of the computing system
under study is determined.

In the second stage, the multiple harmonic
components corresponding to this clock frequency
are calculated. In the third stage, the levels of CEE
fromthe computingsystem's video path are measured
in the selected frequency ranges. In the fourth stage,
visual information is reconstructed using the
TempestSDR software based on the multiple
harmonics of the CEE [17].

The experimental setup is used to receive stray
electromagnetic emissions generated by the
computer's video system while displaying images on
the screen. The setup consists of a computer and
monitor as the test object, a software-defined radio
receiver (SDR) with a broadband antenna for
receiving CEE signals, and a separate personal
computer running TempestSDR software for
reconstructing images from CEE.

Experimental conditions: The monitor's screen
resolution was 1024x768, and the frame refresh rate
was 75 Hz. A HackRF One device with an SA-7000
whip omnidirectional antenna was used as the SDR
receiver. The distance between the monitored
computer system and thereceiving antenna was 1 m.
This distance was selected to represent a realistic
near-field eavesdropping scenario consistent with
prior TEMPEST studies (e.g., adjacent-room or
corridor interception), while remaining within the
sensitivity range of the HackRF One/whip-antenna
receiver used; signal levels are expected to decrease
approximately with the inverse square of distance in
the far field, so reconstruction at greater distances
(e.g., several meters) would require either a higher-
gain directional antenna or would be limited to the
strongest harmonics identified in Table 2.
Measurements were conducted in a realistic
electromagnetic environment without additional
shielding. Signal acquisition and image
reconstruction were performed using the
TempestSDR software. In the TempestSDR software,
the reception bandwidth and sampling rate were
configured to 20 MHz and 20 MS/s, respectively. For
the discrete signal-level measurements reported in
Table 1, the analysis (resolution) bandwidth of the
spectral estimation was set to 10 kHz, matching the
frequency resolution used to isolate each harmonic
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peak from the surrounding noise floor; this RBW
setting was held constant across all measured
harmonics to ensure comparability of the reported
dBm values. Gain was set to automatic (AGC). After
initiatingthe receiver, the center frequency was tuned
sequentially to each target harmonic frequency, and
the screen resolution (1024x768) and frame refresh
rate (75 Hz) were set within the software to enable
synchronization and image reconstruction. All
receiver and reconstruction parameters were kept
constant during the experiment to ensure
reproducibility of the obtained results. The
experimental schematic is shown below (Fig. 1).

To record the CEE signal level at the test object, a
test pattern [18] was initiated, which increased the
CEE signal level. Following the CEE level
measurement at the test object, a test image is
generated and displayed (Fig. 2), the CEE signals of
which are then received and reconstructed. The test
image includes symbolic, geometric, and color
elements with distinct spatial boundaries, ensuring
the sensitivity of the similarity metrics to distortions
that occur during the interception and reconstruction
of the video signal via the CEE channels.

All experiments were conducted on authorized
equipment for defensive research purposes.

Measurements at each harmonic frequency were
performed in five repeated trials under identical
experimental conditions. The signal levels
demonstrated stable and repeatable results with
variations not exceeding +0.3 dBm. All signal levels
reported in Table 1 are the arithmetic mean ofthe five
trials; the observed inter-trial standard deviation did
not exceed 0.15 dBm at any harmonic (the £0.3 dBm
figure above reflects the maximum peak-to-peak
spread across trials, i.e., approximately 2 standard
deviations), indicating good  measurement
repeatability under the fixed instrument configuration
used throughout the study.

CEME of the video signal path
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3 RESEARCH RESULTS

Since the screenresolution is standard: 1024x768 and
the frame refresh rate is 75 Hz, we can calculate the
clock signal frequency using the formula given in the
work [15] or find it in the document [19]. The clock
signal frequency is 78.750 MHz. The clock signal’s
multiple harmonics are calculated using the formula

(1).

F,=n- (1)

p’
where: fp- pixel clock frequency (MHz);
1, 2, 3 ..)

F - frequency of the nth harmonic (MHz).

n- harmonic number (n

The results of harmonic calculations and CEE
level measurements are presented in Table 1.

Using the data presented in Table 1, an attempt
was made to recover visual information fromthe stray
electromagnetic emissions of the computer system’s
video path using the TempestSDR software and the
HackRF One software-defined radio receiver. Image
reconstruction was not possible at all frequencies
studied.

Table 2 presents the results, reflecting the
frequencies at which image reconstruction was
possible. Each harmonic frequency was measured in
multiple trials, and the obtained signal levels and
reconstructed images demonstrated stable and
repeatable results.

Where:
“+” - Detectable informative content;
“-*“ - No detectable informative content.

Below in Figure 3-6 the results of reconstructed
images from CEE are presented.

L)

SDR
transmitter

Figure 1: Structural diagram of the experiment.
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Figure 2: Test image.

Table 1: Measured harmonic frequencies and corresponding CEE signal levels.

Harmonic number 1 2 3 4 5 6 7 8 9 10

Frequencies, MHz | 78.750 | 157.5 | 236.25 315 393.75 | 472.5 | 551.25 630 708.75 | 787.5

Signal Level, dBm | -70.5 | -71.3 -72.1 -72.9 -73.5 -74.9 | -75.8 -77.1 -78.2 -78.9

Table 2: Image reconstruction capability at different harmonic frequencies.

Harmonic number 1 2 3 4 5 6 7 8 9 10
Frequencies, MHz | 78.750 | 157.5 | 236.25 315 39375 | 472.5 | 551.25 630 708.75 787.5
Possibility of ) ) ) ) n n n ) n )

recovery

Figure 3: Intercepted and reconstructed image at the Sth harmonic (393.75 MHz).

Figure 5: Intercepted and reconstructed image at the 7th harmonic (551.25 MHz).
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Figure 6: Intercepted and reconstructed image at the 9th harmonic (708.75 MHz).

Among the four reconstructed images (video
frames) shown in Figures 3-6, the image
reconstructed at 472.5 MHz (Fig. 4) exhibits the
highest degree of similarity to the original video
frame in terms of visual information content,
structural characteristics, and overall perceptual
quality. This indicates that the corresponding
harmoniccarries morerecoverable visual information
than the other frequencies investigated.

To complement the visual analysis, objective
image similarity metrics, namely the Peak Signal-to-
Noise Ratio (PSNR) and Structural Similarity Index
Measure (SSIM), were calculated between the
original image and each reconstructed image [20]—
[22]. The obtained values are summarized in Table 3.
Although these metrics provide a quantitative
measure of image similarity, they do not fully reflect
the perceptual readability of the reconstructed
images. This discrepancy may be attributed to the
sensitivity of PSNR and SSIM to pixel-level noise
and global brightness variations rather than to the
preservation of structural and semantic information.
At 472.5 MHz, the reconstructed image retains
perceptually important features, such as text and
geometric boundaries, that remain recognizable to a
human observer despite higher noise levels, which
reduce the numerical values of pixel-based similarity
metrics. A comprehensive evaluation of the
applicability and limitations of quantitative image
similarity metrics for assessing electromagnetic
information leakage is beyond the scope of the
present study and will be addressed in future work.

Table 3: Objective similarity metrics for reconstructed
images.

Frequency (MHz) PSNR (dB) SSIM
393.75 5.82 0.109
472.5 4.08 0.098
551.25 10.05 0.105
708.75 8.75 0.099
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Although higher PSNR and SSIM values are
observed at certain harmonic frequencies, visual
analysis indicates that the reconstruction at 472.5
MHz provides greater informational readability for
human perception. This demonstrates that
conventional pixel-wise similarity metrics should be
regarded as auxiliary indicators rather than decisive
criteria in the assessment of electromagnetic
information leakage. A more comprehensive analysis
of quantitative similarity metrics in the context of
electromagnetic image reconstruction will be
addressed in future research. The mismatch at472.5
MHz (PSNR = 4.08 dB, SSIM = 0.098, yet visually
recognizable content) can be explained by the
sensitivity of pixel-wise metrics to global geometric
misalignment: TempestSDR reconstruction is prone
to small residual timing offsets, sub-pixel horizontal
shear, and brightness/contrast scaling relative to the
referencesource image, all of which strongly penalize
PSNR and SSIM (which compare pixel intensities at
fixed spatial coordinates) even when the underlying
structural content, such as text blocks, window
outlines, and image layout, remains clearly legible to
a human observer. This suggests that alignment-
tolerant or perceptual metrics (e.g., feature-based
similarity, mutual information, or human-subject
legibility scoring) would likely be more appropriate
for this task than strict pixel-wise PSNR/SSIM, and
their adoption is recommended for future work.

As shown in Table 2, the ability to reconstruct
visual information from CEE from the computer
system's video pathis selective and is observed only
at individual harmonic components of the clock
signal. Specifically, successful image reconstruction
was recorded at frequencies corresponding to the 5Sth,
6th, 7th, and 9th harmonics, while at the remaining
harmonics, reconstruction was difficult or
impossible. This result confirms the uneven
distribution of CEE information components across
the spectrum and points to the presence of a limited
set of vulnerable frequencies that are of greatest
interest for both interception and the development of
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selective suppression methods for information
security applications. Notably, reconstruction success
does not track signal amplitude alone: the 9th
harmonic (=78.2 dBm) supports reconstruction
despite being among the weakest measured levels,
while the stronger 8th harmonic (630 MHz, —77.1
dBm) doesnot. Thisindicates thatraw signal strength
in Table 1 is not by itself a reliable predictor of
reconstructability, and that other factors specific to
each harmonic likely govern outcome, most plausibly
(1) the local RF interference environment at each
specific frequency (e.g.,co-channel broadcast, Wi-Fi,
or otherambient emitters thatraise the effective noise
floor independently of the CEE signal level), (ii)
frequency-dependent antenna gain and impedance
matchingofthe whip antenna, which is not flatacross
the measured band, and (iii) phase coherence and
timing-recovery stability of the TempestSDR
synchronization loop at each specific harmonic,
which affects reconstruction quality independently of
raw power. Distinguishing among these candidate
explanations would require additional measurements
(e.g., a controlled anechoic-chamber comparison or
antenna gain calibration across the band) that fall
outside the scope of the present study.

4 DISCUSSION

The study confirms thatthe information components
of CEE from computer system video paths are
distributed unevenly across the spectrum and are
concentrated primarily in a limited set of frequencies
corresponding to individual clock signal harmonics.
This is consistent with the physical nature of CEE
formation, in which the temporal structure of the
video signal and the encoding processes of digital
interfaces have a decisive influence on the spectral
density of the emissions.

These results demonstrate that usinga single fixed
frequency to assess video path vulnerability does not
adequately characterize the actual threat level of
visual information leakage. Analysis of the spectral
components of CEE from computer system video
paths allows us to identify the most vulnerable
frequencies at which stable restoration of visual
information is ensured. This finding extends the
classical TEMPEST literature, which historically
assessed video-path emanation risk primarily at a
single fixed frequency, typically the fundamental
pixel-clock frequency or its immediately adjacent
harmonics, as in the foundational work of van Eck
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and the later systematic treatment by Kuhn [2]. By
systematically sweeping and comparing multiple
harmonics rather than assuming the strongest or
lowest-order harmonic is necessarily the most
exploitable, the present multi-harmonic approach
reveals that reconstructability is harmonic-specific
and non-monotonic in signal strength (Table 2), a
distinction that a single-frequency assessment
methodology would not have captured and that has

direct implications for designing selective,
frequency-targeted shielding rather than broadband
suppression.

From a practical standpoint, this creates the
preconditions for a transition from broadband
protection methods, suchas general noise suppression
or shielding, to selective approaches aimed at
suppressing specific information-rich spectral
components. This approach improves protection
efficiency while reducing energy costs and the
negative impact on the electromagnetic compatibility
of computing systems.

S CONCLUSIONS

The study demonstrates that visual information
recovery from CEE from video paths is only possible
within a limited set of frequency components
associated with specific clock signal harmonics. The
experimental results confirm the uneven spectral
distribution of information-rich emissions and
indicate the presence of specific vulnerable frequency
regions.

The similarity between the original and
reconstructed images was evaluated both visually and
using objective similarity metrics (PSNR and SSIM).
The results indicate that quantitative similarity
measures do not always fully correspond to
perceptual informational readability. This confirms
the importance of combining visual and metric-based
analysis when assessing the risk of electromagnetic
information leakage.

The proposed frequency-based analysis provides
a methodological basis for developing selective
protection methods aimed at suppressing the most
informative spectral components, rather than relying
on broadband countermeasures. This approach
improves the effectiveness of visual information
leakage prevention while simultaneously reducing
excess electromagnetic interference and maintaining
system performance.
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