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1 INTRODUCTION

1.1

Research Relevance

Blockchain, Security, Reliability, Educational Certificates, Byzantine Fault Tolerance, Digital Diplomas,
Cryptography, Simulation Modeling, Decentralized Systems.

The digital transformation of higher education systems is accompanied by the rapid adoption of electronic
diplomas, certificates, and micro-credentials. However, centralized models for storing and verifying
educational records remain vulnerable to document forgery, unauthorized data modification, personal data
breaches, and cyberattacks. The growing global mobility of learners and the integration of international
educational platforms further increase the demandfora secure, scalable, and cryptographically protected trust
infrastructure. This study proposes a formalized security and reliability model for a decentralized educational
certificate system based on a permissioned blockchain architecture. The proposed framework integrates
distributed consensus mechanisms (PBFT), cryptographic immutability techniques (hash functions, Merkle
trees, and digital signatures), formal threatmodeling (STRIDE), and a probabilistic network reliability model.
The research presents mathematical formulations for evaluating fault tolerance, Byzantine resilience
coefficients, and cryptographic data integrity levels. Using Python-based simulation, the study analyzes the
impact of the proportion of Byzantine nodes on consensus stability, network throughput (TPS), certificate
compromise probability, and resistance to Sybil and replay attacks. The results demonstrate that the proposed
architecture provides a high level of security provided that the proportion of malicious nodes does not exceed
the critical threshold of one-third of the total validator nodes, whichis consistent with the theoretical principles
of Byzantine Fault Tolerance (BFT). The findings confirm the applicability ofthe proposed model for national
and transnational educational ecosystems and provide a foundation for the future standardization of digital
educational certificates. Overall, the results demonstrate strong consistency between theoretical BFT
principles and empirical simulation data, confirming that blockchain-based decentralized architectures can
serve as reliable, scalable, and cryptographically secure infrastructures for digital academic credentials in the
era of global digital transformation of higher education.

Electronic diplomas, professional certification
documents, and micro-credentials are increasingly
becoming integral components of modemn
educational ecosystems [1]. However, the transition
to digital formats has exposed significant structural

The globalization of the educational space and the
digitalization of wuniversity infrastructures are
fundamentally transforming the processes of issuing,
storing, and verifying educational credentials.
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vulnerabilities in centralized data management
systems.
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According to international studies, the number of
fraudulent educational documents continues to
increase annually, and the global market for
counterfeit diplomas shows persistent growth
trends. Centralized university databases remain
vulnerable to unauthorized access, insider attacks,
record manipulation, and data loss caused by
technical failures [2].

Furthermore, existing verification mechanisms
rely heavily on trusted third parties, typically
educational institutions or government regulators.
Such trust-based models become increasingly
difficult to scale in the context of transnational
academic mobility and international data
exchange [3]. The proposed architecture follows
established principles of decentralized blockchain
security and distributed ledger integrity [4].

In this context, Distributed Ledger Technologies
(DLT), and particularly blockchain, are widely
regarded as promising technological foundations for
establishing next-generation trust infrastructures [5].

1.2 Limitations of Centralized Models

The centralized architecture for managing
educational certificates assumes that data are stored
within a single repository or a limited set of
interconnected servers. Such a structure exhibits
several critical vulnerabilities:
1) Single Point of Failure (SPOF).
2) Strongdependence on a trusted administrator.
3) Limited transparency of data modifications.
4) High vulnerability to Distributed Denial-of-
Service (DDoS) attacks.

5) Risks of personal data leakage.

Figure 1 illustrates a typical architecture of a
centralized certificate management system.

Figure 1 illustrates a typical centralized
architecture for managing and verifying educational
certificates. The architecture consists of four primary
components: users, a central server, a database, and
verifiers.

At the center of the architecture is the central
server, which functions as the primary control and
coordination node. It receives requests from users,
processes operations, manages data storage and
retrieval from the database, and transmits verification
responses to external entities. Thus, the serveracts as
the sole intermediary between all system participants,
establishing a trust model based on centralized
control [2].
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Central
Server

Figure 1: Architecture of a centralized educational
certificate storage system.

On the left side of the diagram, users are
represented by graduates, students, and educational
institution staff who initiate operations such as
adding, updating, or requesting certificates. All
actions performed by users must pass through the
central server, indicating the absence of direct
interaction with the database or other participants
within the network.

On the right side, verifiers are represented by
employers, government agencies, and educational
platforms. These entities submit requests to confirm
the authenticity of educational certificates.
Verification is performed through the central server,
which retrieves the corresponding records from the
database.

The lower element of the architecture represents
the centralized database, which stores all educational
records. The connection between the server and the
database is bidirectional, reflecting both data storage
and retrieval processes.

This architectural structure clearly demonstrates
the presence of a Single Point of Failure (SPOF).
Compromise or failure of the central server results in
the complete unavailability of the system and
potentially undermines trust in stored data [3].
Furthermore, centralized systems are vulnerable to
insider attacks, unauthorized data modification, and
personal data leaks.

As illustrated by the architecture, compromise of
the central node leads to a complete loss of system
trust.

1.3 Potential of Blockchain
Architecture

Blockchainrepresents a distributed database in which
records are grouped into blocks and protected by
cryptographic immutability mechanisms [5]. Each
record is validated by a network of validators using a
consensus algorithm.
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The key properties of blockchain include:
= Immutability;
= Transparency;
=  Fault tolerance;
= Cryptographic integrity;
=  Decentralized trust.

In the context of educational certificates,
blockchain enables:
= climination of diploma forgery,
= instant international verification of credentials,
= reduction of administrative costs,
= increased trust in digital documents.

Table 1: Comparison of centralized and blockchain-based
systems.

Criterion Centralized Blockchain
Model Model
Fault tolerance Low High
Data immutability Limited Cryptographic
Transparency Partial Full
Trust scalability Limited Global
Resistance to
insider attacks Low Enhanced

The comparative analysis presented in Table 1
highlights the fundamental differences between
centralized certificate management systems and
blockchain-based architectures.

Centralized architectures rely on a single
administrative control center, making the entire
infrastructure dependent on the reliability and
security of a single node. Such systems exhibit
limited fault tolerance and remain vulnerable to
Single Point of Failure (SPOF), DDoS attacks, and
insider manipulation.

In centralized environments, data immutability is
largely administrative in nature, depending on access
control policies and trust in system operators. In
contrast, blockchain systems ensure cryptographic
immutability through hash functions, distributed
consensus, and digital signature mechanisms [5].
These properties significantly reduce the likelihood
of unauthorized data modification while enhancing
transparency in verification processes.

Moreover, centralized systems rely on
institutional trust, which complicates cross-border
credential verification and integration with
international educational platforms [3]. Blockchain-
based systems, however, establish a distributed trust
model, where authenticity verification is based on
consensus algorithms and mathematically verifiable
data integrity mechanisms [4].

Consequently, the comparative analysis confirms
the technological superiority of decentralized
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architectures for implementing digital educational
certificate systems.

1.4 The Byzantine Problem and Trust

One of the fundamental challenges in distributed
systems is the Byzantine Fault Tolerance (BFT)
problem, originally formulated by Lamport [6]. It
describes scenarios in which certain network nodes
may behave arbitrarily or maliciously.

The Practical Byzantine Fault Tolerance (PBFT)
algorithm, proposed by Castro and Liskov [4],
guarantees correct network operation under the
condition:

n>3f+1.

(1)
Where:

= 1 - total number of validator nodes;

= {-number of malicious nodes.

This constraint plays a critical role in designing
reliable educational blockchain systems.

1.5 Research Gap

Despite the increasing adoption of blockchain
platforms in education [7], most existing solutions:
= lack formal mathematical reliability models,
= do not perform simulation-based stability
analysis,
= ignore probabilistic failure models,
= remain limited to conceptual descriptions.

Therefore, a clear research gap exists in the
development of an integrated model that combines:
1) Formal threat analysis;
2) Mathematical reliability modeling;
3) Cryptographic integrity modeling;
4) Simulation-based validation.
1.6 Research Objectives
The objective of this study is to develop a formalized
security and reliability model for a decentralized
educational certificate system based on a
permissioned blockchain architecture.
To achieve this objective, the following tasks are
defined:
1) Analyze security
certificate systems.
2) Develop an architectural model for a
permissioned blockchain network.
Formalize a fault-tolerance model.
Implement a Python-basednetwork simulation.
Evaluate resistance to cyberattacks.

threats in centralized

3)
4)
5)
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1.7 Scientific Novelty

The scientific contribution of this research includes:
= development of a probabilistic network

reliability model;
= introduction of a Byzantine resilience
coefficient;

= integration of STRIDE threat analysis with
cryptographic integrity modeling;

= empirical validation through simulation-based
experimentation.

1.8 Structure of the Paper

The remainder of the paperis organized as follows:
= Section 2 describes the methodological
framework and mathematical model.
=  Section 3 presents simulation results.
= Section 4 discusses implications and practical
recommendations.

2 METHODS AND
METHODOLOGY

2.1 General Methodological

Framework

This study adopts an interdisciplinary methodology
combining distributed systems theory, cryptography,
probabilistic modeling, and simulation analysis.
The methodological framework consists of four
analytical levels:

1) Architectural system modeling;

2) Formal security threat analysis;

3) Mathematical modeling of reliability and

Byzantine resilience;

4) Simulation-based analysis using Python.

Unlike previous studies that primarily focus on
conceptual descriptions of blockchain applications in
education [7], this research applies a formal
quantitative approach that enables evaluation of
system stability under various attack and failure
scenarios.

2.2 Architectural Model of the
Decentralized System

The proposed system is based on a permissioned
blockchain architecture similar to Hyperledger
Fabric, which is suitable for educational ecosystems
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requiring controlled access and compliance with data
protection regulations [8].

2.2.1 Network Participants

The proposed network includes the following node
types:
=  Validator Nodes - universities and accredited

educational institutions;

= [ssuers - authorities responsible for issuing
digital certificates;

= Holders - graduates and students;

= Verifiers - employers and governmental
organizations;

=  Observer Nodes - regulatory authorities.

Each validator possessesa cryptographic key
pair within a Public Key Infrastructure (PKI) used for
digitally signing transactions [9].

2.2.2 Logical Data Structure

Each educational certificate is represented as a
transaction:

T=(ID,H(C), Sigissuer, Timestamp).

Where:
= ID - unique certificate identifier;
= H(C) - hash of the certificate content;
= Sigissuer - digital signature of the issuing
authority;
= Timestamp - time of issuance.
Blocks are formed as:

Bi=(T1,T2,...,Tm,H(Bk-1)). (3)

Where H(Bk-1) guarantees the immutability of the
blockchain [5].
Where:
= D - unique identifier of the certificate;
= H(C) - cryptographic hash of the certificate
content;
= Sig {issuer} - digital signature of the issuing
authority;
=  Timestamp - time stamp indicating the moment
of certificate issuance.
The block is formed as:

Bk={T1,T2,...,Tm,H(Bk—1)}. (4)

Where H(Bk—1) represents the hash of the previous
block, ensuring the immutability and integrity of the
blockchain structure [5].

)



Proceedings of the International Conference on Applied Innovations in IT (ICAIIT), June 2026

2.3 Consensus Algorithm and
Byzantine Fault Tolerance

To achieve consensus, the Practical Byzantine Fault
Tolerance (PBFT) algorithm is employed, which
ensures correct system operation even in the presence
of malicious nodes [4].

The stability condition of the network is defined
as:

n>3f+1.

(%)

Where:
= 1 -total number of validator nodes;
= f-number of Byzantine (malicious) nodes.

To quantitatively evaluate system resilience, a
Byzantine resilience coefficient is introduced:

KBFT:n_n3f . (6)
The system is considered stable when:
Ksrr >0, (7)

which corresponds to the theoretical principles of
Byzantine Fault Tolerance (BFT) models [6]. The
implemented consensus and verification framework
is consistent with previously established PBFT
optimization, blockchain privacy, and secure
distributed consensus approaches [10]-[12].

2.4 Formal Threat Analysis (STRIDE
Model)

To systematically analyze security risks, the STRIDE
threat modeling methodology is applied [ 13], which
includes the following categories:

=  Spoofing;

= Tampering;

= Repudiation

= Information Disclosure;

= Denial of Service;

= Elevation of Privilege.

Each threat is formalized as the probability of an

event:

ui=Pj, (8)
where P; represents the probability of occurrence of
the iii-th threat.

The integrated system security index is defined as:
S=1-Y5_, wiPi. ©)

Where:
= wi - weight coefficient representing the
impact level of the i-th threat.
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This formulation enables the aggregation of
multiple security threats into a single quantitative
security indicator, facilitating comparative evaluation
of system resilience under different architectural
configurations.

2.5 Mathematical Reliability Model

The reliability of the network is modeled using the
exponential failure distribution:

R(t)=e 7 . (10)

Where:
= )\ - failure rate of network nodes;
= t-system operating time.

For a distributed network, the overall failure
intensity is defined as the average failure rate of all
participating nodes:

DR

n

Amzl'u,‘m'k —
(11)
Where:

= )i - failure rate of the iii-th node;

= - total number of nodes in the network.

Additionally, the probability of certificate
compromise is introduced as:

— f
R.‘mnp =1 (1 p) ) (12)
Where:
= p- probability of compromise of a single node;
= f-numberofmalicious or compromised nodes.

This probabilistic formulation allows the
estimation ofthe likelihood that at least one malicious
node successfully compromises the integrity of the
certificate verification process.

2.6 Simulation Modeling Methodology

To quantitatively evaluate the stability parameters of
the proposed system, a Python-based simulation
framework was implemented, incorporating the
following experimental scenarios:

1) Variationin the proportion of Byzantine nodes

(0-40% of the network).

2) Analysis of network throughput ( Transactions
per Second, TPS).
Simulation of Sybil attacks.
Evaluation of consensus latency.
Monte Carlo modeling of node failures.

3)
4)
5)
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During the simulation process, the following
parameters were varied:
= n€[10] - total number of validator nodes;
= f€[0,0.4n] - number of Byzantine nodes;
= T - transaction arrival rate (transaction
intensity);
= d-network latency.

Each experiment was repeated 1000 times to
ensure statistical robustness and reliability of the
obtained results.

2.7 Performance Evaluation Metrics

To evaluate the performance and resilience of the
proposed blockchain-based system, the following
metrics are introduced:

1) Transactionsper Second (TPS) TPS measures
the network throughput, representing the
number of transactions processed and
confirmed by the system per second.
Consensus Latency (CL) Consensus latency
reflects the average time required for validator
nodes to reach agreement on a new block
within the PBFT consensus protocol.

3) Attack Resistance Index (ARI)

ARI=1 _Pcom )

KpFr

2)

(13)

Where:
=  Pecom - probability of certificate compromise;
= Ksrr - Byzantine resilience coefficient.

This metric evaluates the ability of the system to
resist adversarial attacks, particularly those involving
malicious validator nodes.

4) Network Reliability Index (NRI).

NRI=R(t)-Kgrr (14)

Where:
= Ry - network reliability function;
=  Ksrr - Byzantine resilience coefficient.

The NRI provides an integrated measure of
system reliability, combining the probabilistic
reliability of network nodes with the system’s
resilience to Byzantine behavior.

2.8 Formalization of the Trusted Model
and Cryptographic Integrity

A key component of the proposed architecture is the
formalization of trust through cryptographic
mechanisms. Unlike the institutional trust model
typical of centralized systems, blockchain establishes
a mathematically verifiable trust framework based on
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the properties of one-way hash functions and
asymmetric cryptography [5].

Let an educational certificate be represented as a
data set: C={FIO,Degree,Institution,Date,Metadata}.
To ensure immutability, a cryptographic hash of the
certificate is computed: H(C)=SHA256(C).

The security of the hash function relies on the
following properties:

1) Preimage resistance;
2) Second-preimage resistance;
3) Collision resistance.

The probability of successfully finding a hash
collision can be estimated as:

1
R.‘(}Hisiun ~ W

(15)

which makes the probability of compromise
practically negligible under current computational
capabilities [14].

The digital signature of the issuer is generated as:

Sig:SignSKissuer(H(C))- (1 6)

Where Sigissuer is the private key of the issuing
authority.
The verification process is performed as:

VerifyPKlssuer(Slglssuer,H(C)):True, (1 7)

where PKissuerrepresents the public key of the issuer.
Thus, the integrity of the certificate is ensured
through a two-layer security mechanism, combining
cryptographic hashing and digital signatures. This
dual protection guarantees that any modification of
certificate data immediately results in a hash
mismatch or signature verification failure.

2.9 Formal Threat and Attack Model

To quantitatively evaluate the security level of the
proposed system, a set of threats is introduced:
U={ui,uz,...,us} corresponding to the six STRIDE
categories [13].

Each threat is characterized by the following
parameters:

ui=(P;,Impact;,Detect;). (18)

Where:
=  Pi-probability of occurrence of theiii-ththreat;
= Impactilmpact ilmpacti - potential damage
caused by the threat;
= Detecti - probability of detecting the threat
before it causes damage.

The individual risk index is defined as:

Riski=Pi-Impact;-(1—Detect;). (19)
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The total system risk index is calculated as the
sum of all threat risks:

6

Rmt.‘zf - E R?'Sk{

i=1

(20)

A lower value of Ruws indicates a higher overall
system security level, while higher values reflect
increased exposure to potential attacks.

2.10 Formal Threat and Attack Model
(Continuation)

System stability is achieved under the condition:

1)

where Rureshola 1S determined according to
information security regulatory requirements and
acceptable risk levels.

Rtota1<Rthreshold.,

2.11 Byzantine Behavior Model of
Network Nodes

To analyze the impact of malicious nodes, validators
are modeled as random variables:

11
X, =
{01

The total number of Byzantine nodes in the
network is therefore:

if node i behaves Byzantine

(22)

otherwise

Pr;m‘rl:(.‘t = P (Z X'! 2 2f } 1) (23)
i=1
For binomial distribution:
- n k, n—k
R.‘oﬂ'(:(.'i - Z k (1 p) P (24)

k=2f+1
where p is the probability of Byzantine behavior ofa
node.
The critical point of the system is defined as:
1
Peritical = =

3

>

which is consistent with the BFT theory [4].

(25)

2.12 Stochastic Model of Network
Reliability

Node failures are modeled as a Poisson process,
which is commonly used for reliability analysis of
distributed systems.
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The probability of observing kkk failures during
time interval ttt is given by:

- (/\t)ke—)n‘.

P(k,t) = =

(26)

where:
= ) - failure rate of nodes;
= t-system operating time.

The mean time between failures (MTBF) is
defined as:

(/\t)ke_’“’
k!

Pk, t) = (26)

1
MTBF = (27)

For a distributed network consisting of nnn nodes,
the effective failure rate becomes:

Rm:t‘wm'k (t) =1 r (F(t) > fma.;:)’ (28)
/\nem.lurk = Z /\i (29)
i=1 s
or, assuming homogeneous nodes,
’\mﬂiu}a'{'k - ﬂ,).’ (30)

The reliability function of the distributed system
is therefore:

R(t) = e_A,u_m-w;\f' (31)

Thus, the overall network reliability depends on
the maximum number of simultaneously tolerable
failures, which determines the robustness of the
consensus mechanism.

2.13 Simulation Model (Python-Based
Simulation Framework)

The simulation environment was implemented as an
agent-based model, where each node is represented as
an independent object characterized by the following
parameters:

= status (honest / Byzantine);

= response latency;

= node failure probability;

= cryptographic validity.

Each validator operates as an autonomous agent
interacting with other nodes during the consensus
process.
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1) Consensus Round Algorithm;
A single consensus round in the PBFT protocol

consists of the following stages:

1) Transaction generation;
Pre-prepare message broadcast;
Prepare message broadcast;
Commit message broadcast;
Block finalization.

This sequence reflects the standard PBFT
message exchange protocol ensuring agreement
among validators.

2) Consensus Latency Model;

The total time required to complete a consensus

round is defined as:

(32)

Tconsensus:Tnetwork+Tverificati0n+Tpropagati0nA )

where:
" Thework- communication delay betweennodes;
®  Tyerification - time required for cryptographic
validation;
= Tpropagation - message propagation delay across
the network.

Network latency is modeled as a normally
distributed random variable:

Tnetwork"’N(}/l,(D), (3 3)

where:
= - mean network delay
= ¢? - variance of the network latency.

3) Monte-Carlo Stability Evaluation.
To evaluate system robustness under stochastic
conditions, Monte-Carlo simulation was employed:

N
E[Metric] = % oM (34)
i=1

where:
= N - number of simulation runs;
= [ - indicator variable equal to 1 if the system
remains stable during simulation i, and 0
otherwise.

In this study, the experiments were repeated:
N=1000 to ensurestatistical reliability of the obtained
results.

2.14 Scalability Metrics

To evaluate the scalability of the proposed
architecture, several key performance indicators were
introduced.
1) Network Throughput. Network throughput is
measured as the number of processed
transactions per second:
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TPS:NtransactionsTtotal, (3 5)
where:
®  Niansacions - total number of processed
transactions
= Tl - total execution time.

2) PBFT Communication Complexity. In PBFT-
based networks, the communication overhead
grows quadratically with the number of

validators:

Complexity=0(n?). (36)

This quadratic complexity reflects the all-to-all
communication pattern required for consensus
message exchange among validator nodes [4].

As a result, increasing the number of validators
improves fault tolerance and decentralization, but
may reduce transaction throughput due to higher
communication overhead.

2.15 Sybil Attack Model

To analyze the impact of identity-based attacks, the
Sybil attack model is introduced. In such attacks, a
malicious participant creates multiple fake identities
(pseudo-nodes) to gain disproportionate influence
over the network.

The number of pseudo-nodes is defined as:

S=an, (37)

where:
= n - total number of nodes in the network;
= @a€[0,1] - fraction of nodes controlled by the
attacker.

The probability of network takeover can be
approximated as the probability that the attacker
controls more nodes than the tolerated Byzantine

threshold:
Pcapture=P(S>f), (38)

where:
= { - maximum number of malicious nodes
tolerated by the consensus protocol.

For PBFT-based systems, this threshold is defined
as:
f<§. (39)

Therefore, the probability of a successful Sybil
takeover can be expressed as:
Pcapturc:P((Xn> g), (40)

which simplifies to:
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Pcapture:P((1> g)

(41)

In permissioned blockchain environments, the
probability of such attacks is significantly reduced
due to Public Key Infrastructure (PKI)-based identity
verification mechanisms. Each validator must possess
a cryptographically verified identity issued by a
trusted authority, preventing unauthorized creation of
multiple identities [8].

As a result, the Sybil attack surface in
permissioned educational blockchain networks is
substantially minimized.

2.16 Sybil Attack Model

The number of pseudo-nodes created by an attacker
is defined as:
S=an, (42)
where:
= n - total number of nodes in the network;
= a€[0,1] - fraction of nodes controlled by the

attacker.

The probability of network takeover is defined as
the probability that the number of pseudo-nodes
exceeds the tolerated number of Byzantine nodes:

Pr.'rzpfuﬂ-.' = P(S = f}, (43)
where:
= f - maximum number of malicious nodes
tolerated by the consensus protocol.

For PBFT-based systems, the Byzantine tolerance
condition is:
n
<=
f: 5 (44)
Therefore, the probability of a successful Sybil
attack can be expressed as:

n
Puakewer = P(S + £ > 3) (45)
In permissioned blockchain environments, the
probability of such attacks is significantly reduced
due to the use of Public Key Infrastructure (PKI) for
node authentication. Each validator must possess a
cryptographically verifiable identity issued by a

trusted authority, which prevents the creation of

multiple pseudonymous identities and thereby
mitigates Sybil attacks [8].

2.17 Latency and Delay Estimation

The latency of block confirmation is an important
parameter influencing the performance and stability
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of the distributed consensus process. The average
block delay is defined as:

N

- 1

Thioer: = N Z T; (46)
i—1

where:
= Ti- latency of the iii-th block confirmation;
= N - number of observed consensus rounds.

The standard deviation of block latency is
calculated as:

N
1 _
or = J N E (T; — Thioer)?

i=1

(47)
where:
= or - standard deviation of latency;
= T ok - average block delay.

High variance in latency may lead to temporary
fragmentation of the consensus process, causing
delays in block finalization and potential
inconsistencies in transaction ordering across
validator nodes.

2.18 Integrated System Stability Index

To evaluate the overall robustness of the proposed
architecture, an integrated system stability index is
introduced:

SI=Kpgpr-R(t)-(1— Rmmg}’ (48)
where:
=  Ksrr - Byzantine fault tolerance coefficient;
= R(t) - reliability function of the network over
time;
= Rtotal - aggregated system risk derived from
the STRIDE threat model.

The system is considered stable when the following
condition is satisfied: SI>0.75.

This threshold indicates that the combined effects
of Byzantine resilience, network reliability, and risk
mitigation provide a sufficiently secure and robust
operational environment for the decentralized
educational certificate system.

2.19 Statistical Validation of Results

To ensurethe statistical reliability and robustness of
the obtained results, several statistical methods were
employed:

= 95% confidence interval (CI);

=  Student’s t-test;

= Analysis of variance (ANOVA).
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The confidence interval for the estimated parameter
is calculated as:

S

CI =T _L ta,-"Q \/E ’

(50)
where:
= X -sample mean;
= s -sample standard deviation;
= n-sample size;
=  te2,n-1 - critical value of the Student’s t-
distribution at the significance level a.

This statistical framework ensures that the
simulation outcomes are statistically significant and
reproducible, allowing reliable comparison of
different network configurations andattack scenarios.

2.20 Methodological Limitations

Despite the robustness of the proposed framework,
several methodological limitations should be
acknowledged:

1) The assumption of independent node failures,

which may not always hold in real distributed
networks where correlated failures can occur.
The limitations of the PBFT consensus model,
particularly its quadratic communication
complexity and scalability constraints in large
validator networks.
The simulatednature of attack scenarios, which
may not fully capture the complexity and
unpredictability of real-world adversarial
behavior.

2)

3)

Nevertheless, the chosen methodology ensures
reproducibility and statistical validity of the results,
providing a reliable basis for evaluating the security
and reliability of the proposed blockchain-based
educational certificate system.

3 RESULTS

3.1 General Characteristics of the

Experimental Environment

The simulation experiments were implemented in
Python using stochastic generation of Byzantine
nodes, network delays, and transaction workloads.
Each experiment was repeated 1000 times to ensure
statistical reliability of the obtained results.

The number of validator nodes varied within the
following range:

n€e[10,100]. (51)
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The proportion of Byzantine nodes varied from
0% to 40% with a step of 5.0%.
The transaction arrival rate was modeled as a Poisson
process:

Ax€[50,1000]. (52)

Network latency was modeled using a normal
distribution:

d~N(50 ms,102). (53)

Thus, the obtained results reflect system behavior
under conditions approximating realistic educational
digital infrastructure environments.

3.2 Byzantine Fault Tolerance

The firststage of the analysis focused on verifying the
theoretical PBFT stability threshold, defined by the
condition:
n>3f+1, (54)
where:
= - total number of validator nodes;

= f-number of Byzantine (malicious) nodes.

This threshold determines the maximum proportion
ofmaliciousnodes that the network can tolerate while
maintaining consensus correctness. The simulation
experiments evaluated system stability under varying
Byzantine node proportions in order to empirically
validate the theoretical PBFT resilience condition.

Figure 2 illustrates the relationship between the
probability of achieving correct consensus in a
permissioned PBFT-based network and the
proportion of Byzantine validators f/n. The
theoretical curve (approximation) demonstrates a
characteristic threshold effect: when the fraction of
Byzantine nodes is low, the probability of correct
consensus remains close to one, since the majority of
honestvalidators ensures consistent block agreement.
The Monte Carlo simulation points confirm the
system’s stability in the region f/n<0.30, where high
reproducibility of results and minimal deviations
fromthe theoretical behavior are observed, consistent
with the principles of Byzantine Fault Tolerant (BFT)
models [4].

As the proportion of Byzantine nodes approaches
the critical threshold f/n~=1/3 (indicated by the vertical
dashed line), the probability of successful consensus
decreases sharply. This reflects a fundamental
limitation of PBFT: when the threshold 1/3 is
exceeded, the network loses the ability to guarantee
correct block finalization because it becomes
impossible to forma sufficienthonest majority for the
prepare and commit stages of the protocol [4]. In the
range 0.33<f/n<0.40, the probability of correct
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consensus approaches zero, which can be interpreted
asa transition of the systeminto anunstable operating
regime. These findings highlight the necessity of
organizationaland cryptographic membership control
mechanisms (e.g., PKI-based validator authentication
and strict admission policies) to maintain the
parameter f/n below the critical threshold in practical
educational blockchain deployments [8].
The simulation results demonstrate that:
When {<0.3n, the probability of correct
consensus completion exceeds 0.97.
In the interval 0.3n<f<0.35n, a sharp decline in
system stability is observed.
When >0.4n, the probability of correct
consensus approaches zero.

The empirically estimated critical threshold is:

Pcriticalempirica 1:034, (55)

which closely matches the theoretical value of 1/3
predicted by PBFT theory [4].

The standard deviation of simulation results
within the stable region was:

6=0.012, (56)

confirming the statistical robustness and consistency
of the simulation model.

3.3 Network Throughput (TPS)

The second stage of the study focused on evaluating
the scalability and performance of the network,
particularly the relationship between the number of
validators and the achievable transaction throughput
(Transactions per Second, TPS).

Figure 3 presents the relationship between
network throughput (Transactions Per Second, TPS)
and the number of validators n in a permissioned
blockchain system using the PBFT consensus
algorithm. The empirical points obtained from
simulation experiments demonstrate a consistent
decreasein TPSas the number of validators increases.
The approximation curve reflects the nonlinear
degradation of performance, which corresponds to the
theoretical communication complexity of PBFT
proportional to: O(n?).

This quadratic relationship arises from the
requirement for all-to-all message exchange among
validator nodes during consensus phases [4]. When
n=10, the system achieves maximum throughput of
approximately 800-850 TPS, whereas at n=100n =
100n=100 the throughput decreases by more than
three times.

The obtained results confirm the fundamental
trade-off between security and performance:
increasing the number of wvalidators improves
decentralization and Byzantine fault tolerance but
simultaneously increases the number of inter-node
communications and consensus latency [4], [8]. In
practical educational blockchain deployments, the
optimal validator range lies between 20 and 40 nodes,
where a balance between attack resilience and
acceptable TPS is achieved. Thus, the figure
highlights the importance of adaptive architectural
design that accounts for scalability requirements and
expected transaction loads within digital educational
infrastructures.
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Figure 2: Dependence of correct consensus probability on the share of byzantine nodes.
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Figure 3: Dependence of TPS on the number of validators.

The simulation results demonstrate the expected
quadratic performance degradation with increasing
numbers of nodes, consistent with PBFT complexity:
O(n?).

Key Results:

=  When n=10: TPS = 850;
When n=30: TPS = 620;
When n=60: TPS = 390;
When n=100: TPS=210.

Thus, the optimal validator range for a national

educational blockchain network is:
n€[20,40], (57)

which ensures a balance between system security and
computational efficiency.

3.4 Consensus Latency

The average block finalization time was measured as:

Tconsensus=145 msfor n=30. (58)

When the number of validators increased to 100
nodes, the consensus latency increased to:

Tconsensus=410 ms. (59)

The 95% confidence interval for the baseline
configuration was:

CI=145+7.2 ms. (60)

The increase in latency is primarily explained by
the growing number of communication rounds
required among validators during PBFT consensus
stages [4].
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3.5 Sybil Attack Model

In the permissioned blockchain environment, the
probability of a successful Sybil attack was
statistically insignificant:

Ptakeover<0.02, (61)

under the condition of mandatory PKI-based
authentication for validator nodes.

This result confirms the effectiveness of
cryptographic identity management mechanisms in
preventing unauthorized node replication [8].

3.6 Probability of Certificate
Compromise

The probability of certificate compromise is modeled
as:

Peomp=1—(1-p)f, (62)

where ppp represents the probability of compromise
of a single node.
For the case:

p=0.05,=0.3n p = 0.05, (63)
the resulting probability becomes:
Pcomp:0.14. (64)

However, due to distributed verification and
cryptographic immutability, the actual probability of
modifying a certificate without detection was
estimated as:

Pundetected<0.0 1 5 (65)
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which confirms the strong cryptographic integrity of
the system [14].

3.7 Network Reliability Over Time

The network reliability function is defined as:

R(t)=e—At. (66)
For a failure rate:
2=0.002, (67)
the reliability over one year becomes:
R(1 year)=0.982. (68)

Even when the failurerate doubles, the reliability

remains high:
R=0.964. (69)

These results demonstrate the robustness of the
distributed architecture over long operational periods.

3.8 Integrated Stability Index

The overall stability indicator is calculated as:

SI=Ksrr-R(t)*(1—Reotar). (70)

For the baseline scenario:
S1=0.87, (71)
which significantly exceeds the stability threshold:
SI>0.75, (72)

indicating a high level of system robustness.

3.9 Monte Carlo Analysis

The Monte Carlo simulation (1000 iterations)
produced the following statistical results:

=  Mean TPS value: 612;

= Standard deviation: 18.4;

= Coefficient of variation: 2.9%.

These results indicate high reproducibility and
stability of the simulation outcomes.

3.10 Comparison with the Centralized
Model

Although the blockchain-based system exhibits
slightly higher latency due to the multi-round PBFT
consensus protocol, it provides a significantly higher
level of security and resilience.

Thus, the results confirm:
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1) The theoretical PBFT threshold (1/3 Byzantine
nodes).

2) High cryptographic integrity and tamper
resistance.

3) Predictable performance characteristics under
varying network sizes.

4) The effectiveness of the permissioned

blockchain model for educational ecosystems.

Table 2 demonstrates a comparison of key
reliability indicators between a centralized
educational certificate storage system and the
proposed permissioned blockchain architecture. The
most significant difference is observed in the
probability of complete system failure. Centralized
systems exhibit a substantially higher failure risk due
to the presence of a Single Point of Failure [2],
whereas distributed architectures reduce this risk
through node redundancy and consensus
mechanisms.

Table 2: Comparative analysis of system reliability.

Indicat Centralized Blockchain
ndicator System Model
Probability (?f total 012 001
system failure
Probability of
certificate forgery 0.18 <0.01
Average latency 80 ms 145 ms
Trust model Institutional | Cryptographic

A similar pattern is observed in the probability of
certificate  forgery. In centralized systems,
unauthorized modification of records may occur if
administrators or databases are compromised. In
contrast, blockchain architectures ensure
cryptographic ~ immutability and  collective
verification, making unauthorized data modification
practically infeasible [5], [14], [15].

Although blockchain systems demonstrate
slightly higher average latency due to the multi-round
PBFT consensus protocol [4], [16], the significant
gains in security, transparency, and trustworthiness
compensate for the increased processing time. While
centralized systems rely on institutional trust,
decentralized systems establish mathematically
verifiable trust mechanisms based on cryptography
and Byzantine fault tolerance [8].

Therefore, the comparative analysis confirms that
for national or transnational digital educational
credential infrastructures, the distributed blockchain
architecture represents a more secure and resilient
solution against both technical and organizational
threats.
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Figure 4 illustrates the temporal dynamics of the
reliability function of the distributed network,
described by the exponential model:

R(t)=e—\t, (73)

for different values of the failure intensity parameter
A. The baseline scenario (A=0.002) demonstrates only
a minimal decline in reliability during one year of
operation: the value of R(t) remains above 0.998,
indicating a high level of robustness of the
permissioned blockchain architecture under normal
operating conditions. When the failure intensity is
doubled (A=0.004), a more noticeable but still
moderate decrease in the reliability indicator is
observed. This confirms the sensitivity of the model
to the failure-rate parameter while still maintaining
overall system stability.

In the stress scenario (A=0.006), the decrease in
R(t) becomes more pronounced. However, even
under increased failure intensity, the network
maintains a high reliability level (above 0.992 overa
one-year horizon). This highlights a significant
advantage of distributed architectures compared with
centralized systems, where the failure of a central
node may lead to complete service
unavailability [2], [17].

The exponential behavior of the reliability curves
confirms the validity of the applied stochastic model
and demonstrates the predictable evolution of
network reliability over time. Such predictability is
particularly important for the long-term storage and
verification of digital educational certificates within
national and transnational educational
ecosystems [13].
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Figure 4: Network reliability over time R(t).
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The results demonstrate a monotonic decrease in
ARI as the fraction of malicious nodes increases.

Figure 5 illustrates the relationship between the
Attack Resistance Index (ARI) and the proportion of
attacking/Byzantine nodes f/n in a permissioned
blockchain network. The solid curve represents the
ARI values calculated using the analytical model
based on the relationship between the probability of
compromise Pcomp and the Byzantine resilience
coefficient Kgrr, while the discrete points correspond
to the results obtained from Monte Carlo simulations.

When the attack shareis low (0-10%), the index
remains close to 1, indicating that the system
maintains a high capacity to preserve data integrity
and correct transaction processing even in the
presence of a limited number of adversarial
participants [14].

As the proportion of Byzantine nodes approaches
the theoretical PBFT threshold f/n=1/3 (shown by the
vertical dashed line), the ARI decreases significantly
faster. This reflects the increasing probability of
consensus disruption or data compromise when the
network no longer maintains a sufficiently large
honestmajority [4]. In the interval 0.33<f/n<0.40, the
index approaches low values, indicating a transition
of the system into a practically unstable regime. Even
in permissioned environments with controlled
membership, maintaining f/n below the critical
threshold requires strengthened organizational and
technical safeguards, including strict validator
admission policies, cryptographic key audits,
hardware security modules (HSM), key rotation
mechanisms, anomaly monitoring, and additional
certificate verification layers [8].

Table 3 presents the aggregated statistical results
of Monte Carlo simulations, conducted through 1000
independent iterations to evaluate the reliability and
performance of the proposed permissioned
blockchain system for educational certificates.

The mean TPS value is 612.4 transactions per
second, with a standard deviation of 18.4, indicating
high reproducibility and low variability of the
simulation results. The probability of correct
consensus remains at 0.973 with minimal variance,
confirming the stability of the PBFT consensus
algorithm within the allowable range of Byzantine
nodes [4].

Similarly, the network reliability indicator R(t)
exhibits very low statistical dispersion, supporting the

validity of the stochastic failure model applied in the
study.

The Attack Resistance Index (ARI), with an
average value of 0.842, indicates a high level of
resilience against combined attack scenarios,
provided that the condition f/n<1/3 is satisfied. The
narrow 95% confidence intervals observed across all
key metrics confirm the statistical significance of the
results and validate the reliability of the simulation
framework.

Overall, the Monte Carlo analysis demonstrates
that the proposed architecture exhibits not only
theoretical robustness but also empirically verified
resilience, which constitutes a critical argument for
deploying the system within national and
international educational digital infrastructures [§],
[14],[18].

Figure 6 presents a comparison of the
probabilistic indicators of key risks for a centralized
educational certificate storage system and the
proposed permissioned blockchain architecture. The
most notable differences are observed in the
probability of complete system failure and certificate
forgery. The centralized model demonstrates
significantly higher risk values due to the presence of
a single point of failure and the administrative
vulnerability of centralized databases [2]. In contrast,
the distributed model exhibits minimal values for
these risk indicators due to the mechanisms of
Byzantine fault tolerance and cryptographic
immutability of records [4], [5], [15].

An additional advantage of the blockchain
architecture lies in the reduced risk of undetected
compromise and insider data manipulation. In
centralized environments, an attacker who obtains
privileged access may modify records without
collective verification. In distributed systems,
however, any modification requires consensus
confirmation by validators, which dramatically
reduces the likelihood of hidden manipulation [8].
Although the risk of personal data leakage cannot be
entirely eliminated, it is significantly minimized
through the use of distributed storage of hashed
records rather than direct storage of certificate
content. Overall, the graphical comparison confirms
the structural superiority of the blockchain model in
terms of resilience to systemic and organizational
threats.

Table 3: Monte Carlo statistics (1000 Iterations).

Metric Mean Value | Standard Deviation (5) | Variance | 95% Confidence Interval
TPS 612.4 18.4 338.6 [608.8;616.0]
Correct Consensus Probability 0.973 0.012 0.000144 [0.971; 0.975]
Attack Resistance Index (ARI) 0.842 0.021 0.000441 [0.838; 0.846]
Consensus Time (ms) 145.3 7.2 51.8 [143.9; 146.7]
Network Reliability R(HR(H)R(t) 0.982 0.004 0.000016 [0.981;0.983]

471



Proceedings of the International Conference on Applied Innovations in IT (ICAIIT), June 2026

Risk (Probabiity)

Risk of Total Shutdown

1.004

098+

0.96 1

0.944 —
0.02-

0.00 -

Risk of Certificate Fraud  Risk of Insider
Compromise

B Centralized Model
£ Blockchain Model

Risk of Unauthorized Risk of Data Breach

Modification

Figure 6: Risk comparison between centralized and blockchain models.

4 DISCUSSION

4.1 Interpretation of Key Results

The obtained results demonstrate strong agreement
between the theoretical principles of Byzantine fault
tolerance and the empirical findings of the simulation
experiments. In particular, the critical stability
threshold f/n=1/3, predicted by PBFT theory [19],
was confirmed through Monte Carlo experiments.
When this threshold is exceeded, the probability of
correct consensus decreases sharply. This confirms
the validity of the mathematical model and the
adequacy of the architectural assumptions.

It is importantto notethat system stability exhibits
a nonlinear behavior. In the range f/n<0.30, the
system demonstrates a plateau of high stability.
However, as the parameter approaches the critical
threshold, a phasetransitiontoward instability occurs.
Such behavioris typical for distributed systems with
threshold-based decision mechanisms and highlights
the importance of maintaining a controlled validator
membership structure in educational blockchain
networks [6].

4.2 Trade-off Between Security and
Performance

The analysis of TPS dependence on the number of
validators revealed a classical trade-off between
decentralization and system performance. Increasing
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the number of validators improves resilience against
attacks but leads to a quadratic growth in
communication complexity within the PBFT
protocol: O(n?).

From a practical perspective, this implies that
national educational networks should avoid excessive
validator fragmentation. The optimal range of 20-40
validator nodes ensures sufficient Byzantine
resilience while maintaining an acceptable level of
TPS. Unlike public blockchain networks, educational
infrastructures can employ a permissioned model,
allowing strict control over participant membership
and reducing the probability of Sybil attacks [9].

4.3 Reliability Over Time

The exponential reliability model R(t)=e—At
demonstrated high network robustness even under
increased failure rates. This property is particularly
important for educational certificates, which must
remain accessible for decades.

In centralized systems, long-term storage often
involves risksrelated to infrastructure obsolescence,
data migration errors, and archive loss [2],[17]. In
contrast, distributed architectures mitigate these risks
through replication of blocks across multiple nodes,
significantly reducing the probability of total
information loss. Consequently, the blockchain
model demonstrates a clear advantage in terms of
long-term digital preservation of educational
achievements [5].
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4.4 Practical Applicability in National
Educational Systems

The proposed architecture can be integrated into:
= national diploma registries;
= university accreditation systems;
* international academic mobility platforms.

The permissioned approach ensures that only
accredited institutions participate in the network,
aligning with regulatory requirements for personal
data protection and academic verification [8].

An additional advantage is the possibility ofusing
smart contracts for automatic diploma verification by
employers without requiring direct communication
with universities.

4.5 Regulatory and Legal
Considerations

Despite the technological advantages, the
implementation of blockchain systems in education
requires careful consideration of legal frameworks,
including:

1) Compliance with GDPR and national data
protection regulations.

2) Definingthe legal status of validator nodes as
data-processing entities.

3) Legal recognition of digital signatures.

4) Mechanisms for certificate revocation or

updates.

Special attention must be given to the “right to be
forgotten”, since blockchain immutability may
conflict with requirements for deleting personal data
[20]. One possible solution is to store only certificate
hashes on the blockchain, while keeping the actual
certificate data off-chain.

4.6 Limitations of the Study

Despite the comprehensive nature of the analysis,
several limitations remain:
=  The use of PBFT as the primary consensus
algorithm without comparison to alternatives
(e.g., Raft, HotStuff).
= The assumption of independent node failures.
= The simulation-based nature of attack
modeling without real-world cyberattack
datasets.
= The absence of experimental deployment in a
real educational infrastructure.
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Future studies may expand the model by
incorporating hybrid consensus algorithms and
dynamic validator management mechanisms.

4.7 Strategic Implications

From the perspective of digital transformation in
education, the implementation of blockchain-based
systems can:
= increase
diplomas;
= reduce administrative costs;
= minimize fraud and document forgery;
= enhance transparency of academic mobility
processes.

international trust in national

Therefore, the proposed model not only
demonstrates theoretical resilience butalso possesses
significant strategic potential for digital educational
governance.

5 CONCLUSIONS

This study aimed to develop and formalize a security
and reliability model for a decentralized educational
certificate system based on a permissioned
blockchain architecture. Unlike existing conceptual
approaches, the study introduced an integrated
mathematical and simulation framework, combining
the PBFT Byzantine fault tolerance algorithm,
stochastic reliability modeling, cryptographic
protection mechanisms, and Monte Carlo analysis of
system resilience to attacks.

The results confirm that when the threshold
f/n<1/3 is maintained, the probability of correct
consensus remains consistently high, aligning with
the theoretical principles of Byzantine Fault
Tolerance [4], [6], [19]. Simulation experiments
demonstrate that the system remains stable even
under moderate proportionsof malicious nodes, while
the integrated stability index (SI) exceeds the critical
threshold of 0.75 in baseline scenarios. These
findings highlight the practical feasibility of the
proposed architecture for national and transnational
educational infrastructures.

Performance analysisrevealed the existence of a
trade-off between decentralization and network
throughput. Increasing the number of validators leads
to higher communication complexity O(n?), which
reduces TPS but improves resilience against attacks.
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The optimal validator range 0of 20-40 nodes provides
a balance between security and computational
efficiency. Consequently, the permissioned model
appears more suitable for educational ecosystems
than public blockchain networks [8].

The stochastic reliability model demonstrated the
long-term robustness of the distributed architecture.
Even under increased failure rates, the system
maintains a reliability level above 0.98 over a one-
year horizon, significantly outperforming centralized
systems that suffer from a single point of failure [2].
This characteristic is particularly important for the
long-term preservation of educational certificates.

Comparative risk analysis indicates that the
blockchain model significantly reduces the
probability of certificate forgery, complete system
shutdown, and undetected data compromise.
Cryptographic immutability, distributed consensus,
and controlled validator access form a
mathematically  verifiable trust mechanism,
surpassing the institutional trust model of centralized
systems [5], [14], [18], [20].

The practical significance of this research lies in
the potential integration of the proposed architecture
into national diploma registries, accreditation
systems, and international academic mobility
platforms. The use of smart contracts and digital
signatures enables automated verification processes,
reduces administrative overhead, and enhances
transparency within the educational ecosystem.
Modern  blockchain  infrastructures  support
decentralized trust management, distributed
validation, and secure digital asset verification
mechanisms [17]-[19], [21], [22].

Nevertheless, the study has limitations related to
the use of a single consensus algorithm (PBFT),
assumptions of independent node failures, and the
simulated nature of attack scenarios. Future research
directions include:

= comparative analysis of alternative consensus
algorithms (HotStuff, Tendermint, Raft);

= development of hybrid models for dynamic
validator management;

= pilot implementations in real educational
institutions;

= evaluation of economic efficiency and ESG
impacts of digital credential registries

Overall, the proposed model demonstrate.s thata
blockchain-based decentralized architecture can
serve as a reliable, scalable, and cryptographically
secure foundation for digital educational certificates,
establishing a robustinfrastructure of trust in the era
of global digital transformation in education.
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