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Because online shopping has grown so quickly, what people say about products in online reviews now has a
huge impact on what people buy. Unfortunately, fake reviews are a big issue, as they can trick shoppers, harm
a company's good name, and make the market unfairly skewed. This research presents a way to find these
fake reviews in Amazon reviews specifically, and it uses both the words in the review plus how positive or
negative the review feels. The system works by merging RoBERTa-Large (which understands the context of
words) with VADER (which measures emotional tone), andthen using a Transformer encoder, a BIGRU layer,
a way of focusing on important information (an attention mechanism), and finally, layers of fully connected
classifiers. Amazon reviews were used for this because of their sheer number, the fact they come from the
actual world, and how often they’re used by others studying fake review spotting. Testing showed the
RoBERTa-Large, VADER and BiGRU combination did very well; The proposed model achieved 95.45%
accuracy and 0.9898 ROC-AUC across roughly 4 million Amazon reviews. What this shows is that
combining a deep understanding of what words mean in their context with the positivity or negativity
expressed in the review improves finding fake reviews, and gives a reliable method for looking at lots of

reviews on big online shops.

1 INTRODUCTION

E-commerce has grown extremely quickly lately, and
as a result, how businesses do things has changed a
lot from the old ways to being done on the internet.
Online shopping sites let people look at items, read
what other buyers think, and then decide what to buy
with a better understanding of things. What people
say in their reviews of products are hugely important
for what customers do; they give you an idea of how
good the product is, what it's like to use, and have a
big effect on whether or not someonebuys it [1],[2]
However, even though reviews are so important, they
aren't always what they seem. Because people are
depending on customers to create the content, lots of
fake reviews are appearing, designed to trick you.
These can be complimentary to push certain items, or
bad to harm companies that are competing. This kind
of dishonesty lowers how much people trust online
sites and has a bad effect on both the people buying
and the businesses [3]-[5]. Finding fake reviews is
now a central difficulty for those in data mining,
natural language processing (NLP), and machine
learning. Older ways of finding them often don't work
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when people sending out the fake ones get clever,
blending in fake with real opinions or acting like
normal customers. It’s still difficult and complex to
locate fake reviews within massive amounts of
information [6]-[8]. The set of Amazon reviews is
often used to test techniques for identifying them as
it’s a massive, actual-world data source. It contains
millions of opinions on a huge range of products and
a good deal of thorough description, detailsofuse and
user experience. Because of this, it’s a good way to
assess how well 'systems' for detection perform in
normal circumstances. This project tries to deal with
the problem of fake reviews by using a blend of
looking at the meaning of the text and what emotions
are in it [5], [9]-[11]. This project tries to deal with
the problem of fake reviews by using a blend of
looking at the meaning of the text and what emotions
are in it. The research employs complicated deep
learning, including aspects which assess positivity or
negativity, to hopefully make identifying misleading
reviews both more accurate and consistent. The
performance of this new system will be examined
using Amazon review data to show how it operates in
a realistic situation.
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2 RELATED WORK

Loads of people are now focused on spotting fake
reviews, and for good reason: they really affect how
we shop online and whether we trust what we read.
Lots of different waysto do this have been suggested
in the past, fromolder style machine learning, to deep
learning, to methods using transformers, looking at
the feeling in the writing (sentiment analysis), and
combinations of these. This part of the work looks
over those previous studies to find out what the main
methods are, what each does well, where they fall
short, and how the work I’m presenting in this thesis
will make detecting fake reviews better. Sikarwar and
Tiwari found in 2020 that a Linear SVC model
correctly identified whether Amazon reviews were
positive ornegative 91% ofthe time. Nguyen in 2023
got around 87.9% accuracy with TF-IDF and SVC
together. What Nguyen and Gupta and Sharma (2023)
discovered, [12], [13] is that Linear SVC is a good
way to do sentiment analysis on Amazon reviews.
After that, researchers started to use more complex
“deep learning” methods, in order to get at, and
pinpoint, finer details within the review text. Hajek et
al. (2020) got 89.8% accuracy and an AUC0f96.5 by
mixing n-gram  characteristics, = Word2Vec
embeddings, and information about emotional tone
with CNNs and DFFNNSs. Also, Li etal.(2023) found
that LSTMs did abetter job thanolder SVM methods,
hitting roughly 91% accuracy [14], [15] Newer
research has looked at techniques built around
transformers, or which blend transformer approaches
with other methods. For instance, Salminen et al.

(2022) introduced fake RoBERTa and got 96.6% of
questions right (as in, were 96.6% accurate) [16]. He
etal. (2024) used characteristics of the network itself
to get86%accuracy and a93% Area Under the Curve
(AUCQ), [17]. Hashmi and Yayilgan (2024) merged
Fast Text with a group of multiple models (an
ensemble), and that got 93 to 94% accuracy [18].
Finally, Geethaetal.(2025) improved ona DeBERTa
model and managed to achieve up to 98% accuracy,
along with a 97% AUC [19]. The following Table 1
summarizes the research works completed on the
Amazon Dataset and their final results.

3 RESEACH GAP

Past research has shown some good progress in
finding fake reviews, but there are still problems.
Older machine learning methods, for example
Support Vector Machines with TF-IDF or document-
term matrices, rely heavily on textual features people
have specifically designed. These don't really grasp
the more subtle meanings within the review’s
wording [12], [13], [20]. Deep learning techniques
like CNNs, DFFNNs and LSTMs have gotten better
at identifying fakes by pickingup on complicated
patterns in the text. Yet a lot of these systems still
concentrate on the text itself, and don'tuse a review’s
positive or negative feeling, or the emotional
coloring, as extra ways to spot a dishonest
review[14],[15]. RoBERTa and DeBERTa, both built
onthetransformeridea,are very goodatspotting fake
reviews.

Table 1: Summary of related research works based on amazon dataset.

Ref. Year of . No. of Accuracy Result
T No Study Model / Method Name Dataset Version Samples ACC AUC
1 [12] 2020 Linear SVC Amazon Reviews ~ 91% 91%
2 | 11s] | 2020 CNN/DFFNN Amazon + ~ 89.8% | 96.5%

TripAdvisor
3 [16] 2022 fakeRoBERTa Amazon (40K) 96.6% 96.6%
Amazon + o

4 [13] 2023 SVC+TF-IDF TripAdvisor ~ 87.9% ~
5 [20] 2023 Linear SVC Amazon Reviews ~ 91% 90%
6 [14] 2023 LSTM Amazon [@Y%)) 91% ~
7 [17] 2024 Random Forest Amazon Product ~ 86% 93%
8 [18] 2024 FastXCatStack Amazon (150K) 94% ~
9 [21] 2024 SVM+TF-IDF Amazon (40K) 93% ~
10 | 191 [ 2025 MBO-DeBERTa Amazon (21K) 98% 97%
1| - 2026 ROBERTT;%%‘?UWADER Amazon 4M 0.9545 | 0.9898
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However, finding them s still hard, as fakes are
commonly written much like actual, honest opinions.
To cover their tracks, those posting fake reviews
might sprinkle them among legitimate ones, or even
act like typical customers, and this makes it harder to
tell what’s what. Plus, detecting fake reviews in the
mess of information you get from the real world is
complicated by thingslike inaccuratetagson reviews,
having far more real than fake ones (or vice versa),
spammers constantly changing their techniques, and
genuine and deceptive reviews
using a lot of the same kinds of wording and
characteristics [22]-[24].

We still need a really strong way to mix
understanding what words mean in their situation
with figuring out how people feel about something.
This project fills that need by suggesting a combined
deep learning system. This method looks at what the
review actually says and also whether it’s positive,
negative, or neutral. When we put together the
meaning of the words withthe reviewer’sopinion, the
system is much better at finding fake Amazon
reviews;it’s both more you can count on and does the
job well.

4 METHODOLOGY

To find fake reviews, this system does everything in
order. First it gathers and gets the review dataready,
then it pulls out important characteristics (features),
builds a system to work with those characteristics (a
model), and finally sees how well the system does.
Essentially, it’s designed to spot deceptive Amazon
reviews by looking at what the review says and also
figuring out if it’s saying something good, bad, or
somewhere in between. The process has these parts:
we get the data ready, clean up the text, do a VADER
analysis to understand the sentiment, get RoOBERTa-
Large embeddings (a way of representing the text’s
meaning), combine these pieces of information, use a
combined deep learning method for categorizing, and
ultimately evaluate how good the model is.

4.1 Deep learning

is now one of the best ways to work with natural
language, as it’tches up on meaningful patterns from
lots of text by itself. Older, standard machine learning
needed people to create the important qualities (like
TF-IDF or Bag-of-Words) but deep learning models
are able to get at the more complicated meanings and
how things are situated within the text. This is really
useful for finding fake reviews because fake and real
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ones can be almost the same in the way they are
written and organized[25].

4.1.1 A Bidirectional Gated Recurrent Unit
(BiGRU)

Is a deep learning model that repeats as it processes
things in order, like text. A standard GRU is designed
to understand how words relate to each other, but is
less to computethan LSTM. BiGRU takes this further
by reading the sequence of words in both directions,
from beginning to end and end to beginning. This lets
the model understand what came before and what
comes after a word in a sentence. That’s helpful for
finding hidden things in the text of a review. and can
be used for identifying hidden patterns in review
text[26].

4.2 Sentiment Analysis

Is another key method for this work, as fake reviews
will often have over the top feelings expressed or
strange patterns in whether they're positive or
negative? VADER (Valence Aware Dictionary and
sEntiment Reasoner) is a sentiment analysis tool
using word lists and rules, and it's used a lot with text
that people have written. It gives scores showing if
something is positive, negative, neutral or balanced
emotionally. Weuse VADER’s combined score in this
research because it gives a single number for the
overall positive or negative feeling of a review.

4.2.1 RoBERTa-Large Embedding

RoBERTa-Large creates representations of words that
are tied to howthey’re used in asentence. Essentially,
a word’s meaning is understood from the words
around it. This is crucial for categorizing text, as a
single word can mean different things in different
situations. RoBERTa-Large, unlike older ways of
representing words with a single meaning, can find
much more complex connections between meanings
and create amore detailed picture ofthe text. Because
of this, it works well for looking at Amazon reviews
and getting lots of specific detail about the context
[27]. We chose each of the techniques for a different
type of information it adds to our model. Deep
learning is the overall method for the system to learn,
BiGRU understands the order of words in a review,
VADER determines if the review is positive or
negative, and RoBERTa-Large gets at the contextand
meaning of words. Using these parts together gives
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the system a much better basis to accurately identify
fake reviews.

4.3 Dataset

Many researchers in sentimentanalysis and spotting
fake reviews use the Amazon 2013 review dataset,
and this studyis no exception. It’s made up of reviews
customers left for items on Amazon [28],[29]. Each
review has three parts: a Label (what type of review
it is), a Title (a quick summary of what the customer
thought), and the Text (the entire review itself). With
4 millionreviews in total, it’s quite large and therefore
a good size for building and testing machine learning
and deep learning programs. On average, reviews are
around 74.17 words and 405.14 characters long,
meaning there's a good amount of writing in each one
to actually analyze. The following Figure 1 showsthe
Word Cloud representation in amazon dataset.
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Figure 1: Word cloud representation of amazon dataset.

S PROPOSED WORKFLOW

Here's how our new system for spotting fake reviews
works. It’s intended to get better at correctly
identifying real or fake Amazonreviews and does this
by combining the understanding of words in context
from RoBERTa-Large with the emotional tone
measurements from VADER. The system we’re
suggesting has several key steps. First it gets the
review data ready, then pulls out the important
characteristics (features) of those reviews, combines
those characteristics, uses themto teach a ‘learning’
program, and finally checks how well that program
does. Figure 2 shows how the whole system is put
together and how all these steps link up to identify
fake reviews.

This system is meant to find fake reviews on
Amazon by using a combined deep learning method.
Its core concept is to bring together two kinds of
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information: what the review says in its context and
the emotional leaning of the review. Understanding
the meaningofthe reviewtextishelped by contextual
This system is meant to find fake reviews on Amazon
by using a combined deep learning method. Its core
concept is to bring together two kinds of information:
what the review says in its context and the emotional
leaning of the review. Understanding the meaning of
the review text is helped by contextual features, and
sentiment features show the emotional tone. When
both of these are used together, each review gets a
much better description and fake reviews are more
easilyidentified. First, the system gets the review text
ready. It puts the review’s Title and Text together into
one section, called full text. This is significant as the
title is a quick take on what the user thinks, and the
texthas all the details. Then this combined review text
hasitsissuescleared up: it's cleaned, missing parts are
handled, and unnecessary symbols are Figure 3.

Following this preparatio n, the system gets two
main types of characteristics. Filt uses RoBE RTa-
Large to create contextual embeddings from the
review text - RoBERTa-Large understands the
meaning of words as they’and creates a 1024 -number
'embedding vector' for each review Figure 3 shows
RoBERTa embedding extraction.

It also uses the VADER sentiment analyzer to find
a single, combined sentiment score for each review,
which represents its overall positive or negative
feeling Figure 4 shows VADER sentiment score.

These RoBERTa embeddings and VADER scores
are then joined to make a combined, ‘hybrid’ way of
representing each review. This combination is fed to
the system’s deep leaming classifier. This classifier is
made of a Transformer encoder layer, a Bidirectional
GRU layer, and something called an attention
mechanism. The Transformer encoder finds how the
different characteristics relate to each other, the
BiGRU learns patterns in the sequence of words
going both forwards and backwards (Table 2).

Data Pre-Processing j

Feature Extraction |4— RoBEIT . Be
Embedding
Sequence s Transformer B Bi-GRU
Projection Encoder Layer

Attention Mechanism

—

—— Fusion Features

VADER Sentiment
Score

Figure 2: General proposed system.



Proceedings of the International Conference on Applied Innovations in IT (ICAIIT), June 2026

Cast to float32

m————————

RoBERTa
-/
1]
.
Get last_hidden_state

Figure 3: ROBERTA embedding extraction. Figure 4: VADER sentiment score.

[ re RBx1024 I

Fully Connected Layers
GELU +Dropout

|
I

:

|
H

ve RBx1
VADER Sentiment Score

Figure 5: Hybrid transformer—BiGRU-attention classification with VADER fusion.

375



Proceedings of the International Conference on Applied Innovations in IT (ICAIIT), June 2026

Table 2: Performance results of the proposed model. text in general. The following Figure 6 showing

The attention mechanism zeroes in on the most
important parts of what the system has learned. if
each review what the system has learned. Then, final
layers of fully connected calculations are used to say
if each review is fake or real Figure 5 shows the
architecture of the proposed hybrid deep learning
model. In essence, the system aims to be better at
detecting fake reviews by combining a deep
understanding of what’s being said with information
about the emotions expressed. This blended approach
means the model gains from both semantic (meaning)
and emotional characteristics, and is more reliable
when looking at lots of Amazon reviews.

6 RESULTS AND DISCUSSION

We'll explain here what we did in the experiments and
how we decided whether our system was successful
atspotting fake reviews. We ran our model on a bunch
of Amazon reviews and compared its performance to
the results of more standard machine learning and
deep learning methods. The evaluation’s main goal
was to understand how effectively our combined
model could distinguish between fake and genuine
reviews. Accuracy and AUC, both typical methods
for assessing a classification’s correctness, are what
we used to do this. how the model performed.
Accuracy simply tells you what percentage of all the
reviews were labelled correctly. AUC on the other
hand, assesses how well the model can tell the
difference between fake and real reviews, when you
change how sure it has to be before calling a review
one or the other. Both of these measurements are
frequently used for spotting fake reviews and sorting
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Tost Porformance Confusion Matrix of the proposed model.
Metric Value
Test Accuracy 0.9545 Confusion Matrix - BiGRU
Test ROC-AUC 0.9898 175000
Test Loss 0.1250 150000
Total Samples 400,000 Negative (0) 190654
Positive Samples 200,000 125000
Negative Samples 200,000 E;
Classification Result ;':J‘ 100000
Class Precision | Recall | F1-Score | Support = I
Negative | 9555 | 0.9533 | 0.9544 | 200,000 -
(0) . . . 5 Positive (1) 191128
— - 50000
Positive | 9534 | 0.9556 | 0.9545 | 200,000
(1) r 25000
I\fvcéo 0.9545 | 0.9545 | 0.9545 | 400,000 Negae ) e =
Wighted 0.9545 | 0.9545 | 0.9545 | 400,000 , , ,
ve Figure 6: Confusion matrix of the proposed system.
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Figure 7: Training ACC valus.
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Figure 8: Traning loss function values.

LookingatFigures 7 and 8, it’s obvious themodel
was successfully taught. As training went on (through
each ‘epoch’), the ‘loss’ got consistently smaller, and
the accuracy steadily rose, meaning it got better at
categorizing things. Plus, training and validation
outcomes weren’t far apart, which is good - it means
the model will likely perform well on new data and
hasn't memorized the training data. Essentially, the
model learned in a reliable way and did a very good
job of finding fake reviews.



Proceedings of the International Conference on Applied Innovations in IT (ICAIIT), June 2026

Table: 3 Comparison with Baseline Models.

NO. Model / Method Name Dataset Version No. of Samples ACC AUC
1 TF-IDF +SVM Amazon (4M) 0.91 0.96
2 Word2Vec+ LightGBM Amazon (4M) 0.87 0.94
3 FastText +XGBoost Amazon (4M) 0.88 0.94
4 GloVe +LightGBM Amazon (4M) 0.79 0.87
5 RNN+ Word2Vec Amazon (4M) 0.92 0.92
6 RCNN+VADER Amazon (4M) 0.93 0.98
7 BiLSTM+GLoVe+ VADER Amazon (4M) 0.92 0.97
8 RoBERTa-Large +VADER +BiGRU Amazon (4M) 0.9545 0.9898
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Figure: 9 AUC curve.

The AUC curve illustrates how well our model
tells the difference between false and real reviews
(Table 3). The better the model is at classifying,
regardless of where you set the dividing line
between “fake”and““real”, the closer the AUC value
will be to one (or 100%). Our model got a really
good AUC score, proving it’s good at clearly
showing which reviews are which; it does a good
job of keeping fakes and not fake reviews in
separate piles. The following Figure 9 showed the
AUC curve.

When we tested it, our combined (or ‘hybrid’)
model did abetter job than lots ofthe usual machine
learning and deep learning approaches. It’s better
because it merges information about the situation
aroundwords, whichRoBERTa-Large gets, with the
feelings expressed in the text, from VADER. Then,
BiGRU and attention mechanisms within the
systemhelp it to highlight the important bits of what
people write in their reviews. So, all in all, our
method is more successful at spotting fake reviews
than if you just use one piece of information or one
of the standard models on its own.

7 CONCLUSIONS

The paper details a deep learning system to spot
phony Amazon reviews. It does this by putting
together the way the review text is used (from
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RoBERTa-Large) with the emotional feelings
expressed in it (using VADER). Then, Transformer
learning, BiGRU and attention mechanisms are
applied to these combined characteristics to make
the system even better at deciding if a review is
fake. Essentially, by understanding what is being
said and how someone feelsabout it, this system can
identify fake reviews much better, and in doing so,
make people feel more secure when they’re
shopping online.

8 FUTURE WORK

There are quite a few ways we could improve this
system for spotting fake reviews in the future. For a
start, we could add more details about how
reviewers act: how active they are, how often they
review, what ratings they tend to give, and when
they actually post their reviews. These kinds of
details might show something is off, even when the
reviewitselfdoesn't give itaway. Also, we could get
a fuller picture by using details about the products
and the reviewers themselves, alongside what’s in
the review and how positive or negative it is. That
is to say, by lookingat the review from all angles,
the system should get better at separating honest
opinions from fakes.
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