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Abstract: The increasing complexity of cyber threats necessitates scalable and practice-oriented approaches to
cybersecurity education. This paper presents the design and evaluation of a virtual cyber range integrated into
bachelor’s and master’s cybersecurity programs at a Ukrainian university. The proposed platform is based on
a multi-layer virtualized architecture that incorporates Red, Blue, and White team environments, enabling
offensive, defensive, and administrative training within a unified infrastructure. The study combines
competency-based curriculum mapping with Capture the Flag (CTF) exercises and pre-/post-training
assessment. Experimental results demonstrate statistically significant learning improvements, with an average
Learning Gain Index (LGI) above 0.6, confirming the effectiveness of the proposed approach in developing
incident response, penetration testing, and secure system configuration skills. In addition to the architectural
and educational contributions, the paper introduces a stochastic discrete-time dynamic model with Markov-
modulated random coefficients to evaluate cyber range effectiveness under uncertainty. The model enables
quantitative assessment of long-term performance, risk levels, and resource management strategies,
accounting for variability in attack intensity, system reliability, and user behavior. The proposed model is
formulated independently of a specific cyber range implementation, enabling its application to a broad class
of cybersecurity training and simulation platforms. The results confirm that cyber range integration
strengthens competency development and aligns with international practices in cybersecurity education.

1 INTRODUCTION Several mature cyber range platforms are already

deployed worldwide, including governmental,
academic, and commercial solutions [1].

These platforms offer comprehensive attack
simulations, including: phishing, DDoS, malware
deployment, attacks on network infrastructure, data
confidentiality breaches [2], and more.

Modern cybersecurity systems increasingly rely
on adaptive and data-driven approaches for detecting
anomalies and cyber attacks. Clustering-based
methods and expert systems are widely used for
identifying abnormal patterns and supporting
decision-making processes [3].

It is worth noting that a cyber range is an
expensive and fully-featured system [4] that requires
significant financial investment. For educational

During the training of students majoring in F5
“Cybersecurity and Information Protection”, a crucial
stage is the acquisition of practical skills in the field
of information security event monitoring and the
implementation of protective measures under real-
world conditions, where an organization’s
information system is subjected to an attack.

One of the most effective ways to ensure high-
quality practical training is the implementation of a
cyber range into the educational process.

Cyber ranges are widely recognized as effective
platforms for realistic cyber training and
experimentation.
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institutions, especially those with limited budgets,
such a solution may have a long return on investment

period.

Therefore, the development of an internal cyber
range based on open-source virtualization
technologies  requires  coordinated  technical,

methodological, and organizational efforts.

A cyber range offers real opportunities for
students, cadets, IT and cybersecurity professionals to
practice on "training targets" - to acquire hands-on
experience without the risk of causing actual harm to
areal enterprise. At the same time, a typical enterprise
network infrastructure (servers, workstations,
network devices, corporate software, security tools,
etc.) is reproduced in a virtual environment. This
standard set of components enables the modeling of a
corporate network.

2 RESEARCH METHODOLOGY

The study employed a mixed-methods approach
combining comparative analysis of academic sources,
case studies of cyber range deployment, empirical
observation of student performance, survey-based
self-assessment, competency-service mapping, and
quantitative statistical evaluation of learning
outcomes.

The empirical data were collected from system
logs, user activity records, and assessment results
generated within the cyber range environment. The
study involved 48 students.

All data were anonymized and processed in
accordance with institutional ethical guidelines.

2.1 Analysis of Cyber Range
Deployment Principles

Based on market needs analysis, expectations of
primary stakeholders, and the study of global
experience (e.g., Cyber Range, NATO CCDCOE,
IBM X-Force Command Center), it has been
determined that a multi-layered architecture is the
optimal approach for designing a modern cyber
range. This approach ensures scalability, flexibility,
and multi-purpose use of the infrastructure - for
education, security system testing, R&D, and
software certification.

At the top layer of the architecture, the user web
portal provides unified access to platform services,
while the underlying functional layer supports
integrated training, cyber exercises, competitive
simulations, vulnerability research, and experimental
studies of emerging technologies (Fig. 1).
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All functionality is deployed on top of a
virtualization platform, which is physically hosted in
a local infrastructure (data center). Interactions
between layers are carried out via a service bus and
orchestration layer, which enables dynamic
replacement of individual components (e.g., changing
the sector-specific training environment - from
financial to energy, transport, etc.) [5].

The cyber range infrastructure flexibly
redistributes computing resources between segments
as needed, and a high-performance data transmission
network connected to secure, special-purpose
networks allow for remote lab access. A backup and
recovery system ensures the highest degree of fault
tolerance of the complex.
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Figure 1: Multi-layered cyber range architecture.

The conceptual diagram of the “Cyber Range”
virtual lab (Fig. 2) illustrates the structural design of
a virtual training environment for cybersecurity. The
scheme includes the Red Team segment (offensive
side) and Blue Team segment (defensive side), a
training target network, a cyber range control center,
a core network interconnecting all components, and
remote access tools. Each segment is isolated from
the others using VLAN/routing but connected via a
common network core to manage traffic flow [6]. All
elements are labeled (in Ukrainian in the original) and
linked to reflect the logical interaction of cyber range
components.

The cyber range architecture (Fig. 2) consists of
interconnected, isolated segments managed via a
central Network Core and VLAN switching. The Red
Team provides offensive capabilities using virtual
machines equipped with penetration testing tools to
simulate external threats, while the Blue Team
utilizes traffic inspection and incident response
systems to detect and mitigate simulated attacks in
real time.

The primary target for these exercises is the
Training Network Environment, which emulates
realistic enterprise infrastructures - including DMZs
and vulnerable internal services - enabling full attack
lifecycle simulation [7]. Such architectures are widely
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used for modeling attacks on industrial and mixed
IT/OT environments and for evaluating layered
defense strategies under realistic conditions [8]. The
entire ecosystem is overseen by the Cyber Range
Control Center (White Team), which handles
virtualization orchestration, scenario deployment,
and resource allocation. Finally, secure distributed
participation is facilitated through a robust VPN
Gateway, a model commonly adopted in cyber range
architectures to enable secure collaboration without
exposing internal resources to external networks [9].
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Figure 2: Cyber range virtual lab: conceptual scheme (cyber
range laboratory - tecnalia).

2.2 Functional and Technical
Integration of the Cyber Range

The cyber range represents an integrated hardware-
software  environment designed to  support
cybersecurity training, experimentation, and applied
research through repeatable and controlled attack-
defense scenarios [10], [11]. From a technical
perspective, the platform relies on isolated execution
environments, scalable resource management, and
advanced monitoring and protection tools, including
IDS/IPS, firewalls, and SIEM systems, implemented
on top of wvirtualization infrastructures. Such
architecture ensures realistic, reproducible, and
secure experimentation conditions required for
cybersecurity education [12] and system evaluation
[9].

Functionally, the cyber range enables a wide
spectrum of activities, including penetration testing,
code analysis, vulnerability assessment, and security
evaluation of both traditional IT systems and
industrial  infrastructures (SCADA/ICS). The
separation of Red Team (offensive) and Blue Team
(defensive) environments allows for structured
simulation of cyber incidents and coordinated
response scenarios.
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By providing a controlled and configurable
environment, the cyber range facilitates validation of
cybersecurity tools, development of incident response
strategies, and assessment of defense mechanisms
against modern threats, including social engineering
and phishing as dominant initial attack vectors [13].
The platform aligns with established frameworks
such as MITRE ATT&CK and supports systematic
analysis of attack vectors and defensive capabilities.

Importantly, the described functional and
technical characteristics define the observable system
parameters used in the proposed stochastic model,
including resource utilization, incident response
efficiency, and system resilience. This establishes a
direct link between the cyber range infrastructure and
the analytical evaluation framework introduced in
this study.

2.3 Analysis of Cyber Range
Integration into Cybersecurity
Specialist Training

For students majoring in F5 “Cybersecurity and
Information Protection”, the implementation of a
cyber range enables the development of a wide range
of general (GC) and professional (PC) competencies
defined in the educational program. Through hands-
on practice in a safe, simulated environment, students
can apply acquired knowledge and gain critical
professional skills [7].

The cyber range facilitates the development of
key cybersecurity competencies, including technical,
analytical, and collaborative skills, through realistic
attack-defense simulations and tool-based exercises.
The acquired competencies correspond to defined
learning outcomes and internationally recognized
training frameworks [14].

The cyber range was integrated into cybersecurity
curricula as a practical training platform supporting
hands-on skill development and competency
assessment. The proposed educational model
combines theoretical instruction with scenario-based
simulations, enabling students to apply cybersecurity
concepts in controlled yet realistic environments.

Practical exercises, including Red Team and Blue
Team scenarios, contributed to the development of
both technical and transversal competencies, such as
incident analysis, teamwork, coordination, and
critical thinking. These activities are aligned with
program learning outcomes and support the
achievement of key competencies in cybersecurity
education (Table 1).
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Table 1: Key performance indicators.

Indicator

Description

Success Rate (%)

Percentage of students who completed key tasks or earned certificates

Average Score

Mean score across training tasks, CTF events, and simulations

Attempt Count

Average number of attempts needed to complete a task successfully

Time to Completion

Average time spent completing tasks (as an efficiency indicator)

Pre-/Post-Test Score

Knowledge and skill level before and after cyber range training

Individual Ranking

Participant ranking based on their performance in training

Engagement Index

Percentage of students who completed all mandatory scenarios/blocks

Table 2: Assessment format: pre-/post-test comparison.

Group Pre-test (avg) | Post-test (avg) A (Gain) % of Completed Cases A\’Sgc.ofeTF

Bachelor (3rd year) 62% 84% +22% 86% 78 points

Master (1st year) 74% 91% +17% 93% 85 points
Knowledge Gain Analysis. and professional growth opportunities,” preparing

Knowledge gain A >15% is considered a
significant improvement (Table 2).

Learning Gain Index (LGI):
__ (Post—Pre)
Ler= (100-Pre) " 1

LGI > 0.6 indicates a high level of training
effectiveness.

Statistical significance (p < 0.05) confirms a
measurable impact of cyber range training. The
difference between the initial and final results was
statistically significant (t-test, p < 0.05, Cohen’s
d=0.8), indicating a large effect size.

The 95% confidence interval for the mean
effectiveness index at the final stage was [0.78; 0.84].

Low attempt count with high success suggests
confident mastery of skills.

Comparison of test performance before
and after the competition

Bachelors (3rd year)

100%
50%

0%
Masters (1st year)

B Pre-test (avg) M Post-test (avg)

Figure 3: Comparative student test results chart.

Integrating the cyber range into bachelor’s and
master’s programs in cybersecurity significantly
enhances practical learning outcomes (Fig. 3). It
develops essential competencies, fosters
interdisciplinary education, and contributes to
research-oriented training. The cyber range serves as
a “real challenge arena with cutting-edge technology
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competitive, well-rounded cybersecurity experts
equipped to operate in modern cyber environments.

2.4 Construction of a Stochastic Model
for Evaluating the Functioning of a
Cyber Range

Unlike platform-specific evaluation approaches, the
proposed  stochastic  discrete-time model s
formulated in a generic form and is not limited to a
particular cyber range implementation. The
parameters of the model are derived from the
functional and technical characteristics described in
Section 2.2. The model can be applied to a wide class
of cyber training and simulation environments,
including academic cyber ranges, corporate SOC
training platforms, and cyber-physical testbeds,
where system performance is influenced by
uncertainty in attack intensity, resource availability,
and human factors.

Stochastic modeling makes it possible to describe
systems whose operation depends on random factors.
Instead of fixed parameters, random variables are
used (normal, uniform, exponential, etc.). Similar
approaches to modeling cybersecurity processes
under uncertainty have been widely studied,
supporting the relevance of combining probabilistic
and data-driven methods in cyber range evaluation.
This approach allows for accounting for
unpredictability in the functioning of the cyber range
(new types of attacks, human errors, equipment
failures). A generalized integral assessment makes it
possible to determine efficiency over a period of time
as well as to build probabilistic scenarios [15], [16].

Let us consider the stages of constructing a
stochastic ~ discrete-time dynamic model with
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Markov-modulated random coefficients to assess the
effectiveness of a cyber polygon under conditions of
uncertainty.

Step 1. Define the system input parameters. Let's
introduce variables and notation for the system
model:

=  k€Z>0-discrete time index (simulation step);

= FEy € R - aggregated effectiveness index of the
cyber range at step k (can be a scalar or a vector
of indicators);

*=  Ur=>0 - intensity of incoming events/attacks at
step k;

= Ry > 0 - available resources (computational
/metwork) at step k;

= o Pr, Yk - finite-state Markov random
coefficients: oy - response efficiency
coefficient, Br - coefficient (probability) of
successful attack mitigation, vy, - fault tolerance
coefficient.

Step 2. Let's construct the dynamics of the
performance state (a system of nonlinear difference
equations). The system dynamics are represented by
a nonlinear stochastic difference equation:

Vebe . _ 8 (Ex, U, R) + 1y (2)

Ry (1+yy)

Epyr =Ep +

where: 0; (.) - a deterministic or stochastic
decay/saturation term (e.g., ox (Ex) or a saturation
function S (Ex).
Nk, -  process noise term (e.g., N, ~ N(O, arf)).
In vector form (if Ex is multidimensional):

Ex+1 = f(Ex, Uk, O) + N,

with 0k (0, Br, Vi)

Step 3. Introducing random coefficients. Since the
functioning of the cyber range depends on random
factors (human factor, unpredictable cyber threats),
they can be modeled as random variables.

Markov Modeling of the Coefficients. Each
coefficient evolves as a finite-state Markov chain. For
instance, suppose oy has nq states {a, ..., @u}, Pr has
ng states {b, ..., b,}, and yi has ny states {gi, ..., @n}-

The corresponding transition matrices are defined

3)

as:
® ®
piy Piﬁi P11 Ping
Po=| : i) R=| o i
@ (@ ® ®
Prot Pronq Pot Piohs
» %)
2 p1]r/zy
= : o, )
2] 2]
pnyl pnyny

where in each row ) ; pf}
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The model structure is independent of specific
cyber range architectures and toolsets, as its state
variables and stochastic coefficients can be adapted to
different operational contexts. By appropriate
parameterization, the model supports evaluation of
diverse scenarios, ranging from small-scale
educational cyber ranges to large distributed training
infrastructures, thereby enabling comparative
analysis and benchmarking across platforms.

Based on the proposed model, optimization
problems for cyber range management can be
formulated. Similar integrated decision-support
approaches for managing information protection
systems are widely used, where analytical models
support decision-making under uncertainty. For
example, the allocation of limited resources Ry may
be optimized to maximize the expected effectiveness
E[E)] under budget constraints, or to minimize the
probability of exceeding predefined risk thresholds.
Potential approaches include stochastic
programming, dynamic programming methods, and
policies based on partially observable Markov
decision processes, when system states are partially
hidden. Such approaches are consistent with modern
decision-support methodologies for information
protection management and support the applicability
of the proposed model. Thus, the proposed
mathematical model makes it possible to evaluate the
effectiveness of the cyber range, where a, B, v are
random coefficients that account for efficiency,
success, and fault tolerance.

Here is a brief step-by-step modeling algorithm
(practical implementation of the given model).

1) Initialization. Set the initial value E;, and select
initial states for ao, Bo, Yo.
2) [Iteration (for k=0, ..., K—1I):

a) Generate new states o+1, Bi+1, Yi+1 according
to their respective transition matrices Pq, P,
Py
Specify or update Uy, Ry (deterministically or
as stochastic processes).

b)

c¢) Compute Ej+ using the nonlinear difference
equation.
d) Optionally, generate the observation yi+i

using the measurement model.

3) Repetition. Repeat steps 1-2 for a large number
of realizations and compute ensemble statistics
(mean E[FEy], variance Var(Ey) quantiles, and
the probability of risk threshold violation
P (Ek<Ecrit)~
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2.5 Model Implementation in a
Virtualized Cyber Range
Environment

To demonstrate the practical applicability of the
proposed stochastic model, a pilot implementation
was carried out within a virtualized cyber range
environment deployed on a hybrid infrastructure
based on Proxmox VE and VMware. The
experimental setup simulated a university-level
cybersecurity training scenario involving 48 students
(32 bachelor’s and 16 master’s level participants)
over a 6-week training period.

The cyber range environment consisted of three
main segments: a Red Team environment with
penetration testing tools (Kali Linux, Metasploit), a
Blue Team environment equipped with monitoring
and defense systems (SIEM, IDS/IPS), and a virtual
enterprise network containing vulnerable services
and simulated business processes. The infrastructure
included 36 virtual machines distributed across 3
physical servers, with dynamic resource allocation
based on workload intensity.

For model parameterization, the following key
indicators were collected: task completion rate,
average response time to incidents, number of
successful attack mitigations, system resource
utilization (CPU, RAM), and user activity logs. The
aggregated effectiveness index was normalized in the
range [0,1], where higher values correspond to
improved training performance.

The stochastic coefficients of the model were
calibrated using observed data. This calibration
ensures consistency between the theoretical model
and real-world system behavior. Specifically, the
response efficiency coefficient (o)) varied within the
interval [0.6; 0.85], the attack mitigation probability
(B) within [0.5; 0.8], and the fault tolerance
coefficient (y) within [0.7; 0.9], depending on system
load and user behavior. The transition of these
coefficients was modeled as a three-state Markov
chain (low, medium, high performance states), with
empirically estimated transition probabilities.

Simulation experiments were conducted for 1000
realizations over 50 discrete time steps. The results
showed that the expected -effectiveness index
increased from 0.58 at the initial stage to 0.81 at the
final stage of training, confirming a positive learning
dynamic. This indicates that the model adequately
reflects the process of competency development in a
dynamic learning environment. The variance
decreased over time, indicating stabilization of
student performance and system behavior. The
probability of critical performance degradation

388

(effectiveness < 0.5) was reduced from 0.22 to 0.07
after training adaptation.

A comparative analysis of infrastructure
configurations demonstrated that environments with
higher resource elasticity (Proxmox-based dynamic
allocation) exhibited up to 12% higher effectiveness
growth compared to static configurations. This
confirms the sensitivity of the model to virtualization
parameters and supports its use for evaluating
infrastructure impact on learning outcomes.

The obtained results validate the applicability of
the proposed model for analyzing cyber range
performance under uncertainty and demonstrate its
potential for optimizing both educational processes
and technical infrastructure configurations.

3 CONCLUSIONS

This study demonstrates that the integration of a
virtual cyber range into bachelor’s and master’s
cybersecurity programs significantly enhances
practice-oriented learning and professional readiness.
The proposed multi-layer cyber range architecture
supports diverse educational formats, including
guided training, autonomous exercises, Red/Blue
team scenarios, CTF competitions, and system
testing, providing a realistic and controllable
environment for skill development.

The applied research methodology-combining
curriculum analysis, competency-service mapping,
empirical training data, and statistical evaluation -
proved effective for assessing educational outcomes.
Pre-/post-test analysis and performance indicators
confirmed substantial learning gains, particularly in
incident response, vulnerability assessment, security
monitoring, and risk analysis. Team-based and
gamified scenarios showed the highest educational
impact, contributing to both technical competencies
and collaboration skills essential for SOC and
incident response roles.

The competency-cyber range service matrix
validated that the platform directly supports most
learning outcomes defined in cybersecurity curricula,
while also enabling interdisciplinary integration
across  system administration, programming,
cryptography, and digital forensics. The proposed
approach is consistent with international cyber
defense training practices adopted by NATO
CCDCOE, SANS, and IBM X-Force Command,
confirming its relevance and scalability [17], [18].

A key scientific contribution is the proposed
stochastic ~ discrete-time dynamic model with
Markov-modulated coefficients, which provides a
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generic and extensible framework for evaluating the
effectiveness of cyber ranges and related
cybersecurity training platforms under uncertainty.
The model supports long-term performance
assessment, risk  estimation, and resource
optimization, bridging educational experimentation
with formal analytical frameworks.

Overall, the results confirm that cyber ranges
represent an effective, scalable, and analytically
grounded solution for modern cybersecurity
education and applied research. Thus, the proposed
model is not only theoretically grounded but also
empirically validated based on real-world educational
data, confirming its applicability for evaluating and
optimizing cybersecurity training environments.
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