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Web automated testing has become increasingly relevant as web applications continue to grow in complexity
and serve as critical components for businesses and organizations. Ensuring the reliability of server responses
during test execution, as well as validating the presence or absence of uploaded files, is a key aspect of
maintaining application integrity. This study demonstrates an approach using the WebdriverlO framework in
combination with the ssh2 library to perform automated verification of server logs and file states in real time.
The results show that web automated tests reliably detect both the presence and removal of files on the server,
while the proposed solution proves stable across different operating systems, including Ubuntu, Windows 10,
and macOS. Furthermore, it supports execution through CI/CD pipelines, such as Jenkins, enabling seamless
integration into automated development workflows. Overall, this approach provides a practical and efficient
method for enhancing the accuracy and reliability of web application testing, particularly in scenarios
requiring server log monitoring and file validation. Across 790 test executions, the proposed solution
demonstrated high stability, with 787 successful runs and 3 failures, resulting in an overall stability rate of

approximately 99.62%.

1 INTRODUCTION

Web applications are now widespread, enabling
essential operations across areas such as e-commerce,
finance, healthcare, and education. With their
growing complexity and scale, maintaining their
reliability, performance, and security has become
increasingly demanding. Web testing—which
involves both verification and validation of web-
based systems—remains a key factor in ensuring the
overall quality of these applications [1].

In recent years, the number of websites has grown
rapidly, making it essential to evaluate them against
various quality criteria to ensure they meet expected
standards [2]. Modern software development is
marked by a rapid increase in the complexity and
scale of web applications, which requires quality
assurance (QA) specialists to adopt efficient testing
methods to maintain reliability and security.
Traditional manual testing approaches are no longer
sufficient to satisfy industry demands, driving the
adoption of automated testing frameworks [3]. The
web applications is therefore usually more complex
than testing other software products, and methods and
tools must be found to make testing more
efficient [4]. While automated web testing is well-
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developed, several unresolved challenges still exist.
The present study contributes by addressing the
verification of diverse server logs and the presence or
absence of files on the server via SSH connection in
the context of automated web tests. The
WebdriverlO [5] framework was chosen as the basis
for web automation due to its stability and reliability.
WebdriverlO is a Node.js framework, available
through npm [6], offering flexibility and
compatibility with a wide range of testing tools and
environments.

SSH (Secure Shell) offers users a secure channel
to connect to computers over potentially insecure
networks. It is widely used by system administrators
to perform remote logins and execute commands
through a command-line environment [7]. This study
utilizes the SSH2 client module to establish SSH
connections, enabling required access during
automated web testing [8]. In this context, SSH
connections target the Ubuntu servers [9] directly.
The deployment of a web application on this or any
other server is irrelevant, as the connection is needed
only on the server where the required tests and
verifications will take place.
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2 RELEVANCE

Web applications now constitute a major part of
software produced by organizations. Proper testing is
vital to uphold their quality, as they are instrumental
in enhancing brand visibility and improving
communication with users [4]. Automated testing
plays a vital role in modern software development,
enabling faster releases and higher-quality
software [10]. Web applications are especially
difficult to test because of their dynamic nature,
asynchronous behavior, and constantly changing
interfaces - challenges widely recognized in the
literature. As these systems rapidly evolve to meet
user needs, testing approaches must also adapt to
ensure reliability and efficiency [11].

Given the diversity of web applications, file
upload functionality is often present in multiple parts
of a system. In the context of web automation,
automating file uploads is not always a
straightforward task. A clear understanding of the
fundamental steps involved in the file upload process
is essential for identifying UFU vulnerabilities. The
client-side handling of file uploads—such as allowing
users to select a file and initiating its transfer—is
defined by HTML and HTTP specifications
implemented within the browser. In contrast, server-
side processing may vary significantly depending on
the web application’s implementation and the
configuration of the web server [12]. While it is
certainly possible to validate the server response in
automated tests (e.g., checking for a 200 status code)
and perform visual verification, not all relevant
information can be obtained from the browser
console. For example, it is not always possible to
confirm whether the file is stored in the expected
directory on the server, whether its size matches the
expected value, or whether duplicate files have been
created. Similarly, in the case of file deletion, only
direct verification on the server side can ensure that
the file has actually been removed and that no residual
copies remain.

A similar situation arises after executing
automated tests: not all relevant information can be
verified through browser logs alone. Although this
largely depends on the server architecture, many
systems maintain server-side log files. This study
contributes by leveraging SSH connections during the
execution of web tests to perform the kinds of server-
side validations described above.
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3 ANALYSIS OF CURRENT
RESEARCH

In the context of server log verification in web
automation, scientific studies are typically focused on
validating server responses through browser network
traffic or by analyzing logs obtained from the browser
console after the execution of specific actions by
automated web tests.

The authors Tunc and Kulcu, in their research,
propose an approach for analyzing server logs to
reconstruct user navigation paths in web applications.
Their method includes preprocessing steps such as
log cleaning, session identification, and path
extraction to transform raw log data into structured
sequences of user actions. By analyzing these
sequences, the authors identify common navigation
patterns and detect inefficiencies in user interaction
with the system. The study demonstrates that server
logs can serve as a reliable source of information
about actual system usage without requiring direct
user involvement. This approach highlights the
potential of server logs for evaluating system
behavior and supporting further analysis in web
application environments [13].

The authors Tan, Yu, Leners, and Walfish propose
an approach for verifying the correctness of web
application execution using server logs in untrusted
environments. In their work, server logs are treated as
auxiliary and potentially untrusted data that help
reconstruct the execution order and dependencies
between requests. They introduce the Efficient Server
Audit Problem, where logs are combined with
recorded requests and responses to validate that the
server behaved correctly. The proposed solution
relies on re-executing requests and comparing the
results with original outputs, using logs to guide and
optimize this verification process. Additionally, they
improve efficiency through reduplicated re-
execution, allowing similar execution paths to be
verified together rather than individually [14].

The authors Dharmaadia, Athanasopoulos, and
Turkmen in their work survey fuzzing frameworks for
server-side web applications and emphasize how
server-side feedback, including logs and responses,
can be used to assess application behavior. They
discuss techniques for generating diverse request
inputs that exercise different server paths and produce
varied server log traces. The study highlights the
importance of extracting meaningful feedback from
the server, such as HTTP status codes and log
information, to guide further fuzzing iterations. By
analyzing how different fuzzing tools interpret and
respond to server output, the authors illustrate how
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logs can serve as a valuable oracle for detecting
unexpected or erroneous server behavior. Overall, the
paper proposes that effective fuzz testing must
leverage server-generated information, including
logs, to improve coverage and identify security and
reliability issues in web applications [15].

Suryaningrat, Ramayanti, Taberima, and
Kurniawan propose a multi-layered approach to
secure file uploads that can be effectively applied in
testing [16]. They emphasize validating file
extensions and MIME types, which suggests testing
that invalid or disguised files are properly rejected.
They also highlight file size restrictions, making it
important to verify boundary values and ensure
oversized files are not accepted. The authors
recommend sanitizing file names, so test cases should
include special characters, long names, and
potentially malicious inputs. In addition, they propose
validating upload paths and storage locations, which
can be tested by attempting unauthorized access or
path manipulation. Finally, they suggest using unique
identifiers (e.g., hashing), which implies testing that
files are stored uniquely and not overwritten.

The authors Anwar, Fadlil, and Riadi, in their
research, propose a multi-layered validation approach
for SVG file uploads that can be applied in testing
scenarios. They emphasize checking the file’s magic
number, ensuring that uploaded files are truly SVGs
and not disguised malicious files. They also
recommend analyzing the XML structure using the
DOM, which allows testers to verify that files are
well-formed and comply with SVG standards. Their
approach suggests creating combined test cases that
validate extension, MIME type, magic number, and
DOM structure simultaneously to detect partially
invalid or malicious files. They further highlight the
importance of negative testing with corrupted or
manipulated SVG files to evaluate the system’s
robustness. Finally, they propose black-box testing
techniques to assess how the application handles
potentially dangerous files from an external user
perspective [17].

The authors Srimathi, Smilin, and Gowri [18], in
their research, propose a security framework for
direct user-to-cloud file upload systems, which can be
applied in testing file upload functionality. They
emphasize validating file types and sizes, ensuring
that unauthorized or oversized files are correctly
rejected. They also recommend testing that existing
files cannot be overwritten without proper
permissions. Their approach suggests creating
negative test cases for invalid or forged temporary
tokens, verifying that the system properly blocks
unauthorized uploads. Additionally, they highlight
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the importance of checking server responses to
incorrect or manipulated callback notifications after
file upload. Finally, they propose testing all stages of
the upload process - token generation, file transfer,
and callback handling - to identify potential failures
and security vulnerabilities.

It can be concluded that existing research is
generally focused on validating uploaded files and
server logs, primarily through responses observed in
the browser console and network traffic. This study
contributes to the field and addresses a research gap
by introducing validation of server-side logs and
uploaded files directly on the server via an SSH
connection during the execution of web automated
tests.

4 SOFTWARE CONFIGURATION

4.1 Test Infrastructure Configuration

The study utilized Node.js version 20.19.4, along
with WebdriverlO version 8 for automated testing.
The Mocha test runner was employed, and the test
scripts were implemented in JavaScript [19]. Mocha
provides a flexible and adaptable structure that can be
tailored to various testing approaches, including
support for asynchronous testing, which is essential
for modern web applications that rely on dynamic
content [20]. The full list of dependencies and
libraries is specified in the package.json file, which is
included in Appendix (Listing Al).

4.2 Preparing an SSH Connection

First, it is necessary to generate SSH keys. This task
is handled by the built-in program ssh-keygen [21],
which is available on almost all operating systems.
The key generation can be performed using the
command below. The example is given for an Ubuntu
server, and it is important to run the command under
the same user account that will execute the tests.
Bash command:

ssh-keygen -t rsa -b 4096

After executing this command, two files are
created: id_rsa and id_rsa.pub in the ~/.ssh/ directory.
The SSH public key from id_rsa.pub must be placed
on the Ubuntu server where the web application is
deployed. It should be added to the authorized keys
file located in the ~/.ssh/ directory for the root user. t
is also important to ensure the security of the
connection. Modern providers that offer virtual
Ubuntu servers typically allow configuring access
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restrictions in their web console. You should restrict
access by IP address - specifically, allow only the IP
of the Ubuntu server where the tests are executed,
which will be connecting to the Ubuntu server hosting
the web application.

4.3 Test Preparation

In Appendix (Listing A2), an example of the exported
checkQuery function used in the test is provided. It is
also important to copy the previously created id rsa
key into the appropriate directory, the path to which
is specified in the code above. Within the
sshClient.exec method of the function described
above, any Ubuntu bash command can be specified.
In this particular case, an example using the tail
command is provided. After establishing the SSH
connection, it monitors the log file in real time for the
presence of Command 1 and also verifies the number
of occurrences of this command after certain test
actions are performed. An example of using the
exported function in a test, as well as an example of
the test itself, is provided below.
JavaScript code:

await
await
const
await

checkQuery () ;

browser.pause (1500) ;
clickBtn = await $('#btn');
clickBtn.click () ;

In the context of the example above, the function
is executed first, establishing an SSH connection and
reading the log file while searching for Command 1.
Then, a 1.5 seconds wait is introduced, followed by a
button click, with the expectation that the required
command will be written to the log file after the click.
This approach is implemented with consideration for
the asynchronous nature of web tests. Within the
previously described sshClient.exec method, the tail
command can be replaced with any other Bash
command. For example, it can be used to search for
and count uploaded files during tests. The one-and-a-
half-second delay is an average and approximate
value, and it depends on the implementation and the
server's speed in printing the expected commands to
the logs. The command below, for instance, will
check the number of files in the specified directory.

JavaScript code:

ls -1 uploads/files | wc -1
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5 RESULTS AND DISCUSSION

In the context of this study, React web applications
with a Java server architecture and an Express.js
server deployed on an Ubuntu server were tested. The
tests themselves were similarly executed on the
Ubuntu server and on local machines running
Windows 10 and macOS.

The results demonstrate a generally high level of
stability of the proposed approach, although not all
test executions were fully successful. A key factor
influencing reliability is the specific implementation
of server-side logging and the level of access to files
stored on the server. The tests were executed through
Jenkins, which was responsible for running the
automated test suites, and this setup similarly
demonstrated stable overall behavior. An important
requirement is that SSH keys must be generated for
the Jenkins user to ensure proper authentication and
controlled access.

In this study, 158 tests were conducted on each
server architecture described above, with each test
executed five times, resulting in a total of 790 test
executions per configuration. The study also showed
that, for efficient real-time log monitoring, the tail
command should include sufficient contextual
information, such as IP addresses. However, the
effectiveness of this approach strongly depends on the
logging implementation to ensure that only relevant
log entries are captured, without interference from
other users’ commands.

Although the overall system demonstrated high
stability, three failures were observed during
execution. One test failed due to the detection of a
duplicate command in the log output, which affected
the expected validation logic. Another failure was
caused by an unstable internet connection, which
interrupted the test execution flow. The third failure
occurred because the test did not complete within the
defined 1.5-second waiting threshold, which was
likely also influenced by temporary network
instability on the browser side. Overall, out of 790 test
executions, 787 were successful and 3 failed,
resulting in a stability rate of approximately 99.62%.

In addition to the approach based on generating
SSH keys under the root account, scenarios involving
users with restricted permissions were also analyzed.
In general, the required permission set depends on the
specific task being performed. For example, in the
case of reading log files, granting read access to the
corresponding files is sufficient. From a security
perspective, however, the recommended approach is
to generate and use SSH keys for a user account with
limited privileges rather than for the root account.
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The secure storage of private SSH keys remains a
subject of ongoing discussion from the perspective of
selecting the most effective security strategy. Since
private  keys provide direct authentication
capabilities, their protection is critically important
and requires strict access control mechanisms, secure
storage policies, and minimization of unauthorized
exposure risks. For access to the Jenkins web
interface, it is strongly recommended to enforce IP-
based access restrictions in combination with strong
user authentication credentials, thereby providing an
additional layer of protection against unauthorized
access. Furthermore, periodic SSH key rotation
should be incorporated into the overall security
policy, as regular key regeneration reduces the
potential impact of key compromise and limits the
exposure window of leaked credentials. The optimal
key rotation interval depends on the security
requirements, infrastructure scale, and organizational
risk model; however, security best practices generally
recommend performing key renewal on a regular
basis and immediately after any suspected security
incident or personnel change.

6 CONCLUSIONS

Although some studies focus on server log
verification and validation of uploaded files, this
study contributes to the topic of SSH connections
during the execution of web automated tests, as well
as the verification of logs and files on the server.
Based on the results of this study, the following
conclusions can be drawn:
= Web automated tests using the WebdriverlO
framework with the ssh2 library reliably
perform verification of server logs and the
presence or absence of files on the server after
they are uploaded or deleted;
= The solution is stable, regardless of the
operating system on which the tests are
executed;
= The solution supports test execution through
CI/CD pipelines, for example, using Jenkins.
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APPENDIX

The Appendix contains the scripts and sections of
programming languages code used in the study.

{

"name": "app name",

"type": "module",

"devDependencies": {
"@wdio/cli™: "~8.32.3",
"@wdio/local-runner": "~8.32.3",
"@wdio/mocha-framework": "~8.16.3",
"Q@wdio/spec-reporter": "78.16.3",
"chai": "7~5.1.0",
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"chromedriver": "7144.0.0",
"geckodriver": "*4.3.0",
"wdio-chromedriver-service": "78.1.1",
"ssh2": "~1.15.0"
bo
"scripts": {
"test": "wdio run ./wdio.conf.ts"

}y

Listing A1: Package.json.

import { Client } from
import fs from 'fs';

'ssh2';

const sshConfig = {
host: 'server ip',

username: 'root',

privateKey:
fs.readFileSync('./sshkey/id rsa')
}i

export async function checkQuery ()
{
const sshClient = new Client();
let lastOutput = '';
let outputCount = 0;
sshClient.on('ready', () => {
console.log('SSH connection

established');

sshClient.exec('tail -f logs.log
| grep --line-buffered "Command 1"',
(err, stream) => {

if (err) throw err;

stream.on('data', data => {
const output = data.toString();

if (output !== lastOutput) {
lastOutput = output;
outputCount++;

console.log('Output: "',
if (outputCount > 1) {
sshClient.end () ;
throw new Error
Command 1.

}

output) ;
("Wrong count
Count is ${outputCount} )

}

}) .stderr.on('data',
)i

data => {

1)
setTimeout ( () => {
sshClient.end () ;
console.log('SSH connection
closed after 3 seconds');
}, 3000);
})

sshClient.connect (sshConfigqg);

Listing A2: JavaScript code.
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