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Video conferencing is a vital facilitator to tele-education, tele-health and e-governance, which has become
seamless. Nevertheless, rural regions have still been a major impediment with low bandwidth, high latency,
and loss of packets and poor connectivity. The paper suggests a Rural-Aware WebRTC (RAW) framework,
which improves the default WebRTC protocol with cross-layer link sensing, adaptive
bitrateresolutionframerate, loss-aware error recovery (RTX/FEC), and dynamic jitter buffer tuning. The
framework is set in such a way so that it can live up to standards and enhance performance in rural settings
that are resource constrained. RAW was compared with baseline Google Congestion Control (GCC) using
emulated network profile and field traces, one-to-one and multi-party conferencing with RAW. It has been
proven that RAW can reach 18 percent better video quality (VMAF), 26 percent less latency, and up to 50
percent less freezes without excess data consumption. The system incorporates predictive adaptation and
selective reliability functions, to provide enhanced user experience without proprietary client alterations. This
paper shows that simple protocol-level optimizations can have a beneficial effect on Quality of Experience
(QoE) of rural users. The vision is Al-based congestion control, mobile adaptation based on energy, and
implementing community-based edge servers to allow inclusive, reliable real-time communication in

underserved regions.

1 INTRODUCTION

The modern digital interaction is based on the use of
real-time communication (RTC) technologies which
are used in education, healthcare, e-commerce and
governance. The Web Real-Time Communication
(WebRTC) has become one of these technologies and
it is a popular open standard that allows peer-to-peer
audio, video and data exchange through the browser
without any other plug-ins. It has been able to grow
fast due to its cross platform interoperability, open
source development, and adaptive media delivery
support. According to recent studies, WebRTC is not
just used to do simple conferencing anymore but is
used in other fields like the Internet of Things (IoT),
the augmented reality, and telehealth where low
latency and high reliability are paramount [1].
Although a successful one, WebRTC is continuing
to experience problems in ensuring stable
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performance in a wide range of network conditions,
which may be limited. It has been demonstrated
through performance studies that whereas WebRTC is
effective in urban and enterprise networks, in
networks with low bandwidth, high latency, and high-
packet loss, such as rural ones, WebRTC performance
is worse [2]. These restrictions have a direct influence
on the Quality of Service (QoS) and more to the point
the Quality of Experience (QoE) to the end users.
Delay, jitter, freeze ratio are all parameters that have
a strong impact on user satisfaction, and inadequate
optimization usually results in poor audio-video
synchronization or even interruptions of a session [3].

The congestion control algorithm is at the
protocol level the key determinant of WebRTC
adaptation to changing network conditions. Google
Congestion Control (GCC) algorithm, the default
algorithm in WebRTC, is a combination of delay-
based and loss-based algorithms used to handle
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bandwidth estimation and media adaptation. GCC
works well under moderate conditions, but does not
provide consistent QoE in systems with large round-
trip times (RTT) and bursty losses [4]. The case of
rural situations where unstable backhaul connections
prevail is particularly problematic with this
limitation. To address these flaws, sophisticated
mechanisms have been suggested, like application-
layer path awareness, where WebRTC sessions can be
dynamically rerouted or optimized in accordance
with network state feedback [5].

On top of the fundamental media protocols, the
WebRTC integration into the larger digital
infrastructures brings in new dimensions. Research in
technology adoption and models of information
system success has shown that usability and
perceived effectiveness are key factors in end-user
adoption particularly within an educational and a
public service environment [6]. Besides, as the
tendency toward cloud-based communication
systems grows, the concerns of safety, scalability, and
reliability become important as well. The latest
progress in the field of artificial intelligence (Al)-
based cloud security indicates that there are both the
opportunities and the challenges in providing real-
time systems with secure and privacy-conscious
deployment [7]. These larger contexts point out that
in order to optimize WebRTC to rural applications, it
is necessary not only to innovate at the protocol level,
but also to consider the issue of adoption, security,
and integration.

Summative, although WebRTC has proved that it
can be revolutionary in the current communication
model, there are still notable gaps in facilitating
smooth usage in the rural areas. The models of
congestion control and QoE estimation used
nowadays are not sufficient to operate on low-
capacity and high-latency networks, which results in
poor user experience. To overcome these challenges,
there is a need to optimize WebRTC in a rural aware
manner to dynamically adjust the media parameters,
reliability options, and topology options to maintain
security and user acceptance. The purpose of this
work, thus, is to develop and test WebRTC protocol-
level optimizations that enhance QoE, minimize
latency, and ensure reliability when using rural
networking. The rest of this paper is structured in the
following way: Section 2 is the review of related
works; Section 3 describes the system model; Section
4 explains the proposed optimization framework;
Section 5 is the description of experimental setup;
Section 6 reports the results and discussion; Section 7
is the discussion of deployment and ethical
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considerations; and Section 8 is the conclusion of the
study.

2 LITERATURE REVIEW

In recent years real-time communication studies have
focused more on adaptive rate control strategies to
WebRTC, particularly in the 5G infrastructure which
is rapidly changing. According to Smirnov, et al.
(2024) [8], the model offered a reinforcement
learning-based algorithm that dynamically adjusts
WebRTC video rates to changes in network
conditions (5G) under varying conditions. Their
model-free RL methodology proved to be much more
adaptive and Quality of Experience (QoE) in line with
traditional congestion control. Likewise, Leon, et al.
(2023) [9] created a distributed congestion control
system (based on machine learning) in multi-hop
wireless networks. Their approach increased stability
and fairness along network paths by moving the
control over the centralized nodes to distributed
agents. Both papers point to the potential of smarter
learning processes in dynamically fitting the
bandwidth-limited rural scenarios, though they are
mostly unproven in those settings.

Besides machine learning solutions, WebRTC has
been studied on mobile infrastructures in terms of
performance. Nakazato, et al. (2023) [10] compared
WebRTC with 5G connections and concentrated on
remote collaborative situations. The results of their
study indicate that 5G does decrease the average
latency and jitter, but the quality of the session
remains vulnerable to changes in coverage and uplink
instability. These findings suggest that 5G has a
potential to provide a stable conferencing solution,
but it is inapplicable to the rural areas due to the gaps
in deployment.

Other congestion control protocols of interest
have been developed. Bottleneck Bandwidth and
Round-trip propagation time (BBR) were compared
by Drucker, et al. (2025) with the default Google
Congestion Control (GCC) [11]. BBR provided a
smoother bandwidth usage and minimized buffering
of live video streams, which implies that it might be
effective in a system that makes use of weak
networks. In support of this, Karimi, et al. (2023) [12]
suggested Vidaptive; an algorithmic predictive and
responsive rate control algorithm that was developed
to operate in variable networks. They were tested to
have lower stalls and enhanced user experience than
the traditional adaptive bitrate strategies. All of these
studies suggest that congestion control should also be
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optimized in situations where traditional algorithms
are ineffective.

In addition to the improvements in the protocol,
innovations in the system-level have been suggested.
Khan, et al. (2022) [13] conducted a survey of mobile
edge computing (MEC) video streaming solutions.
With edge resources being used to cache and
compute, MEC will be able to minimize latency and
bandwidth consumption, and this is especially helpful
with rural or remote deployments. Likewise, Wei and
Venkatakrishnan (2022) [14] introduced DecVi,
which is an adaptive peer-to-peer-based conferencing
system that minimizes the use of centralized servers,
and supports low-latency transmission of video over
open networks. These articles highlight the
importance of the idea of decentralization and edge
intelligence to enhance reliability and scalability.

Last, WebRTC integration with secure data
frameworks has also been touched upon. Kumar and
Patel (2025) [15] came up with blockchain-based
frameworks of secure healthcare information. Even
though they do not specifically mention WebRTC,
their discussion shows that real-time conferencing
and effective, decentralized security solutions should
be used together in highly sensitive fields like
telemedicine [16], [17]. This view is in line with the
overall objective of providing privacy, trust, and
compliance in the rural deployments where the threat
of security is usually high.

As a whole, the literature shows that there is a
congruence of approaches, including machine
learning and alternative congestion control, edge
computing and blockchain implementation, which is
intended to improve the flexibility and security of
WebRTC. Nevertheless, as summarized in Table 1,
the bulk of the current research is urban or networked
infrastructures focused. There has been little focus on
the unique attributes of the rural networks including
low bandwidth, high latency, and frequent outages.
The study fills that gap by considering the rural-
conscious optimization of WebRTC, which would
guarantee the smooth and safe video conferencing
within the underserved settings.

3 METHODOLOGY

The research project is based on the systematic
approach to the creation and testing of a Rural-Aware
WebRTC (RAW) architecture capable of providing
smooth video conferencing in rural networks with
limited bandwidth. The approach combines the
methodology of system architecture design,
emulation-based testing, mathematical formulations,
adaptive control mechanisms and strict validation
processes.

Table 1: Summary of key literature on WebRTC enhancements (2022-2025).

Ref. o Relevance to Rural
No. Authors & Year | Focus Area Method/Approach Key Findings WebRTC
(8] Smirnov, et al. RL-based Model-free RL in Improved adaptability & Needs testing in low-
(2024) rate control 5G QoE bandwidth rural links
. ML . . .
[9] Leon, et al. congestion Distributed ML Fair bandw@th sharing in Useful for mesh/relay-
(2023) multi-hop based rural setups
control
[10] Nakazato, et al. WebRTC QoS evaluation in Stable QoS in 5G, latency Rural 5G still
(2023) over 5G mobile env. constraints noted inconsistent in coverage
[11] Drucker, et al. BBR vs. Protocol-level BBR smoother, responsive Needs validation on
(2025) GCC comparison vs. GCC high-loss links
Karimi, et al. . . Predictive Reduced stalls in variable Promlslng for
[12] Vidaptive . unpredictable rural
(2023) adaptation networks
channels
[13] Khan, et al. MEC for Survey stud MEC reduces latency, Feasible for rural
(2022) streaming urvey study offloads computation hubs/district centers
Wei & . ]
[14] | Venkatakrishnan Adaptlv'e P2P (DecVi) Low-latency, ﬂex1ble Works well vyhere
(2022) conferencing conferencing servers unreliable
[15] Kumar & Patel Blockchain Secure data Decentralized & tamper- Ensures secure rural
(2025) in healthcare management proof framework telehealth sessions
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Table 2: Rural network profiles used in emulation.

Profile Downlink (Mbps) Uplink (Mbps) RTT (ms) Loss (%) Outage Pattern
Pl 2 0.5 250 4 20s drop / 5 min
P2 3 0.8 200 2 none
P3 5 1.5 120 1 5s drop / 3 min
P4 8 2 90 0.5 none

3.1 Research Framework and System
Architecture

The research infrastructure is based on native
WebRTC features and introduces rural-optimized
features. The RAW system combines four
subsystems, which are the cross-layer link sensing,
adaptive bitrateresolutionframerate control, loss-
sensitive reliability (RTX/FEC) systems, and
dynamic jitter buffer tuning. These modules are
connected in a feedback loop so as to constantly
adjust media streams to changing network conditions.
Figure 1 illustrates the conceptual design, in which
the rural network parameters (bandwidth, RTT, jitter,
loss) is inputted into an adaptation engine, which then
controls the media pipelines and then renders
optimized output at the user end.

Rural
Network
Conditions

)\
Adaptation Engine

Adaptive Bitrate
Module

COBYA

Congestion Control
Sensing !
Optimized
WeBRTC
Bandwidth Error Correction Video/Audio
RTT (RTX/FEC)
Jitter S —
2088 Mediata

Pipeline

Figure 1: Block diagram of proposed rural-aware WebRTC
(RAW) framework.

3.2 Experimental Environment and
Parameters

The experimental environment and parameters are
presented below: 3.2 Experimental Environment and
Parameters. The experimental system employs the
use of aiortc clients and Janus SFU server where the
Linux tc/netem is employed to simulate the rural
network conditions. There were four representative
profiles characterized with empirical rural traces with
different bandwidth, shortest round trip times, packet
loss, and outage curve characteristics. Table 2
summarizes these conditions and informed scenario
testing of (i) one-to-one calls, (ii) teacher-to-
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classroom broadcasting, (iii) tele-health with screen
sharing and (iv) outage recovery simulations.

The profiles illustrated in Table 1 carry various
degrees of connectivity with low-capacity and high-
latency connections (P1) and relatively steady and
limited 4G-like connections (P4).

3.3 Mathematical Formulation

The methodology is a way of modeling forms of
analysis to describe performance. End-to-end latency
is determined as:

Deze = Denc + Dpet + Djbuf + Dyec

where encoding delay (D), network delay (D,,.;),
jitter buffer (Djpyr), and decoding delay (Dgec)
cumulatively determine user-perceived latency.

To quantify throughput under losses, effective
goodput is expressed as:

G=Cx(1-p),

where C is channel capacity and p is packet loss rate.
This approximation emphasizes how loss patterns
reduce usable bandwidth, especially in bursty rural
links.

Finally, Quality of Experience (QoE) is estimated
through the E-model’s Mean Opinion Score (MOS):

MOS ~ 1 + 0.035R + 7 X 10~°R(R — 60)(100 — R),

where R is the rating factor, and the variables adjusted
according to delay, jitter and loss. This gives a
standardized measurement to compare RAW with the
normal WebRTC implementations.

3.4 Adaptive Control and Validation
Strategy

The adaptive loop gathers measurements through
RTCP and SFU response, and dynamically adapts the
bitrate ladders (1502500 kbps), resolution
(360p720p), and framerate. The characteristics of
reliability (RTX/FEC) are manually turned on
whenever bursts are identified, and the jitter buffer
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size is determined based on the observed jitter
variation.

Validation consists of emulation and trace-driven
experiments. Every scenario is run 10 times per
profile to calculate averages with 95% confidence
interval. Measures are latency, freeze ratio, quality
VMAF/SSIM, resource overhead. These can be seen
through comparative analysis with the base Google
Congestion  Control (GCC) in which the
improvements are accredited to RAW.

4 RESULTS AND ANALYSIS

The proposed Rural-Aware WebRTC (RAW)
framework was tested in comparison with the
reference Google Congestion Control (GCC) in a
variety of rural network models. Performance is
reported on the most important metrics such as video
quality, latency, freeze ratio, loss robustness and the
overhead of computation. The results are presented in
figures 1 through 4 and Table 1 provides a summary
of overall statistics.

4.1 Performance of RAW vs. Baseline
WebRTC

The experiments of the first type compared the video
quality in RAW and baseline GCC in all of the rural
profiles. Figure 2 below illustrates that the
Cumulative Distribution Function (CDF) of VMAF
shows that RAW creates a higher quality all the time.
ROAW has increased VMAF scores by an average of
12-18 points on the lowest bandwidth profile (P1) and
continued to increase VMAF scores similarly on
higher capacity profiles (P3, P4). This finding
supports the claim that combined bitrate-resolution-
framerate adaptation can provide better perceived
quality in limited circumstances to the user.

1.0 “RAW**
**GCC Baseline**

0.8

0.6

FkCDF**

0.4

0.2

0.0

710 75 8‘0
**VMAF Score**

55 60 65 85 90 95

Figure 2: CDF of VMAF for RAW vs. baseline GCC across
rural profiles (P1-P4).
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4.2 Latency and Jitter Analysis

There were also improvements in latency. Figure 3
shows the box plot of the end-to-end latency
distributions of the four profiles. The main
differences between RAW and GCC were that latency
was minimized by 2035 percent and dynamic jitter
buffer tuning as well as intelligent bitrate allocation
minimized latency. As an example, when using
profile P2 (3 Mbps downlink, 200 ms RTT), RAW
had a mean latency value of 155 ms against 210 ms
in GCC. The jitter stability was also increased and this
made the reduction of spikes during burst loss

periods.

**GCC Baseline™
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Figure 3: Box plot of end-to-end latency for RAW and GCC
across P1-P4.

4.3 Loss Robustness and Freeze Ratio

The ability to handle packet loss was evaluated by
using a loss rate of 0.5 percent to 8 percent. RAW
lowered freeze ratios by 3050 percent compared to
GCC as shown in Figure 4. As an example, the freeze
ratio at 4% packet loss was only 6% of the RAW
sessions and 12% of GCC. This was enhanced by the
selective activation of Forward Error Correction
(FEC) and RTX retransmissions, which confirmed the
usefulness of the hybrid reliability mechanisms in
bursty rural networks. Figure 3. Comparison of RAW
Freeze ratio with GCC Freeze ratio The comparison
of Freeze ratio between RAW and GCC showed that
Freeze ratio was higher in RAW than it was in GCC.

4.4 Resource Overhead and Trade-Offs

RAW also increased QoE, but with a slight increase
in CPU and bandwidth usage. Table 3 gives the
overall outcome of 10 experimental runs. RAW
increased VMAF by 18.5 percent and also decreased
residual packet loss by 53 percent, yet at the cost of
an increment of 17 percent in CPU utilization. Figure
5 also points out the trade-off indicating the curve of
data usage and QoE versus FEC overhead when the
latter is manipulated. The findings support the idea
that the increase in resource consumption is not
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significant; however, the increment in the QoE
benefits compensates the overhead in the most vital,
e.g. tele-education and tele-health, applications.

181 **GCC Baseline**
**RAW'-«)N

**Freeze Ratio (%)**
= = = =
B o [e:] [=] N =y (=]

2 3 4 5 6 7
**Packet Loss Rate (%)**

=
ol

Figure 4: Freeze ratio vs. packet loss rate for RAW
compared with GCC.

FRAW QoE**
801

78}

761

**QoE (VMAF Score)**

100 105 110 L15 120 125 130
**Data Usage (x Baseline)**

Figure 5: Data usage vs. QoE trade-off curve for RAW with
FEC overhead.

Table 3: Comparative results of RAW vs. baseline
WebRTC.

Metric GCC RAW %
Baseline | Framework | Improvement
VMAF 68.5 81.2 18.50%
(avg)
End-to-End
Latency 210+35 155+28 -26%
(ms)
Freeze 0
Ratio (%) 12.4 6.1 -50%
Packet Loss o
(residual %) 4.5 2.1 -53%
CPU Usage 0
%) 29.3 345 17%

4.5 Discussion of Results

The results have substantiated the fact that RAW
yields considerable benefits in QoE, latency, and
freeze reduction, with no change in WebRTC
standards compliance. The most significant
improvements were made with the most limited rural
profiles (P1, P2), in which users are otherwise the
most disadvantaged. Field trace tests further showed
that emulation results are applicable in the real-world
rural networks. Therefore, the RAW has proved to be
viable in terms of filling the digital divide in video
conferencing.

5 CONCLUSIONS

This paper presented a Rural-Aware WebRTC (RAW)
framework designed to improve video conferencing
performance in resource-constrained rural networks.
The proposed approach integrates cross-layer link
sensing,  adaptive  bitrate-resolution—framerate
control, selective FEC/RTX mechanisms, and
dynamic jitter buffer tuning while maintaining
compatibility with standard WebRTC
implementations.

Experimental results demonstrate that RAW
significantly enhances Quality of Experience (QoE)
under challenging network conditions. Compared to
baseline Google Congestion Control (GCC), the
framework achieves up to 18.5% improvement in
video quality (VMAF), 26% reduction in end-to-end
latency, and 50% decrease in freeze ratio, with only
moderate computational overhead. The
improvements are most pronounced in low-
bandwidth and high-latency scenarios, confirming the
effectiveness of rural-aware protocol adaptation.

Overall, the study shows that lightweight,
standards-compliant optimizations at the protocol

level can substantially improve real-time
communication performance in  underserved
environments.

6 FUTURE WORK

Future research will focus on extending the RAW
framework in several directions. First, integrating
learning-based congestion control (e.g.,
reinforcement learning) trained on rural traffic
patterns may further improve adaptability and
robustness. Second, energy-aware optimization for
mobile devices should be explored to ensure
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efficiency in battery-constrained environments.
Third, the deployment of lightweight edge/SFU
nodes in rural community hubs could reduce latency
and improve scalability.

Additionally, validation through real-world field
trials and heterogeneous network conditions (e.g.,
intermittent 4G/5G, satellite links) is required.
Finally, incorporating secure and privacy-preserving
mechanisms (e.g., lightweight authentication or
decentralized trust models) will be essential for
applications such as tele-health and e-governance.
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