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Identity theft attacks are among the most critical security challenges in cloud computing environments, as
they allow malicious actors to gain unauthorized access to sensitive data and cloud-based services. With the
rapid expansion of cloud computing applications, the need for intelligent and proactive defense mechanisms
has become increasingly vital. This study introduces an Artificial Intelligence (Al) framework designed to
detect and mitigate identity theft attempts by leveraging the Denoising AutoEncoder (DAE) and Long Short-
Term Memory (LSTM) algorithms. The DAE component efficiently removes noise and extracts essential
features from input data, while the LSTM network captures temporal dependencies to enhance anomaly
detection. The proposed model was evaluated using a conventional cloud infrastructure, achieving a high
detection accuracy of 94.90% with a notably low false positive rate. These results highlight that integrating
Al-driven models such as DAE and LSTM can substantially strengthen cloud computing security by enabling

early detection and prevention of identity theft attacks.

1 INTRODUCTION

Cloud computing is a new approach that combines
previous technologies to create a new model that
allows users to access shared modifiable resources on
demand over the Internet. The cloud has many
advantages but it also has several disadvantages such
as vulnerability to attacks dependence on network
connectivity service downtime supplier monopoly
and limited control [1]. From another perspective this
data availability encourages cyber attackers to exploit
unknown vulnerabilities and bypass the know
signatures [2]. One of the promising network
solutions is Intrusion Detection System (IDS) [3].
The IDSs are classified in different ways one such
classification is based on the detection method. In this
way of classification IDSs are broadly divided into
two categories [4]. One is a signature-based or misuse
detection method and the other is an anomaly-based
detection method [5]. In the signature based method
the data points are compared with the previously
known signatures and if there is a match an alarm is
generated in an anomaly based detection [6].
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The method a pattern is created based on the
normal traffic and if there is a deviation from that
pattern it is considered as an abnormal transaction [7].
Both methods have their own pros and cons. The
signature-based method is good for detecting know
attacks [8]. IDS are crucial technologies for
defending  systems and networks  against
unauthorized access and malicious assaults [9]. An
intrusion detection system relies on a database
containing signatures of known attacks [10]. This
database is used as a reference to identify new attacks
that resemble previously detected and analyzed
attacks. The intrusion detection system scans network
traffic for suspicious or malicious activity that
violates security policy and notifies the system
administrator when such activity is
detected [11]. These systems monitor network traffic
to detect any suspicious activity and issue alerts when
such activity is detected.

However, they can generate false alarms so
network intrusion detection systems require the use of
complex algorithms and techniques to ensure high
accuracy and effectiveness in detecting cyberattacks
and distinguishing between suspicious and malicious
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activities. The use of artificial intelligence especially
deep learning and machine learning technology is
essential to provide an improved security system by
analyzing security data [12].

Recent studies by academics and information
security managers in governments and scientific
companies indicate the possibility of implementing
deep learning (DL) machine learning to detect attacks
as DL provides its capabilities in many
fields [13]. When identifying risks and threats
traditional manual methods have limited performance
and high latency [14]. Attacks can be detected faster
and more effectively using machine learning
techniques [15]. In specific because of their
remarkable performance deep learning models have
been essential in identifying attacks [16].

Identity theft assaults are one of the most serious
security risks in cloud computing environments since
they allow attackers unauthorized access to private
information and services. As cloud computing
services are utilized more frequently, there is a greater
need for intelligent systems that can identify these
assaults in their early stages and lessen their
effects [17].

This research study contributes to identifying
flaws related to identity theft and breach detection in
general, and this study provides an Al-based
framework. These findings demonstrate that the
security of cloud computing systems can be
significantly improved by incorporating artificial
intelligence methodologies.

2 LITERATURE REVIEW

The CICIDS2017 data set served as the basis for the
experiment [18]. The researchers in the study, which
was released in reference, used two feature selection
methods along with seven separate classifications,
including recurrent, random decision tree, simple
categorization, and others filtered -classification,
random data clustering, random association, random
decision forest, and decision tree [19]. They came to
the conclusion that the best results were achieved by
using Al-based feature selection methods in
conjunction with a random decision tree classifier as
opposed to other feature combinations techniques for
selection and algorithms for classification [20].

In [21] S. Choudhary and N. Kesswani studied a
victim-end-based DoS identification using an Deep
Neural Network (DNN). The back-propagation and
feed-forward approaches were used in this study. The
first step was data collection from network traffic the
second step was feature elimination and the third step
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was classification. The datasets used in these
experiments were NSL-KDD resulting in an overall
accuracy of 90 % Precision 82.3 % DR 85.1 % and
F1-score 75.3 %.

In [22] Mustapha Belouch et al uses Detrain and
Detest for training and testing respectively to perform
a Deep Learning (DL) is a modern over the NSL-
KDD without distinguishing between different attack
types using LSTM algorithm resulting in an overall
accuracy 82 % Precision 92.4% DR 79.0% and F1-
score 82.2%.

In [23] The performance of the deep forest model
was compared with SVM, NB, RF and DNN
algorithms on NSL-KDD datasets. Resulting in an
overall accuracy of 91.21% a precision of 92.0% a
DR of 88.3% and an F1 score of 93.7% with the SVM
and DNN algorithms.

In[24] Sharmin Aktar Abdullah Yasin Nurauthors
evaluation Metric comparison for NSL-KDD dataset
to track detection using deep learning applications for
LSTM and AE VAE Our Approach Basic DAE of the
resulting in an overall accuracy. The Basic DAE got
resulting in an overall accuracy of 96.8 % Precision
96.8 % DR 96.8 % and F1-score 96.8 % on NSL-
KDD dataset.

In [25] Harini R.Maheswari N.Ganapathy et al
Metrics Comparison using deep learning on NSL
KDD Dataset using CNN + BiLSTM for minority
attack categories to evaluate the system resulting in
an overall accuracy of 83.58 % Precision 85.14 % DR
85.82 % and F1-score 84.49 %.

Developing more sophisticated and effective
detection models has been a key focus of numerous
research studies [26]. Using training datasets artificial
intelligence and machine learning approaches have
been applied to identify the underlying patterns that
characterize attacks [27]. The most commonly used
methods focus on rule based inductive classification
and data clustering.

Detecting different types of network traffic
attacks must be accurate and fast. This research
examines the main factors influencing the
classification of these attacks through a critical
analysis and comparison of the methods and
techniques used in previous studies. The main
contribution of this research is to discuss the detection
accuracy of previous methods, as well as to evaluate
the performance of artificial intelligence techniques
in processing features of cyber attacks.
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3 METHODOLOGY

Identity theft attacks are among the most serious
security threats in cloud computing environments as
they allow attackers to gain unauthorized access to
sensitive data and services. As cloud computing
services are used more and more frequently, there is
an increasing need for smart methods to identify these
assaults early on and lessen their effects. To identify
anomalies related to identity theft attempts, Figure 1
of this study presents an Al framework based on deep
Denoising AutoEncoder (DAE) and Long Short-
Term Memory (LSTM) algorithms. The suggested
model, which uses DAE and LSTM to implement a
standard cloud computing dataset, is tested for its
ability to provide high detection accuracy and a low
false positive rate. Prior research demonstrates that
integrating Al technologies may successfully
improve the security of cloud computing systems

| Data Preparation |

| Preprocessing |

| DAE | | LSTM |

I Integration |

T
v

| Evaluation |

Figure 1: Suggested outline LSTM and DAE.

3.1 Dataset

The CICIDS2017 dataset, which is more diverse, is
used in research papers to investigate both valid and
illegal attempts to gain access to systems, as well as
simulations of actual commercial settings. One of the
most crucial aspects used to identify identity theft
attacks in cloud computing environments is the
CICIDS2017 dataset. Dataset link
https://www.unb.ca/cic/datasets/ids-2017.html.

3.2 Preprocessing

In machine learning, data preparation is a necessary
step prior to model development since it guarantees
the correctness of the outcomes and aids in enhancing
the model's overall performance. At this point, the
data is cleaned, transformed, and prepared for training
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so that it can be used in models. Successfully
completing this step is necessary in order to have a
high-performing model that makes accurate
predictions. Data are normalized by removing noise
and missing values, then changing them to a set range,
generally between 0 and 1. X' = (X - X min) /
(X_max - X_min) is the mathematical formula, where
X min is the smallest value in the dataset and X max
is the largest the maximum value in the dataset, which
ensures that the features fall inside a specified range.
Then divide it into training data that is divide the data
into a training set and a testing set 80% for training
and 20% for evaluation then a validation set and a
test.

3.3 Denoising AutoEncoder

Delousing AutoEncoder (DAE) are a stochastic
variant of traditional DAE which helps to reduce the
risk of the network learning an identity function. DAE
are a type of neural network used for feature selection
and extraction also known as dimensionality
reduction[28]. The more hidden layers in a DAE the
more accurate the dimensionality reduction.

The input in this case is extremely particular; it
only pertains to the attack packet data therefore the
DAE does a fantastic job of classifying according to
the attacks. The DAE will operate with the training
dataset information and learn by applying back
propagation from the training dataset results this is
the decoder's phase as well as the necessary forward
propagation to locate it has no significance. More
than the phase from the encoder. Figure 2 provides a
diagrammatic representation of how the DAE is
implemented or works [29].

Encoder

N Latent .
N .

“. space -
N ’

xp Wa(:) Te

Input layer
Output layer

Decoder
Figure 2: DAE architecture [30].

The hidden layers can be subjected to several
encode and decode operations by the DAE (1) and (2)
respectively contain the Eq. for the encode and
decode procedures mentioned above.

Equation (1) provides the definition of the
encoder function (e) assuming a Z-dimension vector.



Proceedings of the International Conference on Applied Innovations in IT (ICAIIT), March 2026

Ei=e(Di,0c ) Where Di” €Rn andEi€ Rz. (1)

Equation (2) also provides the decoder's

parameterized function (d).
D" =d(Ei, 6d) Where Di™ €Rn and Ei € Rz. (2)

When encoded data are needed for a procedure the
reverse propagation of the encoded data in order to
decode them before the real data are needed. Equation
(3) is offered to illustrate the same.

D" =d(e(Di, 6e), d )=g (Di, e ). 3)

The DAE uses the mean-square-error cost
minimizer to propagate an encoded data backward.
Equation (4) which provides the function describes
the same.

Cost (D,D, 6) =1/m¥I (Di —g(Di, 0))  (4)

34 LSTM

Long Short-Term Memory (LSTM) is a deep learning
algorithm known for its high accuracy and speed in
classifying phishing emails. LSTM networks are an
evolution of traditional recurrent neural networks
differing from them in the structure of neurons[31].
The LSTM algorithm produces a two dimensional
data separation plane which is used to identify
message classes based on the input dataset. In
phishing roads, the input data is processed according
to specific criteria such as the presence or absence of
a particular word or phrase and the LSTM system
produces a value of 1 or 0 to determine whether the
message is a phishing or not. LSTM technology is
used to identify phishing emails improve
performance and provide better classification results.
Figure 3 illustrates how the LSTM Algorithm
Network Architecture works as shown in the equation
below.

I
A
Forget gate  Input gate Output gate
Cri —> X - o8 | > C,
3 tanh
t |
X X
ft) i(ﬂ’—;(r)‘ 0(1)’_’
a o tanh a
I
Ity [ [ .
r

Xt

Figure 3: LSTM architecture[32].
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3.5 Evaluation Metrics

The performance of the proposed fabric classification
model was evaluated using a standard hold-out testing
strategy [33]. After training, the dataset was divided
into separate training and testing subsets to ensure an
unbiased assessment of the model’s generalization
capability on unseen data.

To analyze classification performance in detail, a
confusion matrix was constructed. This matrix
provides a comprehensive view of correct and
incorrect predictions across all fabric categories and
serves as the basis for deriving quantitative
performance metrics.

The evaluation was performed using widely
adopted classification metrics, including accuracy,
precision, and recall [34]. Accuracy represents the
overall proportion of correctly classified samples
among all predictions. Precision measures the
reliability of positive predictions by indicating how
many of the predicted samples for a given class are
correctly classified. Recall reflects the model’s ability
to correctly identify all relevant samples of a given
class.

In this study, these metrics are used to provide a
balanced evaluation of model performance,
particularly in distinguishing visually similar fabric
types under varying illumination and texture
conditions. The combination of confusion matrix
analysis and class-wise performance metrics allows
for a detailed assessment of both overall accuracy and
per-class classification behavior.

4 RESULTS AND DISCUSSION

This paper presents results and a comparative analysis
of artificial intelligence techniques for detecting
denial-of-service attacks in cloud computing
environments. The results of all applied methods are
presented and the proposed approach is evaluated
across different test scenarios focusing on the highest
accuracy performance of the deep learning method as
shown in Table 1

Based on the results in Table 1 we propose an Al
framework that utilizes Long Short-Term Memory
(LSTM) and Denoising AutoEncoder (DAE)
algorithms to detect anomalies associated with
identity theft attempts.

The results demonstrate that DAE and LSTM
achieved a high detection accuracy of 94.90% with a
low false positive rate.
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Table 1: Comparative performance analysis results.

Methods Accuracy % Precision % DR % F1-score %
DNN 88.64 82.30 85.1 75.30
LSTM 90.62 92.40 89.4 82.20
SVM + DNN 91.21 90.80 88.3 90.70
CNN + BiLSTM 92.58 91.70 91.6 88.49
LSTM + DAE 94.90 92.20 91.8 93.4
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Figure 4: Results of the evaluation of using artificial intelligence technologies.

These findings suggest that integrating Al
technologies can effectively enhance the security of
cloud computing systems. In Figure 4 the proposed
DAE and LSTM technologies are evaluated for
detection rate and false positive rate using metrics
such as accuracy detection rate and false positive rate
to measure the implementation performance in a
cloud environment.

Figure 4 illustrates a critical analysis and
comparison of the methods and techniques (DNN,
LSTM, SVM+DNN, CNN+BiLSTM, and
LSTM+DAE), and discusses the detection accuracy
of Al methods and evaluates the performance of Al
techniques in detecting identity theft attacks in cloud
computing. It provides an Al-based framework.
These results show that cloud computing security can
be greatly improved by integrating artificial
intelligence methodologies.

S CONCLUSIONS

The need for intelligent mechanisms to detect and
mitigate attacks is growing. Integrating Artificial
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Intelligence (AI) techniques into security systems
improves data security against tampering and theft.
Through predictive analysis, behavioral recognition,
and malicious activity detection, it leads to improved
detection of identity theft attacks in cloud security
and faster, more effective incident response.
Implementing Al security standards is critical to
reducing risks and preventing unauthorized access,
manipulation, or other forms of cyberattacks.

In this research study, we utilized Al techniques
(DNN, LSTM, SVM + DNN, CNN + BiLSTM, and
LSTM + DAE). Based on the results of this study,
which showed that DAE and LSTM achieved a high
detection accuracy of 94.90% with a low false
positive rate, we propose an Al framework based on
LSTM and DAE. To detect abnormalities associated
with identity theft attempts at a low false positive rate.

Frameworks that improve the detection of identity
theft attacks in cloud computing using Al techniques
effectively guide and enhance cloud computing
security by reducing resource burden and false
positives, thereby minimizing vulnerabilities to cyber
threats.
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