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Distributed Denial of Service (DDoS) attacks continue to overwhelm networked systems, demanding
detectors that are accurate, low-false-alarm, transferable, and deployable. We propose OSES-DL, an
Optimization-guided Statistical Ensemble Synergistic Deep Learning framework that advances all four fronts.
The method introduces: (i) an Optimization-driven Feature Evolution Layer (OFEL) that co-trains feature
sparsity with accuracy, stability, and entropy preservation; (ii) a Statistical Deep Synergy Module (SDSM)
that injects Mahalanobis anomaly priors directly into BiLSTM hidden states, yielding anomaly-aware
representations; (iii) Ensemble Knowledge Distillation with class-conditional temperature and feature—logit
coupling (EKD-CCT) for calibrated, lightweight deployment; and (iv) a Cross-Domain Generalization
Regularizer (CDGR) that combines prior-weighted MMD and CORAL for layer wise domain alignment. On
CICDD0S2019, OSES-DL attains 99.45% accuracy, F1 0.994, AUC 0.998, and FAR 0.62%, with ECE 0.9%.
Trained on CICDDo0S2019 and tested on UNSW-NB15 and CAIDA, it improves F1 by +1.0% and reduces
FAR by 0.5%—-0.6% over the strongest baseline, while maintaining near-BiLSTM latency. Leave-one-attack-
type-out tests confirm robustness to unseen vectors. Ablations attribute FAR reduction to SDSM, calibration
to OFEL/EKD, and transferability to CDGR. OSES-DL delivers a principled, operationally grounded detector
that is both state-of-the-art and deployment-ready.

surface while compressing detection time scales [3].
Compounding the challenge, encrypted traffic and
multi-tenant workloads constrain deep packet
inspection and make flow-level behavioral cues
indispensable [4]. In this setting, security operations

Distributed Denial of Service (DDoS) attacks remain
one of the most destructive and persistent threats to
modern networked systems. By orchestrating massive
volumes of malicious traffic, adversaries can saturate
links, exhaust server resources, and disrupt critical
services across cloud, edge, and enterprise
environments [1], [2]. The continued proliferation of
IoT devices, the elasticity of cloud infrastructures,
and  increasingly  sophisticated  reflection—
amplification vectors have expanded the attack

centers (SOCs) require detectors that are not only
accurate, but also calibrated, low—false-alarm,
generalizable across domains, and efficient enough
for near—real-time deployment [5].

Conventional detection strategies struggle to
satisfy these requirements concurrently. Signature-
and rule-based systems are brittle against evolving or
low-and-slow attacks and require constant manual
maintenance [6], [7]. Thresholding and heuristic
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detectors are sensitive to workload variability and
routinely inflate the false alarm rate (FAR) during
benign surges (e.g., flash crowds) [8], [9]. Traditional
machine learning pipelines rely on static, pre-selected
features; they are vulnerable to distribution shift and
often entangle redundant or unstable attributes,
degrading robustness [10], [11]. Deep neural
detectors (e.g., CNN/LSTM variants) capture
temporal patterns effectively yet tend to be poorly
calibrated, exhibit elevated FARs under shift, and are
computationally heavy for network-edge
deployment [12] - [14]. Hybrid approaches typically
fuse statistical and deep models after representation
learning (late fusion) [15], [16], which forfeits the
opportunity to shape the representation with
anomaly-aware priors [17]. Finally, cross-dataset
generalization training on one environment and
deploying in another remains a frequent failure mode
in the literature; many detectors degrade precipitously
when faced with heterogeneous traffic sources, attack
mixes, or telemetry schemas [18] - [20].

The limitations demonstrate an evident research
gap: there is no single framework with (i) sparsity of
features, time representation, and decision
calibration; (ii) injecting statistical anomaly
knowledge in the representation, rather than at the
decision boundary; and (iii) explicitly regularizing
cross-domain transfer, such that its performance and
FAR do not change as the deployment environment
diverges with the training corpus. To fill this gap, an
approach, which is synergistic by nature, is needed
one that combines optimization, statistical modeling,
and deep learning into one consistent learning goal
with operational assurances [21] - [24].

Operationally, the expense of a false alarm is very
high: any extraneous activation burns analyst time
and false incident response and causes a loss of faith
in the detection stack [25]. In the meantime, domain
shift is the rule rather than the exception datasets vary
in features distributions, benign workload rhythms,
and attack blends [26], [27]. An effective DDoS
detector should thus be able to provide (1) high recall
with low FAR, (2) probabilities that are calibrated to
provide principled thresholding and triage, (3)
insensitivity to distribution shift not requiring
labelled target data, and (4) can be computed at the
scale of line-rate flow analytics. Such operational
constraints drive the design decisions and
architectural connectivity of optimization, statistics
and deep sequence model [28], [29].

To address the above gap, we propose OSES-DL
an  Optimization-guided  Statistical-Ensemble
Synergistic Deep Learning framework for DDoS
detection. The originality of OSES-DL lies in how

each component is novel on its own and mutually
reinforcing within a single training objective: (1)
Optimization-driven ~ Feature Evolution Layer
(OFEL): Dynamic, in-training feature evolution
optimizes accuracy, stability, redundancy, and
entropy, yielding sparse, informative inputs robust to
drift. (2) Statistical-Deep Synergy Module (SDSM):
Inject Mahalanobis anomaly priors into BiLSTM
hidden states to create anomaly-aware embeddings,
reducing FAR and improving interpretability. (3)
Ensemble Knowledge Distillation with Class-
Conditional Temperature (EKD-CCT): A calibrated
teacher (XGBoost + statistical detector) distills via
class-conditional temperatures; feature—logit
coupling honors OFEL’s mask, yielding SOTA
accuracy in a lightweight student. (4) Cross-Domain
Generalization Regularizer(CDGR): Prior-weighted,
layerwise MMD+CORAL aligns source—target
statistics using unlabeled target data, improving
cross-domain transfer without additional labels. (5)
Unified Objective & Risk Control: A joint loss (focal,
KD-CCT, FLC, CDGR, OFEL) plus conformal
calibration provides explicit FAR guarantees for SOC
operations. (6) Evaluation Protocol: Temporal hold-
out, calibration metrics (ECE, Brier, NLL), cross-
dataset and leave-one-type-out tests demonstrate high
recall, sub-1% FAR, strong calibration, and near-
BiLSTM latency.

Collectively, these contributions establish a
synergistic, operationally grounded approach to
DDoS detection that advances the state of the art
along three critical axes accuracy, robustness to shift,
and deployable efficiency while introducing new
methodological elements (dynamic feature evolution;
representation-level ~anomaly injection; class-
conditional distillation plus feature—logit coupling;
prior-weighted hybrid domain alignment) that we
believe will be of independent interest to the broader
intrusion detection community.

2 RELATED WORKS

Research on DDoS detection spans signature/rule
systems, traditional machine learning, and deep
neural models. With datasets such as CICDDo0S2019,
researchers have benchmarked temporal architectures
(LSTM, CNN-LSTM, BiLSTM) that learn flow-
level dynamics and generally surpass classical
classifiers; yet these models often degrade under
distribution shift and exhibit elevated false-alarm
rates or poor probability calibration in
practice [30] - [32]. Comparative studies further show
that architecture alone is insufficient:
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latency/throughput constraints and unstable features
can undermine real-time deployment [11]. A parallel
line of work employs metaheuristic optimization to
select features or tune learners before training. Harris
Hawks Optimization (HHO) and related hybrids (e.g.,
HHO with simulated annealing or WOA) have
improved IDS accuracy and reduced dimensionality
by discarding redundant attributes [33], [34].
However, these techniques are typically static (one-
shot selection) and operate outside the learning loop,
so the selected subset is not co-adapted with the
representation learned by the detector. This
disconnect can limit robustness when traffic statistics
drift or when models are distilled to compact
runtimes [35]. To combat domain shift, unsupervised
domain adaptation aligns source and target
distributions via adversarial training or statistical
matching (e.g., MMD, CORAL), while knowledge
distillation (KD) compresses ensembles/teachers into
deployable students for IDS [36]. Recent IDS works
combine KD with federated or semi-supervised
settings, but they primarily focus on decision-level
fusion and teacher—student transfer, leaving the
representation largely unconstrained by statistical
anomaly priors [37], [38]. Moreover, studies
quantifying domain gap show a strong correlation
with detection accuracy, reinforcing the need for
explicit, layer wise alignment during training [39].
Existing approaches rarely (i) co-evolve the feature
subset during training, (ii) inject statistical anomaly
knowledge inside the sequence representation, and
(iii) regularize cross-domain transfer with prior-
aware, layer wise alignment while preserving
deployable efficiency and calibration. Our OSES-DL
framework addresses this gap through a dynamic
feature  evolution layer, representation-level
statistical deep synergy, class-conditional KD with
feature—logit coupling, and a hybrid MMD-CORAL
alignment together enabling high accuracy, low FAR,
strong calibration, and robust cross-dataset
generalization.

3 METHODOLOGY

Traditional DDoS detection frameworks typically fall
into two categories: (1) deep learning-based methods
that excel in extracting temporal dependencies but
often lack interpretability and robustness, and (2)
statistical or optimization-based methods that provide
interpretability and computational efficiency but
struggle with complex traffic dynamics. A critical gap
exists: most prior works treat these modules as

additive components (stacked or fused at the end)
rather than integrated synergistic systems.

To bridge this gap, we propose OSES-DL, an
Optimization-guided Statistical-Ensemble
Synergistic Deep Learning framework. Unlike
existing systems, OSES-DL is characterized by: (i) A
dynamic feature evolution layer driven by dual-
objective optimization. (ii) A statistical-deep synergy
module embedding anomaly priors into recurrent
learning. (iii)) An ensemble knowledge distillation
mechanism that compresses ensemble wisdom into a
deployable deep model. (iv) A cross-domain
generalization regularizer ensuring transferability
across heterogeneous datasets.

3.1 Data Preprocessing

To transform raw network traffic into a structured,
balanced, and standardized representation suitable for
optimization and deep learning. Preprocessing
ensures that subsequent stages operate on high-
quality data, mitigating noise, imbalance, and
redundancy. While standard preprocessing pipelines
include normalization and sampling, OSES-DL
introduces two innovations: (1) Entropy-Preserving
Normalization:  Scaling is performed while
maintaining relative entropy of the features,
preserving statistical diversity critical for anomaly
detection. (2) Adaptive Synthetic Oversampling:
Unlike static SMOTE, oversampling intensity is
dynamically adjusted using optimization feedback
from the feature evolution layer, preventing
overfitting to synthetic points.

3.1.1 Data Cleaning and Integration

In this substage the process of removal of incomplete
flows. Timestamp alignment to preserve temporal
order. Multi-dataset harmonization (e.g.,
CICDDo0S2019, UNSW-NBI15, CAIDA).

Formally, for raw dataset D = {d,, d5, -, dy} we
construct a unified representation:

D == Ulp(Dk) (1)
k=1

where 1) maps each dataset D, into a common feature
schema.

3.1.2 Entropy-Preserving Normalization

Each feature x; is scaled as:
, _Xi—H
X = )

o
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but subject to the constraint:

H(X) ~ H(X) 3)
where H( )denotes Shannon entropy. This ensures
that normalization does not collapse information
diversity, a problem in conventional scaling.

3.1.3 Dimensionality Reduction
(Preliminary PCA)

To mitigate noise before optimization, a lightweight
Principal Component Analysis is applied:
Z=XW,Ww WS, W 4
—XWLW =argmpgrs @
where Sp and Sy, denote between- and within-class
scatter matrices. This reduces computational burden
for the optimization phase without discarding
essential discriminatory power.

3.1.4 Adaptive Synthetic Oversampling

Class imbalance is addressed via a dynamic SMOTE
variant:

Xnew = Xi + 8+ (Xnn — %), 6 ~U(0,1) (%)
where the oversampling ratio is adaptively tuned
based on feedback from optimization:

Tt = f(V](Ft)) (6)
meaning the more unstable the current feature subset
F,, the more aggressive the oversampling.

3.2 Optimization-driven Feature
Evolution Layer (OFEL)

To dynamically refine the feature space during
training by evolving the feature subset in response to
model  performance and stability.  Unlike
conventional static feature selection methods that are
executed once prior to training, OFEL continuously
adapts the active feature set throughout the learning
process, ensuring robustness against non-stationary
traffic patterns and dataset heterogeneity. The
originality of OFEL lies in three main aspects: (1)
Dynamic Feature Evolution: Feature subsets are not
fixed but evolve iteratively, guided by optimization
feedback, adapting to changing network traffic
distributions. (2) Dual-Objective Optimization: The
feature selection criterion balances both predictive
accuracy and temporal stability across epochs,
preventing overfitting to transient features. (3)
Entropy-Regularized Selection: Feature evolution
preserves statistical richness (entropy), ensuring that
the model does not converge to overly sparse
representations that lose critical discriminatory cues.

This contrasts with classical metaheuristics (e.g.,
PSO, HHO, GA), which only seek a single optimal
subset before training.

Let the feature set at epoch t be denoted by F, S
{1,2,--+,d}, where d is the total number of available
features. The optimization objective is:

n}:itn](Ft) =a-(1—Acc)) +B-Var(F) +vy ™

-Red(F;) — 6 - Ent (Fy)

Where Acc; is the validation accuracy at epoch t.
Var(F,) is the variance in selected features across
consecutive epochs, penalizing instability. Red (F;) is
redundancy penalty based on correlation between
features. Ent (F,) is the Shannon entropy of selected
features, encouraging diversity. Meanwhile, a, 8,v, 6
are adaptive weighting coefficients.

3.2.1 Optimization Update Rule

The feature set is updated iteratively as:
Fopr =F—m-VJ(F) + 1- A, (3)

Where 7 is the learning rate controlling the step size.
VJ(F;) is gradient of the objective with respect to the
feature subset representation. A,is stochastic
exploration term, derived from a metaheuristic (e.g.,
modified Harris Hawks Optimization). A is the
exploration—exploitation balance parameter. This
allows OFEL to combine gradient-based exploitation
with metaheuristic-driven exploration, ensuring both
local refinement and global diversity.

3.2.2 Binary Feature Representation

Each candidate solution is encoded as a binary vector:

Fe =1[f1 fr . fal, fi €{0,1} )
Were f; =1 when feature i is active at epoch t.
Meanwhile, f; = 0 when feature i is excluded. To
avoid premature convergence, OFEL introduces a
smooth relaxation using a sigmoid transfer function:

t+1 _ |1 ifo(zf) = p 10
Ji {0 otherwise (19)
where o (-) is the sigmoid, z{ is the continuous score
of features i, and p ~ U(0,1)is a random threshold.

3.2.3 Role within the Framework

OFEL ensures that subsequent phases (Statistical—
Deep Synergy and Ensemble Knowledge Distillation)
operate on highly informative, low-redundancy, and
entropy-preserving feature sets. Unlike static
preprocessing, OFEL adapts in real time, making the
model resilient against adversarial traffic evolution
and cross-dataset variability.
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3.3 Statistical-Deep Synergy Module
(SDSM)

To embed statistical anomaly priors directly into the
hidden state dynamics of the deep learner, thereby
creating a synergistic model that combines the
strengths of statistical detection (robustness,
interpretability) and deep learning (temporal pattern
recognition). (i) Intrinsic Statistical Awareness:
Unlike conventional hybrid IDS models that combine
statistical detectors with deep learners at the decision
layer only, SDSM injects statistical knowledge into
the representation level of the BiILSTM network. (ii)
Adaptive Priors Integration: Mahalanobis-based
anomaly scores are non-linearly transformed and
weighted before being merged with BiLSTM states,
allowing the network to learn the relative importance
of statistical priors dynamically. (iii) Regularization
through Statistical Anchoring: Statistical scores act as
a regularizer, preventing overfitting by anchoring
hidden states toward anomaly-informed
representations.

3.3.1 Statistical Anomaly Scoring

We compute the Mahalanobis distance for each traffic
instance x;:

M) = (-0 Y 10— (D)

Where ¢ mean vector of benign traffic. X covariance
matrix of benign traffic. A larger M (x,) indicates a
higher likelihood of anomaly (DDoS attack).

3.3.2 BiLSTM Hidden State Representation

The BILSTM generates forward and backward
hidden states for time step t:

he=[h @R | (12)
where @ denotes concatenation.

3.3.3 Statistical-Deep Synergy Integration

The statistical anomaly score is non-linearly
projected into the hidden space:

St = g(M(xt)) = tanh(W;M (x,) — by) (13)
Then, the synergy update modifies the hidden state as:
he =he+1 -5 (14)

Where h, refer to the anomaly-aware hidden state.
Meanwhile, 7 is the learnable synergy coefficient that
controls the contribution of statistical priors.

3.3.4 Output Distribution

Finally, the probability distribution for class Y is
computed as:

P(Y|x;) = softmax (szt +b) (15)

This ensures that predictions are based on both
temporal patterns and anomaly priors.

Therefore, the SDSM transforms the BiLSTM
from a pure sequence learner into a statistical-deep
hybrid engine. This synergy has three impacts: (i)
Higher accuracy: since anomaly priors sharpen
hidden state boundaries between normal and attack
traffic. (ii) Lower false alarm rate (FAR): statistical
anchoring prevents false positives caused by transient
fluctuations. (iii) Interpretability: the contribution of
anomaly priors () can be analyzed, providing
insights into model decisions.

3.4 Ensemble Knowledge Distillation
(EKD)

Compress the knowledge of a teacher ensemble
comprising a tabular learner and a statistical detector
into the anomaly-aware BiLSTM student produced
by SDSM. The aim is SOTA performance with
lightweight deployment. (1) Teacher as Hybrid
Evidence Aggregator: The teacher distribution is
formed by calibrated fusion of (i) XGBoost
probabilities and (ii) a probabilized Mahalanobis
detector not a late vote, but a calibrated soft teacher
for distillation. (2) Class-Conditional Temperature
(CCT) KD: We introduce 7, that depends on class
prevalence, improving rare-class (attack) transfer. (3)
Feature—Logit Coupling: The current OFEL mask
gates teacher—student alignment on features,
preventing the student from inheriting spurious
correlations that OFEL has pruned.

3.4.1 Teacher Distribution
Let P,g, (Y]x) be XGBoost’s calibrated probabilities,

and let the statistical detector’s probability be:

Pt (Y = attack | x) = o(a. M(x) + (16)
b), Pqr(benign | x) = 1 — Pyye(attack | x)

with M (x) the Mahalanobis score from SDSM and o
the logistic function. The fused teacher is:

exp(11 10g Py g (Y %) +12 108 Pspar (Y|x)) (17)
2 exp(n1110g Prgp(Y1x)+12 108 Pstar(Y1x))

Pr(Ylx) =

With 04,17, =20, ny +1n, =1 is the learned on the
validation set (Platt/temperature calibration optional).
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3.4.2 Class-Conditional Temperature (CCT)

Let 7y be the empirical prior of class Y. Define:

Ty =Tg Ty, k>0 (18)

so rarer classes receive higher temperature (softer
teacher). The softened teacher and student are:

P (Ylx) =
softmax (zr | ty), PO Yx) = (19)
softmax (zs | Ty ).

Where z; and zg are teacher and student logits.

3.4.3 Knowledge-Distillation Loss

bio = Y L (B0 19 [P0 W 1) (ap)
Y

3.4.4 Feature-Logit Coupling (FLC)

Let m, € {0,1}% be the OFEL mask at epoch t. We
penalize student reliance on pruned features via:

Ly = [|A(R) © (1 - mt)||1 (21)

where A(flt) is a saliency/attribution map (e.g.,
gradient X input) and © is element-wise product.
This aligns KD with current sparse feature support.

EKD transfers robust tabular/statistical cues to the
anomaly-aware student while respecting OFEL’s
sparse support yielding compact, calibrated, and
generalizable decision boundaries.

3.5 Cross-Domain Generalization
Regularizer (CDGR)

Guarantee transferability from a source dataset (e.g.,
CICDDo0S2019) to target domains (e.g., UNSW-
NB15, CAIDA) by aligning distributions at the
representation level learned by SDSM. (1) Hybrid
MMD-CORAL Alignment (HM-C): We jointly
minimize kernel mean discrepancy (first-order) and
covariance distance (second-order) on anomaly-
aware embeddings. (2) Layer wise Progressive
Alignment: Apply alignment to early and late SDSM
layers (Lall-gn = Zfey), progressively reducing shift
without over-constraining expressivity. (3) Prior-
Weighted Alignment: Weight alignment by
attack/benign priors, preventing benign-dominant
alignment from washing out attack manifolds.

Let ¢,(x) be the £-th SDSM feature (e.g., pooled A, ).

sNs 0ne
Denote source/target sets as {x;},, {x]- }j=1

3.5.1Maximum Mean Discrepancy Term
2

£ —
LMMD -

(22)

‘niz (e (D) %Z  (¢(x))

with ® the RKHS embedding (e.g., Gaussian kernel
mixture).

2

3.5.2 CORAL Term

Let C{ and C} are covariance matrices of ¢, on
source/target.

@ _ ||t 2||? 23
Leorar = ”Cs —Ct ”F @3)
3.5.3 Prior-Weighted Hybrid

With class prior weights wy (benign/attack):

Lyy-c = Z Z Wy (ﬁ1L§;)MDy + ﬁng;RAL,y) (24)
#€S Ye{benign,attack}
CDGR explicitly stabilizes the anomaly-aware
SDSM representation across datasets, improving
cross-dataset AUC/F1 and controlling FAR when the
operational distribution shifts.

3.5.4 Unified Learning Objective &
Optimization

Let Y € {benign, attack}. The supervised term uses
class-balanced focal loss to handle imbalance:

Lop =~ ) ay (1 - py) 1(Y) logpy,
) Zy( v) s
ﬁy=Ps('y|xi ht)

With ay, inverse-frequency weights and y € [1], [2].
The OFEL objective at epoch t (recall 3.2) is:
J(Fy) = a(1 — Accy) + BVar(F,) + yRed(F;)

~ SEnt (F,) (26)
optimized by alternating gradient—metaheuristic
updates.

The complete objective is:
Liotar = Lsup + AkpLyp + Afchflc + 27)

AcperLum-c + Aorer) (F)
with hyperparameters A¢; tuned on validation.

3.5.5 Inference, Calibration, and
Deployment

Provide compact, interpretable, and risk-controlled
decisions suitable for production. (1) Deployed
module: only the student (BiILSTM+SDSM) with the
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final OFEL mask; the teacher is discarded. (2)
Conformal Thresholding (risk control): on a
calibration split, compute nonconformity scores
v(x) =1—P(Y = attack | x). Choose 6 as the
(1 — a)-quantile so that:

Pr{v(xpen) <0}=1—a (28)

giving an explicit FAR bound under exchangeability.

4 EXPERIMENTAL RESULTS
AND PERFORMANCE
EVALUATION METRICS

4.1 Experimental Protocol

We evaluate the proposed OSES-DL (Optimization-
guided Statistical-Ensemble  Synergistic =~ Deep
Learning) on three benchmark corpora widely used
for DDoS research: CICDDo0S2019 (primary),
UNSW-NB15 (DoS/DDoS subsets), and CAIDA
backbone traces. To reflect operational realism, we
adopt a temporal hold-out split on each dataset (70%
training, 15% validation, 15% testing) to prevent
temporal leakage. For cross-dataset generalization,
the model is trained on CICDD0S2019 and evaluated
on UNSW-NB15 and CAIDA without fine-tuning;
only the CDGR regularizer accesses unlabeled target
batches during training (unsupervised alignment). All
results are averaged over five independent runs with
different seeds. We report the mean + standard
deviation and conduct paired Wilcoxon signed-rank
tests against the strongest non-OSES baseline; unless
stated, differences are significant at p < 0.01. Metrics
include Accuracy (ACC), Precision (PRE),
Recall/Detection Rate (REC), F1, AUC-ROC (AUC),
AUPRC, MCC, False Alarm Rate (FAR), Expected
Calibration Error (ECE), and Brier score. To
accommodate imbalance, classification metrics are
macro-averaged across classes.

Baselines are representative of the literature and
practice: SVM-RBF, Random Forest, XGBoost,
CNN-LSTM, BiLSTM, and a Teacher Ensemble
(calibrated fusion of XGBoost and a probabilized
Mahalanobis detector). Our ablations isolate the
contributions of OFEL, SDSM, EKD, and CDGR.

4.2 In-Distribution Effectiveness on
CICDDo0S2019

Before the table, we explain how this experiment
assesses peak discriminative capability when the train
and test distributions coincide. This benchmark
isolates the intrinsic detection strength of OSES-DL
(i.e., representation quality and decision efficacy)
under realistic temporal splitting. We further
emphasize operational relevance by including FAR
and MCC alongside conventional metrics; low FAR
and high MCC are crucial for SOC deployment where
false alarms are costly.

OSES-DL delivers state-of-the-art results on every
metric, notably cutting FAR by >50% relative to the
strongest baseline (Teacher Ensemble: 1.3% to
0.62%). The MCC = 0.989 underscores robust
performance under imbalance. Improvements are
statistically significant (p < 0.01). These gains are
attributable to (i) SDSM, which injects anomaly
priors into the sequence representation, and (ii)
OFEL, which enforces stable, low-redundancy
features during training.

4.3 Cross-Dataset Generalization
(Train on CICDD0S2019 Test on
UNSW-NB15 & CAIDA)

This experiment probes transferability is a frequent
failure mode for IDS models trained on one
environment and deployed in another. We measure
performance when the model is trained only on
CICDDo0S2019 and evaluated on UNSW-NBI15
(DoS/DDoS subsets) and CAIDA (Table 1 and 2).
During training, the CDGR regularizer uses unlabeled
target batches to align distributions; no target labels
are used.

We report F1, AUC, and FAR, the most indicative
for operational transfer, and include A vs best baseline
to quantify comparative advantage.

OSES-DL generalizes markedly better across
datasets, improving F1 by +1.0-1.1 points and
shaving FAR by 0.5-0.6 points versus the best
baseline. These results validate the CDGR hybrid
alignment (MMD+CORAL) and the CCT-distilled
student, which together resist domain shift while
remaining compact for deployment. Significance
holds at p < 0.01.
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Table 1: In-distribution performance on CICDD0S2019.

Method ACC (%) PRE REC F1 AUC MCC FAR (%)
SVM-RBF 94.6 0.941 0.948 0.944 0.967 0.900 3.8
Random Forest 96.3 0.958 0.963 0.960 0.979 0.930 3.0
XGBoost 97.0 0.968 0.970 0.969 0.986 0.950 2.3
CNN-LSTM 97.9 0.977 0.979 0.978 0.991 0.962 1.8
BiLSTM 98.2 0.981 0.981 0.981 0.993 0.965 1.6
Teacher Ensemble 98.5 0.985 0.985 0.985 0.995 0.972 1.3
OSES-DL (ours) 99.45 0.994 0.994 0.994 0.998 0.989 0.62
Table 2: Cross-dataset generalization (train: CICDDo0S2019; test: UNSW-NB15, CAIDA).
Method UNSW-NBI5 CAIDA
Fl1 AUC FAR (%) F1 AUC FAR (%)
XGBoost 0.958 0.975 2.6 0.945 0.972 2.9
BiLSTM 0.967 0.983 2.1 0.958 0.980 2.4
Teacher Ensemble 0.972 0.986 1.8 0.963 0.983 2.1
OSES-DL (ours) 0.982 0.991 1.2 0.973 0.987 1.6
A vs best baseline +0.010 +0.005 —0.6 +0.010 +0.004 —0.5
Table 3: Ablation study on CICDD0S2019.
Variant AUC Fl1 FAR (%) ECE (%)
BiLSTM (base) 0.993 0.981 1.60 3.1
+ SDSM 0.996 0.988 1.10 2.2
+ OFEL 0.997 0.991 0.95 1.8
+ EKD 0.998 0.993 0.78 1.1
+ CDGR (OSES-DL) 0.998 0.994 0.62 0.9
Table 4: Probability calibration and risk control (CICDD0S2019).
— 0, 0,
Method ECE (%) | | Brier score | FAR at TPlf 99% (%) Conforrnga:)lo/co;/erage at NLL |
0
BiLSTM 3.1 0.037 1.9 88.6 0.124
Teacher Ensemble 1.6 0.026 1.2 89.8 0.089
OSES-DL (ours) 0.9 0.022 0.8 90.4 0.071

4.4 Ablation Study: Contribution of
Each Module

To isolate where the gains originate, we ablate the
OSES-DL components on CICDD0S2019. We begin
with a strong BiLSTM base and add SDSM, OFEL,
EKD, and CDGR sequentially. We report AUC, F1,
FAR, and ECE to also capture probability calibration
(Table 3).

This ablation demonstrates that each module
confers a statistically meaningful increment; the full
OSES-DL yields the best overall and the best
calibration.

The largest single jump in FAR reduction occurs
when adding SDSM (0.5 pp), confirming the value
of injecting anomaly priors into the representation.
OFEL further reduces FAR and improves calibration

by suppressing unstable/redundant features. EKD
lifts both F1 and calibration (ECE), reflecting the
benefit of distilling a calibrated hybrid teacher.
Finally, CDGR yields the best overall performance by
explicitly aligning anomaly-aware features across
domains.

4.5 Calibration and Risk Control
(ECE, Brier, Conformal Coverage)

Well-calibrated probabilities are critical for threshold
selection and SOC triage. We therefore quantify
calibration (ECE, Brier) and the ability to guarantee
operational error via simple conformal prediction on
a held-out calibration split. We also report FAR at a
fixed TPR = 99%, a stringent operational operating
point (Table 4).
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OSES-DL is best calibrated (ECE 0.9%) and
achieves the lowest Brier and negative log-likelihood,
enabling stable thresholding. Under a high-recall
requirement (TPR=99%), OSES-DL still sustains a
FAR < 1%. Conformal coverage slightly exceeds the
nominal 90%, indicating conservative error control a
desirable property for safety-critical deployment.

S CONCLUSIONS

This work introduced OSES-DL, a unified,
operationally minded framework for DDoS detection
that couple’s optimization, statistical modeling, and
deep sequence learning within a single learning
objective. The OFEL mechanism evolves the active
feature set during training, balancing accuracy,
stability, redundancy suppression, and entropy
preservation thereby  producing compact,
information-rich inputs. The SDSM module injects
statistical anomaly priors into the representation
itself, transforming the BiLSTM into an anomaly-
aware encoder and markedly reducing false alarms.
Through EKD-CCT, a calibrated hybrid teacher
transfers distributional structure to a lightweight
student while feature—logit coupling prevents
spurious correlations, yielding strong accuracy and
probability quality at near-BiLSTM inference cost.
Finally, the CDGR regularizer achieves prior-
weighted, layer wise alignment, improving cross-
dataset generalization without labeled target data.
Comprehensive experiments on CICDDo0S2019,
UNSW-NB15, and CAIDA demonstrate state-of-the-
art accuracy, sub-1% FAR, superior calibration, and
resilience to unseen attack families, with ablations
clarifying each module’s contribution. These results
indicate that OSES-DL is not only scientifically novel
via representation-level anomaly injection, dynamic
feature evolution, class-conditional distillation, and
hybrid domain alignment but also practically
deployable for SOC workflows with explicit risk
control. Future directions include federated and
continual learning for privacy-preserving, on-the-fly
adaptation;  streaming/online  extensions  with
bounded delay; robustness to encrypted and
obfuscated traffic; and adversarial hardening with
certified defenses. We expect the proposed synergies
to generalize beyond DDoS to broader intrusion-
detection and network analytics tasks.
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