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Abstract: The advancement of quantum computing poses a direct threat to classical cryptographic systems, necessitating 

the adoption of quantum-resistant encryption techniques to maintain data integrity, confidentiality, and trust 

in digital communications. This study presents a comprehensive evaluation of Quantum Key Distribution 

(QKD) protocols - specifically BB84, E91, and B92 - alongside post-quantum cryptographic algorithms, 

including lattice-based, hash-based, and multivariate-quadratic systems. These techniques represent two 

complementary approaches: QKD leverages quantum mechanical principles for secure key exchange, while 

PQC reinforces classical cryptography against quantum threats using novel mathematical constructs. A 

comparative analysis is conducted focusing on security robustness, computational efficiency, and deployment 

scalability. Real-world constraints such as infrastructure limitations, key management complexity, and 

algorithmic overhead are also critically examined. The paper also investigates the standardization efforts led 

by NIST, ISO, and ETSI, highlighting current challenges to global adoption, including the lack of 

interoperability frameworks and varying readiness levels across industries. The findings underscore the need 

for hybrid cryptographic models that integrate classical and quantum-resistant mechanisms, offering a 

pragmatic path forward as quantum capabilities mature. Future directions include integrating quantum 

cryptography with cloud security, advancing homomorphic encryption, and developing quantum-safe 

blockchain technologies. These innovations are crucial for building resilient cybersecurity infrastructures 

capable of supporting next-generation applications such as secure edge computing, confidential AI model 

sharing, and tamper-proof digital ledgers. This research provides timely insights into the evolving 

cryptographic landscape and emphasizes the urgency of preparing for the quantum future through 

interdisciplinary collaboration and proactive technological adaptation. 

1 INTRODUCTION 

RSA and ECC utilize prime number decomposition 

and discrete logarithm resolution as key encryption 

elements due to their mathematical complexity [1]. 

Encryption techniques are crucial for digital data 

protection, as they require long periods to decipher 

traditional computers [2]. Quantum computing 

disrupts traditional encryption methods with Shor's 

algorithm, enabling efficient integer factorization and 

making RSA and ECC vulnerable to hacks [3]. 

Grover's algorithm reduces symmetric key 

cryptography's security levels by half, necessitating 

key length extension. Quantum developments 

necessitate the development of encryption methods 

that resist quantum security threats, utilizing quantum 

mechanics principles instead of computational 

hardness assumptions [4]. Quantum Key Distribution 

(QKD) is a key application that uses quantum physics 

concepts for proof-based protection, enabling users to 

establish secure shared keys and monitor security 

breaches through detectable disturbances [5]. QKD 

offers strong security but implementation is limited 

due to hardware, high costs, and scalability issues. 

PQC develops classical encryption algorithms for 

QKD systems, and NIST standardizes lattice-based, 
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hash-based, multivariate-quadratic schemes, and 

code-based cryptographic systems [6]. The global 

business sector is pushing for the establishment of 

quantum encryption standards, which are currently 

being evaluated by NIST ISO and ETSI entities, to 

ensure security, scalability, and interoperability of 

these new encryption mechanisms [6]. Quantum 

computing significantly alters traditional 

cryptographic systems, such as RSA and ECC, by 

enabling faster problem-solving on powerful 

quantum computers. This breaks the security 

guarantees of these methods, making them vulnerable 

to decryption. As a result, transitioning to quantum-

resistant cryptographic algorithms is crucial to 

maintain data confidentiality and integrity in the post-

quantum era [7]. The research will review quantum 

cryptography work through three significant areas 

including Quantum Key Distribution (QKD) and 

Post-Quantum Cryptography (PQC) and quantum 

attack methods in Section 2. The core principles of 

quantum cryptographic protocols receive detailed 

examination in Section 3 together with their 

implementation obstacles and performance 

limitations and compatibility with modern 

cryptographic systems. The study concludes through 

Section 4 by presenting a summary of essential 

findings together with potential research paths to 

achieve quantum-resistant security implementation in 

practical applications. 

2 RELATED WORKS 

This review reviews research on Quantum Key 

Distribution, Post-Quantum Cryptography, and 

Quantum Attacks, focusing on recent breakthroughs 

and analyzing existing knowledge gaps. 

Theoretical investigations of Quantum Key 

Distribution (QKD) security introduced the trade-off 

between protection strength and security expenses 

while also identifying weaknesses regarding 

anonymity and accuracy during 2019. Post-Quantum 

Cryptography (PQC) became the research focus after 

2021 when NIST reviewed their standards about 

encryption resistance transition difficulties and 

practical implementation limitations. Quantum 

Public-Key Encryption (QPKE) was introduced in 

2023, presenting new security requirements. The 

Variation Quantum Attacker (VQAA) demonstrated 

its superiority in 2022, targeting AES encryption even 

though implementation challenges exist. In 2024, 

international standards were set for quantum 

cryptography, despite technical barriers to scalability. 

The evolution of quantum cryptography from 2019 to 

2024 is illustrated in Figure 1 and Table 1.

Table 1: Comparison of previous researches in quantum cryptography. 

Ref. Main Focus Key Contributions Advantages Limitations 

[8] 

Information-Theoretic 

Secure Quantum 

Cryptography 

Defined and analyzed 

concealment in quantum 

cryptography 

Provided insights into 

security trade-offs 

Issues with anonymity 

and accuracy 

[9] 
Quantum Circuit 

Optimization for AES 

Reduced Toffoli circuits 

by 88% for AES 

encryption 

Improved efficiency of 

quantum circuits 

High complexity in large-

scale systems 

[10] NIST PQC Standards 
Reviewed post-quantum 

cryptography challenges 

Supported the transition 

to PQC 

Lacked practical 

implementation details 

[11] 

Quantum 

Cryptography Network 

Optimization for AES 

Reduced qubit usage and 

T-depth for AES

Improved quantum 

encryption performance 

Complex circuit design 

challenges 

[12] 

Variational Quantum 

Attacker (VQAA) on 

AES 

Proposed a quantum 

attack technique for AES 

Demonstrated potential 

to outperform Grover's 

algorithm 

Difficult to apply in real-

world settings 

[13] 
Quantum Public-Key 

Encryption (QPKE) 

Developed new QPKE 

encryption models 

Expanded theoretical 

foundations of QPKE 

Lacks information-

theoretic security 

guarantees 

[14] 

Quantum 

Cryptography and 

National Security 

Analyzed challenges and 

global standardization 

Promoted quantum 

encryption 

standardization efforts 

Significant obstacles in 

achieving global 

adoption 
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Figure 1: The evolution of quantum cryptography from 2019 to 2024. 

Figure 2: The basic principles of quantum cryptography 2024. 

Despite advancements in quantum cryptography, 

several research gaps persist, notably the need for 

practical implementation of Post-Quantum 

Cryptography (PQC) algorithms beyond theoretical 

frameworks and addressing the scalability and high 

infrastructure costs hindering large-scale Quantum 

Key Distribution (QKD) deployment. Further 

research is needed to explore hybrid cryptographic 

models that integrate QKD and PQC for enhanced 

cybersecurity, alongside optimizing quantum attack 

techniques like VQAA to improve their real-world 

applicability. Future research should therefore 

prioritize the practical integration of quantum 

cryptography, focusing on enhancing PQC 

implementation, developing hybrid security solutions 

that bridge quantum and classical cryptography, and 

overcoming the deployment challenges currently 

facing QKD technologies. 

3 FUNDAMENTALS OF 

QUANTUM CRYPTOGRAPHY 

Quantum cryptography is a groundbreaking field that 

leverages quantum mechanics to secure 

communication. Unlike traditional cryptographic 

methods, which rely on mathematical complexity, 

quantum cryptography provides information-

theoretic security based on fundamental quantum 

principle. The most widely studied application of 

quantum cryptography is Quantum Key Distribution 

(QKD), which enables two parties to exchange 

cryptographic keys securely over an insecure 

channel [15], [16]. 
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3.1 Key Principles of Quantum 
Cryptography 

This section explains the basic principles and 

concepts of quantum cryptography. Figure 2 

summarizes these principles [17], [18]. 

3.1.1 Quantum States 

Quantum cryptography encodes information using 

quantum states of photons, leveraging principles such 

as superposition and the no-cloning theorem. In 

superposition, a quantum bit (qubit) exists in multiple 

states simultaneously until measured. The o-cloning 

theorem ensures that an unknown quantum state 

cannot be copied without disturbing it, which forms 

the basis of quantum cryptographic security [19]. 

3.1.2 Information-Theoretic Security 

Unlike classical cryptographic systems, which rely on 

computational hardness assumptions (e.g., 

factorization in RSA), quantum cryptography 

provides security guarantees that do not depend on 

computational power. Even an adversary with infinite 

computing capacity cannot extract useful information 

from intercepted quantum states without 

detection [17]. 

3.1.3 Quantum Key Distribution (QKD) 

QKD is one of the most well-known applications of 

quantum cryptography. The BB84 protocol, 

developed by Bennett and Brassard in 1984, is the 

first and most widely studied QKD scheme. It allows 

two parties (Alice and Bob) to exchange photon-

polarized qubits over an insecure quantum channel. 

By comparing measurement results over a classical 

channel, they can establish a shared secret key, while 

any eavesdropping attempts by Eve introduce 

detectable anomalies. The following steps represent 

the procedure of the algorithm working:  

1) Preparation. Alice randomly selects a sequence

of bits and a sequence of polarization bases

(rectilinear or diagonal), and encodes each bit

onto a photon.
2) Transmission. Alice transmits polarized

photons to Bob through a quantum channel.

3) Measurement. Bob randomly selects a basis

(rectilinear or diagonal) to measure each

photon.
4) Public Discussion. Alice and Bob use a public

classical channel to share their chosen bases.

5) Key Sifting. They discard bits with different

bases, leaving the remaining bits as the sifted

key.
6) Error Checking and Privacy Amplification.

The team uses error correction and privacy

amplification to create a secure final key,

detecting and eliminating potential Eve

interference.

QKD's built-in eavesdropping detection 

mechanism, using quantum properties like the no-

cloning theorem and Heisenberg's uncertainty 

principle, prevents attacker Eve from intercepting or 

measuring quantum states during transmission, 

causing detectable disturbances in the key 

reconciliation process [19], [20]. 

3.1.4 Eavesdropping Detection 

A significant advantage of QKD is its built-in 

mechanism for detecting eavesdropping. When an 

attacker (Eve) attempts to measure quantum states in 

transit, the quantum system is disturbed due to 

Heisenberg’s uncertainty principle. 

This disruption manifests as errors in key 

reconciliation, alerting Alice and Bob to the presence 

of an intruder [19]. 

3.1.5 Integration with Classical 
Cryptographic Frameworks 

Integrating Quantum Key Distribution (QKD) into 

classical cryptographic frameworks presents 

challenges due to architectural incompatibilities, as 

classical systems rely on computational hardness 

assumptions [21]. Hybrid models propose using QKD 

for secure key generation while maintaining classical 

encryption for data transmission, addressing key 

management concerns in traditional protocols. 

Interoperability issues arise from timing, error 

handling, and authentication differences in quantum-

compliant systems, necessitating hash-based or one-

time pad schemes to prevent man-in-the-middle 

attacks. Infrastructure upgrades are also necessary, 

including quantum channels (fiber-optics or 

satellites), quantum repeaters, and integration 

modules with classical networks. 

Current efforts focus on developing middleware 

that can bridge classical internet protocols with 

quantum communication layers. These challenges 

highlight the need for standardized APIs, quantum-

aware protocols, and dedicated hardware, all of which 

are subjects of ongoing research and standardization 

led by NIST, ETSI, and ITU-T [22]. 

ProceedingsProceedings  of of the the 113th Internationalth International  Conference Conference on Appliedon Applied  Innovations Innovations in ITin IT  (ICAIIT), (ICAIIT), August 2020225  

310



3.2 Quantum Key Distribution (QKD) 
Protocols 

QKD protocols differ in their implementation 

approaches, ranging from polarization-based 

schemes (BB84, B92) to entanglement-based systems 

(E91, BBM92). Table 2 summarizes the key QKD 

protocols, mechanisms, and security 

features [23], [24]. 

3.2.1 Quantum Cryptographic Algorithms 

Post-Quantum Cryptography (PQC) is a field that 

uses lightweight algorithms to secure resource-

constrained devices like IoT nodes and embedded 

systems. These algorithms are designed to resist 

quantum attacks while maintaining computational 

and energy efficiency. 

Notable examples include NTRU, a lattice-based 

encryption algorithm, and SPHINCS+, a stateless 

hash-based signature scheme. Ascon, selected by 

NIST for lightweight cryptography, provides an 

efficient and secure encryption framework for small 

devices. These schemes are crucial in extending 

quantum-safe protections to real-world systems 

operating under strict performance constraints. 

Incorporating these algorithms in future security 

standards will improve the viability of quantum-

resilient infrastructure in enterprise and edge-

computing environments [25]. 

3.3 Challenges in QKD Deployment 

Despite its theoretical advantages, the real-world 

deployment of QKD faces several obstacles. Table 3 

briefly illustrates these obstacles [26]. 

3.3.1 Technological Limitations 

QKD requires specialized quantum hardware such as 

single-photon sources and highly sensitive detectors. 

Current fiber-based QKD systems are limited in range 

(~100 - 200 km) without quantum repeaters [26]. 

3.3.2 Scalability and Cost Issues 

Large-scale deployment of QKD networks is 

expensive and requires dedicated optical 

infrastructure. Satellite-based QKD systems (e.g., 

China’s Micius satellite) offer potential solutions but 

remain costly [26]. 

3.3.3 Key Management and Integration   
Challenges 

Hybrid cryptographic models (QKD + PQC) are 

required to facilitate the transition without 

overhauling existing security infrastructure. Secure 

authentication mechanisms are necessary to prevent 

man-in-the-middle attacks [27]. 

3.4 Future Directions in Quantum 
Cryptography 

To overcome these challenges, future research should 

focus on the following key areas [27]: 

▪ Developing high-efficiency and cost-effective

quantum hardware to support longer-distance

and more accessible QKD systems.
▪ Advancing quantum repeaters and satellite-

based QKD to extend the range of secure

communication.

▪ Exploring and integrating hybrid cryptographic

models that combine Quantum Key

Distribution (QKD) with Post-Quantum

Cryptography (PQC).

▪ Enhanced compatibility with existing security

network.

▪ Enhancing network-layer and quantum

network security to support real-world and

large-scale adoption of QKD technologies.

The continued evolution of quantum-safe 

encryption technologies will play a crucial role in 

securing communication systems against emerging 

quantum threats. 

3.5 Applications and Limitations of 
Quantum Cryptography 

Although secure key exchange is the primary use of 

quantum cryptography, it also has potential 

applications in secure communication systems and 

authentication processes. Table 3 shows these 

applications, while Table 4 illustrates the limitations 

of quantum cryptography [28]. 

3.6 Measurement Techniques for 
Testing Quantum Cryptography 

Evaluating the performance and security of quantum 

cryptographic systems requires precise measurement 

techniques to ensure reliability, efficiency, and 

robustness against attacks. 
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This section discusses key metrics used to assess 

the effectiveness of quantum cryptographic protocols 

and their practical deployment.  

3.7 Challenges in Quantum 
Cryptographic Performance 
Evaluation 

While QKD and PQC offer strong security, their 

performance evaluation presents specific challenges. 

Table 4 briefly summarizes these challenges [29]. 

▪ QKD highly depends on physical conditions,

such as optical fiber quality and atmospheric

interference.

▪ PQC requires extensive computational

resources and rigorous security proofs to

ensure resistance to quantum attacks.

▪ Hybrid cryptographic systems must balance

performance trade-offs between quantum and

classical encryption models [30].

3.8 Future Research Directions 

To enhance quantum cryptographic performance 

testing, future research should focus on: 

▪ Developing advanced security proofs to

validate the resilience of new quantum

cryptographic protocols.

▪ Improving QKD key generation rates for real-

world deployment.

▪ Optimizing hybrid cryptographic approaches to

balance security and efficiency.

Table 2: Notable quantum key. 

Protocol Introduced Mechanism Security Features 

BB84 Protocol 
1984 (Bennett 

and Brassard) 

Uses photon polarization (horizontal, 

vertical, and diagonal states) for key 

encoding 

Detects eavesdropping through 

quantum disturbance 

E91 Protocol (1991) (Ekert) 
Based on quantum entanglement Two 

parties share entangled photon pairs. 

Uses Bell’s inequalities to detect 

eavesdropping 

BBM92 Protocol 1992 
Hybrid of BB84 and E91; uses 

entangled photon pairs. 

Inherits security features of BB84 

and E91 

B92 Protocol 1992 
Simplified version of BB84; uses non-

orthogonal quantum states. 

More straightforward 

implementation, but more 

vulnerable to attacks 

Decoy State 

Protocol 
2003 

Introduces multiple intensity levels to 

detect photon-number splitting attacks 

Prevents attackers from exploiting 

weak pulses 

Table 3: Applications of quantum cryptography. 

Aspect Applications Details 

Secure Communication 

Provides theoretically unbreakable 

encryption for confidential 

communication 

Prevents eavesdropping in diplomatic, 

corporate, and defense communications 

Key Distribution (QKD) 

Enables secure exchange of 

cryptographic keys over insecure 

channels. 

Resistant to interception due to the no-

cloning theorem 

Financial Transactions 

Enhances security in online banking, 

credit card transactions, and digital 

payments 

Protects against man-in-the-middle 

attacks and quantum-enabled cyber 

threats 

Military and Government 

Secures classified communication for 

intelligence agencies, military 

operations, and diplomatic exchanges 

Ensures tamper-proof data 

transmission in national security 

networks 

Healthcare Data Security 

Safeguards electronic medical 

records (EMRs) and patient data from 

breaches 

Ensures compliance with HIPAA, 

GDPR, and other data protection 

regulations 

Critical Infrastructure 

Protects smart grids, transportation 

systems, and IoT networks from 

cyber threats 

Ensures resilient security in power 

grids, autonomous vehicles, and 

industrial automation 

Scientific Research 

Facilitates secure data exchange in 

quantum networks and high-

performance computing research. 

Used in secure cloud computing, AI 

model protection, and collaborative 

projects. 
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Table 4: Limitations of quantum cryptography. 

Aspect Challenges Details 

High Cost 
Expensive implementation due to the need 

for specialized quantum hardware 

Requires quantum key distribution (QKD) devices, 

quantum repeaters, and dedicated fiber-optic 

infrastructure. 

Distance 

Limitations 

Limited to short distances without quantum 

repeaters or satellite-based QKD 

Current fiber-based QKD systems work within 

~100–200 km range without signal degradation. 

Complexity 
Requires advanced technical expertise for 

deployment and maintenance. 

Needs integration with existing cryptographic 

protocols and secure key management systems 

Technological 

Maturity 

Still an emerging technology, with ongoing 

research required to improve efficiency. 

Adoption is hindered by limited commercial 

availability and ongoing experimental 

developments. 

Environmental 

Sensitivity 

Quantum signals are highly vulnerable to 

noise, signal loss, and atmospheric 

conditions. 

Requires ultra-low temperature environments and 

stable transmission media 

Integration 

Challenges 

Difficult to incorporate into traditional 

cryptographic frameworks 

Requires hybrid cryptographic approaches 

combining QKD with post-quantum cryptography 

(PQC) 

Limited Adoption 
Deployment is slow due to cost, 

infrastructure, and technical barriers. 

Adoption in industries remains restricted to 

research, government, and military applications. 

4 CONCLUSIONS 

Traditional cryptographic methods are increasingly 

vulnerable to quantum computing threats, 

necessitating the adoption of quantum-resistant 

standards. Core approaches, such as Quantum Key 

Distribution (QKD) and Post-Quantum Cryptography 

(PQC), offer vital protection. To ensure a secure 

transition, organizations must proactively develop 

quantum-resilient infrastructures, guided by evolving 

standards from bodies like NIST, ISO, and ETSI. The 

integration of classical and next-generation 

encryption frameworks will define the execution 

phase. Unified international policies and 

governmental support are essential in addressing 

quantum-enabled cyber threats. Furthermore, 

innovations in post-quantum techniques, including 

homomorphic encryption and secure blockchain 

integration, are pivotal for safeguarding sensitive 

data. While challenges remain, continued 

interdisciplinary research and global collaboration 

will fortify cryptographic systems in the quantum era. 

Global coordination is crucial, with unified 

international policies and robust governmental 

support necessary to effectively address quantum-

enabled cyber risks. At the same time, advancements 

in post-quantum techniques such as fully 

homomorphic encryption, lattice-based 

cryptography, and secure blockchain integration will 

be key to protecting sensitive information in the long 

term. While challenges related to performance, 

interoperability, and deployment persist, sustained 

interdisciplinary research and international 

collaboration will be crucial for strengthening 

cryptographic ecosystems in the quantum era. 
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