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Presented a new (4D) four-dimensional hyperchaotic system with four nonlinear terms and thirteen positive
parameters. The chaotic system is tested through Mathematica was used to confirm the results and prove
that the system is super chaotic the complex dynamics of the new system and its basic characteristics for
instance Equilibrium Point, attractors, waveform analysis, Lyapunov exponents, sensitive dependent to
initial conditions (SDIC) and fractal dimension to prove the chaotic behavior of the system. A change in the
initial values leads to a significant change in the chaotic system, which is vulnerable to any change that
occurs. As a result of the four equations generated, two fixed points were obtained: FO, F1. These points
prove the chaotic nature of the system. Also, two nonnegative Lyapunov values were obtained, which rely
on these values to identify the system's sensitivity to the values between the close points. The values were
used to generate phase images to prove the randomness of the system. Also, the sensitivity of the key was
tested, and it was found to be large enough to resist attackers.

1 INTRODUCTION

Recently, attention has turned to chaotic systems due
to their essential role in encryption, such as data and
image encryption, due to the connection between
encryption and randomness properties. This has
necessitated the development of new, high-
dimensional systems for encryption applications to
prevent data decoding [1]. Chaotic systems differ
from hyper-chaotic ones in terms of sensitivity,
breakability, complex topology and unpredictability.
Hyper-chaotic systems contain two or more
Lyapunov exponents. One of the new methods for
creating new systems involves using new variables
to increase hyper-chaos by changing the initial
values, with the values of these variables being
fixed [2]. Chaos theory has been applied in various
fields, including neural networks, secure
communications, neuroscience, and bioengineering.
For these reasons, it has been proposed to create
complex dynamic systems, analyse the system, and
generate attractors in various forms [3] - [5].
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To create a new S-box and without the
possibility of breaking the sequence of numbers of
the matrix formed, resorted to using chaotic systems,
especially super-chaotic ones, as they have the
utmost importance in encryption and scattering, as
the input values change based on the values
generated in the S-box of the new system The
encryption strength increases with the upsurge in the
nonlinearity of the sbox To ensure the strength of the
encryption, it is proposed to use new systems to
generate the sbox [6]-[10]. any slight change in the
values has an enormous impact on the values, which
is required to predict the sequence of values and
their values through sensitivity measurements,
images are encrypted by generating strong and
difficult-to-predict keys from the generated random
values. More than one key can be used [11], [12].
The system can have no or more than one
equilibrium point [13], [14]. This method prevents
attacks on data and maintains its integrity, as the
unpredictability of encryption helps repel statistical
attacks and other attacks due to its high
randomness [15] - [17].
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AL-hayali et al. [18] proposed a 4D (four-
dimensional) hyperchaotic autonomous system. The
results obtained indicate that the system exhibits
complex dynamics, with Lyapunov values L.E1 =
0.1658, L.V2 = 0, L.V3 = -0.0299, and L.V4 = -1.
1353. In 2022, Huda et al. [19] created a
hyperchaotic 4-dimensional system used in S-box
for substituting pixels of images. Key characteristics
like Lyapunov exponents, equilibrium stability and
chaos waveform are examined LV1 = 4.05761, LV2
=0.347562, LV3 =-3.94257, LV4 = -6.61896.

2 THE CREATION OF THE
NOVEL CHAOTIC SYSTEM

A new (4D) four-dimensional hyperchaotic
autonomous system containing four nonlinear terms
is obtained as follows:

dx

i hyz — ix — jw + isin(y),

dy ,

— =kxz + Ix —y — ixExp(2),
dz
o = mxy—nz+ y? — pSin(w,)
dw

Tk + rxz — sw + tzExp(x).

Where x,y,z,w, the values are given and these values
are called the state of the (4D) four-dimensional
hyperchaotic autonomous system, t € R, h=5.8,i=
3,j=05,k=08,1=17,m=29,n=24,0=9,p=
5,q=15,r=4,s=2.1 and t = 2. are the parameters
of system that have positive values. The chosen
parameter values of the new (4D) four-dimensional
hyperchaotic autonomous system (1) will show the
attractor of it. The conditions of the initial value are:
x(0) = 0.5, y(0) = 0.4, z(0) = 1.5 and w(0) = 0.6.
Based on the emerging attractions, it can be
concluded that the new hyper system is generating
random values.

3 THE SYSTEM ANALYSIS

Complex dynamics of the new system and basic
properties (1) the novel dynamics system has many
features explained in this section.

3.1 Fixed Point

Gain from that system (1) has two fixed points:

0 = hyz — ix — jw + isin(y), (2)
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0 =kxz + Ilx —y — ixExp(2),
0 = mxy — nz + y? — pSin(w),
0 =jqyz + rxz — sw + tzExp(x).

When h=5.8,i=3,j=0.5,k=0.8,1=17, m =29,
n=24,0=9p=5q=15r=4,s=21andt=2,
two fixed points become: FO {x =0,y =0,z=0, w
=0}, F1 {x=0.178759, y=0.266214, z=1.72831, w =
5.84311}

Matrix system of the Jacobian (1), gain:

dx
f, = T hyz — ix — jw + isin(y)
d
f, = Y kxz + lx —y — ixExp(z)
T G)
f, = e =mxy —nz + yz — pSin(w)
dw
kf4 =G jqyz + rxz — sw + tzExp(x)
O 0 Ofi OF
d.x a.y dz Ow
_ 0x 2.y dz OJow
1= o on on os @
d.x 2.y dz OJow
[fm of s Ofs
d.x 2.y dz Ow

For fixed point FO. {x. =0,y.=0,z. =0, w. =
0}, the parameters and the FO resulting from the
system in (4) that create The Jacobian matrix as
shown below:

-3 3 0 -05

{14 -1 =3 0

)= 0 0 -24 -1 ©)
0 0 2 =21

To get an eigenvalue, assume|Al — JO| = 0 after
it is obtained that corresponds to the fixed of the
eigenvalues, FO (0, 0, 0, 0) are respectively as
follows: Ay = -8.55744, A, = 4.55744, A3 = -
2.25+1.40624 i,A4 =2.25-1.40624i. Thus, fixed FO
(0, 0, 0, 0) is a saddle point. So, at the FO, the
system is unstable. Also, F1 is an unstable saddle
point that can be proven to be a fixed point.

For fixed point F1{x = 0.178759, y = 0.266214,
z=1.72831,w=5.84311}and h=5.8,i=3,j=0.5,
k=0.8,1=17,m=29,n=24,0=9,p=5,q=15,
r=4,s=2.1and t = 2, The result represents the
Jacobian matrix.

Can also get the eigenvalues that agree with the
fixed point F1 gained by acting as: 4; =-14.9763,
Ay = 11.906, A3 = -3.38476, and Ay = -
2.04494.Thus, the fixed point F1{x = 0.168131,
y = 2.40114, z = 1.005, w = 10.6654}, }, saddle
point. So, the hyperchaotic system proves that the
(4D) four-dimensional hyperchaotic autonomous
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system at these points E1 is unstable, At the point.
El, which is the saddle point, is unstable, as proven
by the hyper-chaotic system.

3.2 Dissipativity

System (1) acts as vector notation in equation (3) of
this article: it delineates the vector field f on R* via
the equation to find the divergence:

o o Ofs
ay 0z

Ox
Note thatV - f. measures the rate of change of
volume underflow®, of f.

Let D represent a region in R*with a smooth
boundary and let D(t) = ®.(t),the image of D.
under @, t represents the time of the flow of f. Let
V(t) be the volume of D(t),), By Liouville's theorem,
can gain:

G
L

ow ©

V-f=

It (Vf)dxdydzdudw

D(t)

@)
From the system (1), generate that

V.f=2

Because of the positlve constant b and f, substituting
(8) into (7) and simplifying, bring

af1 2

a a
af1 + f3 | Of4

o 24 bl 1<0 (8)

Yeep—1-—
at
(-b—-1-¢g

g—1 fD(t) dxdydzdwdv du
— DV (@) =e 3 v(1)

In differential equations when solving the first-order
algebraic equation linear, a unique solution

V.(t) = V.(0)eP~1-9-Dt =y (0)e =86t (9)

According to the equation above (9), understand that
V(t) over time any volume should shrink to zero
fast. Then, the hyper system shown in system (1) is
dissipative. Since system (1) is a dissipative system,
that means all orbits in (1). As a result, it is limited
to a specific of R4 that has zero size. This indicates
the new system (1) has the asymptotic motion that
settles into an attractor.

3.3 Lyapunov Exponents and
Dimensions

An average rate of divergence is calculated by
calculating the Lyapunov exponent or calculating
(convergence) of two nearby trajectories, according
to the quantisation measure approach to the sensitive
dependence of nonlinear dynamical theory and its
dependence on initial conditions. So, the four
Lyapunov exponents of the dynamical system (1)
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nonlinear, h=5.8,1=3,j=0.5,k=0.8,1=17, m=

29,n=24,0=9,p=5,q=15,r=4,s=2.1 and t=
2, are the parameters.

A= li ! l 18X | 10

=T Mexoyr 10

Where:

=  6X(0) is an initial small perturbation in the
system's state;

»  §X(t) is the perturbation after time t;

= ) measures the exponential rate of
convergence or divergence of adjacent
trajectories. Are obtained as follows: LVI1=
6.31523, LV2=10.951044, LV3=-6.51461 and
LV4=-9.26106. Applying the above equation
yielded fractional results for the Lyapunov
dimension values of the new chaotic system.
Due to the fractional nature obtained, it was
found that the system has nonperiodic orbits,
as its nearby paths diverge.

Therefore, this is proof that it is a system with
high genuine randomness in the nonlinear system.
The system exhibits chaotic characteristics when the
most prominent Lyapunov exponent value is
nonnegative. Since the LV1 and LV2 Lyapunov
exponents are nonnegative, and the other two
Lyapunov exponents are negative.Means the system
is  hyper-chaotic. =~ There is an exemplary
characteristic of chaos, it also has a fractal
dimension calculated by Lyapunov exponents, the
Kaplan-Yorke dimension and DKY can be shown

as:
Z LV;

Where j is the first j Lyapunov exponent, namely, j
represents the maximum value of i value which that

meets both Z] LV >0 and Z’H LV; <0 in the
same time. Li, the sequence is descending according
to the Lyapunov exponents sequence. DKY is the
upper bound (Kaplan-Yorke) of the dimension of the
system information. For the system in this paper, by
observing the values of four Lyapunov exponents,
determined that the value of j is 3, and then can be
expressed as the Kaplan-Yorke dimension from the
above due to LVI+LV2+ LV3+LV4 >0 and
LVI+LV2+LV3+LV4 <0, the Lyapunov dimension
of the (4D) four-dimensional hyperchaotic

autonomous system is:
j
1
T
|Ll/j+1| i=1

an

Dgy =
+1|

Dy =]
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LV4+LVy+LV
Ly

=3.08116

1
DKY = 3 +—Zl3=1L‘/l = 3 +
' LV jga]
6.31523+0.951044+ -6.51461

=3
+ 9.26106

3.4 Phase Portraits

The parameters h=58,1i=3,j=05,k=08,1=
17, m=29,n=24,0=9,p=5q=15r=4,s =
2.1 and t = 2, . The phase portraits are displayed in
figures (1, 2, 3, 4). From the values used within the
system equations and the results obtained, observe
that the very interesting attractors generated are
hyper-chaotic and exhibit dynamic behavior. The
Lyapunov exponents value of equations (1) are
found to be LV1=2.88108, LV2=0.0828833, LV3=
-2.48959 and LV4= -25.0176. There are two
nonnegative Lyapunov exponent values, and it is
obvious that the system is hyperchaotic.

To finish The numerical simulation, the
MATHEMATICA program was utilized. dynamical
performances of hyper chaotic are frequent and
complex in this nonlinear system. Figures 1, 2
display attractors in three dimensions, and the
strange attractors in two dimensions are shown in
Figures 1, 2. As noticed in Figure 1, the butterfly
effect represents the creation of a chaotic
representation resembling a butterfly's flight motion
through random values.

Figure 2: Attractors of chaotic phase plane (y-z).
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3.5 Waveform Analysis

To prove that a system is chaotic through waves, the
system's waveform must be nonperiodic. Figures 3,
4. From MATHEMATICA will simulate the state
plot and through the result show the state plot
against the time. the new system waveform.
x,(t), x,(t), x3(t), x,(t) domain of the time
shown in Figures 3, 4 are aperiodic. Multiple chaotic
motions can exhibit complex behavior and can be
distinguished by nonperiodic properties that can be
noticed through the time domain.
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Figure 3: Time vs X, y of hyper chaotic system.
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Figure 4: Time vs z, w of hyper chaotic system.
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3.6 Bifurcation Diagram

The b values explain differences in behavior in a few
values of b, so can find out what happens for a large
range of b, Using the maximum value of z and a
mathematical simulation program, the behavior of a
large range of b can be studied and a numerical
bifurcation diagram can be created for it and track of
when retained discarded the transients the values.
The Figure 5 shows the value of b where b € [4.9,5],
the diagram below shows the bifurcation and the
enlarge of period doubling in the space 4.9<b <5.

e L WA v Raver 3 =ik Sl
46 47 48 4.9 5.0

Figure 5: Bifurcation diagram of hyper syetem.

3.7 Initial Conditions Sensitivity

A chaotic system's greatest significant characteristics
include its high sensitivity and the inability to
predict it in the long term, even with initial
conditions. Although there is a slight difference in
between them, there are separate results. The state of
the new system can reach a state where it is not
predicted at a certain time, and depending on the
initial conditions, the Figures 6, 7 show how
sensitive the system is. The values are initial of the
system are set to : x(0) = 0.5, y(0) = 0.9, z(0) = 2.6,
w(0) = 3 for the solid line and x(0) = 0.5, y(0) =
0.90000.0000.00001, z(0) = 2.6 and w(0) = 3 for the
dashed line.

4 ANALYSES OF THE KEY
SPACE

A separate set of keys is used in the encryption
process, known as the key space size. A robust
algorithm must be sensitive to these secret keys. The
key size is critical to reduce the risk of the
encryption algorithm being brute force attacked and
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making it unworkable. A wider key ensures that the
attack and the possibility of breaking the key code
are reduced, and the key space size should be more
than 2128,
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Figure 7: Sensitivity in hyper chaotic system z(t), w(t).

The secret key used in this algorithm is generated
from the chaotic system, which has parameters and
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initial conditions. that mention in create of the hyper
system

Used as a secret key, if the precision is 1071 he
key space can be reached about (1014)17
10 238 ~ 2757 therefore it is bigger 2128The key
space turned out large enough to resist brute-force
exhaustion attacks.

S CONCLUSIONS

This work is about creating a (4D) four-dimensional
hyperchaotic autonomous system , its properties are
presented and analyzed, and tests are conducted to
prove its chaotic nature by these values h=5.8, 1=
3,j=05,k=08,1=17,m=29,n=24,0=9,p =
5,q=15r=4,s =21 and t = 2, also The
conditions of the initial value as x(0) = 0.5, y(0) =
0.4, z(0) = 1.5 and w(0) = 0.6.

The system consists of four equations that have a
Sin and exponential and thirteen different
parameters, through which random values are
generated and used in encryption or as encryption
keys. As a result of the strong results obtained
through the tests that providing impressive
encryption. The random behavior appears in the
form of waves. The system was simulated using
Mathematica and its chaotic nature was proven
through numerical simulation. Any slight change in
the values has an enormous impact on the values,
which is required to predict the sequence of values
and their values through sensitivity measurements,
and two Lyapunov values are nonnegative.

REFERENCES

[11 H. K. Zghair and S. B. Sadkhan, “Design and analytic
of a novel seven-dimension hyper chaotic systems,”
in Proc. 1st Information Technology to Enhance E-
learning and Other Application (IT-ELA), IEEE,

2020, pp. 77-81.

S. Mobayen, J. Mostaface, K. A. Alattas, M. T. Ke,
Y. H. Hsueh, and A. Zhilenkov, “A new hyperchaotic
system: Circuit realization, nonlinear analysis and
synchronization control,” Physica Scripta, vol. 99,
no. 10, p. 105204, 2024.

F. Yu, W. Zhang, X. Xiao, W. Yao, S. Cai, J. Zhang,
and Y. Li, “Dynamic analysis and FPGA
implementation of a new, simple 5D memristive
hyperchaotic Sprott-C system,” Mathematics, vol. 11,
no. 3, p. 701, 2023.

H. R. Shakir and A. A. Hattab, “A new four-
dimensional hyper-chaotic system for image
encryption,” Int. J. Elect. Comput. Eng., vol. 13,
no. 2, pp. 1744-1756, 2023.

W. Alexan, M. Elkandoz, M. Mashaly, E. Azab, and
A. Aboshousha, “Color image encryption through

(2]

(3]

(4]

(5]

274

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

chaos and KAA map,” IEEE Access, vol.
pp. 11541-11554, 2023.

F. Artuger, “A new S-box generator algorithm based
on 3D chaotic maps and whale optimization
algorithm,” Wireless Personal Communications, vol.
131, no. 2, pp. 835-853, 2023.

B. Idrees, S. Zafar, T. Rashid, and W. Gao, “Image
encryption algorithm using S-box and dynamic
Hénon bit level permutation,” Multimedia Tools and
Applications, vol. 79, no. 9, pp. 6135-6162, 2020.

M. Zhao, Z. Yuan, L. Li, and X. B. Chen, “A novel
efficient S-box design algorithm based on a new
chaotic map and permutation,” Multimedia Tools and
Applications, vol. 83, no. 24, pp. 64899-64918,
2024.

A. Waheed and F. Subhan, “S-box design based on
logistic skewed chaotic map and modified Rabin—
Karp algorithm: Applications to multimedia
security,” Physica Scripta, vol. 99, no. 5, p. 055236,
2024.

J. Zheng and Q. Zeng, “An image encryption
algorithm using a dynamic S-box and chaotic maps,”
Applied Intelligence, vol. 52, no. 13, pp. 15703-
15717, 2022.

H. K. Zghair and S. B. Sadkhan, “Analysis of novel
seven-dimension hyper chaotic by using SDIC and
waveform,” in Proc. 3rd Int. Conf. on Engineering
Technology and Its Applications (IICETA), IEEE,
2020, pp. 95-99.

E. A. Kuffi and E. A. Mansour, “Color image
encryption based on new integral transform SEE,”
Journal of Physics: Conference Series, vol. 2322,
no. 1, p. 012016, 2022.

N. Wongvanich, P. Moonmuang., N. Roongmuanpha,
and W. Tangsrirat, “Synchronization of a seven-term
chaotic 4D system using a simplified fixed-time
adaptive integral nonsingular terminal sliding mode
control and its circuit realization,” IEEE Access,
2024.

C. Dong and J. Wang, “Hidden and coexisting
attractors in a novel 4D hyperchaotic system with no
equilibrium point,” Fractal and Fractional, vol. 6,
no. 6, p. 306, 2022.

N. Wang, G. Zhang, N. V. Kuznetsov, and H. Li,
“Generating grid chaotic sea from system without
equilibrium point,” Communications in Nonlinear
Science and Numerical Simulation, vol. 107,
p- 106194, 2022.

S. J. Mohammed and S. A. Mehdi, “Web application
authentication using ZKP and novel 6D chaotic
system,” Indonesian Journal of Electrical Engineering
and Computer Science, vol. 20, no. 3, pp. 1522-1529,
2020.

M. M. Dimitrov, “On the design of chaos-based S-
boxes,” IEEE Access, vol. 8, pp. 117173-117181,
2020.

M. A. Al-Hayali and F. S. Al-Azzawi, “A 4D
hyperchaotic Sprott S system with multistability and
hidden attractors,” Journal of Physics: Conference
Series, vol. 1879, no. 3, p. 032031, 2021.

H. R. Shakir and A. A. Hattab, “A dynamic S-box
generation based on a hybrid method of new chaotic
system and DNA computing,” TELKOMNIKA
(Telecommunication Computing Electronics and
Control), vol. 20, no. 6, pp. 1230-1238, 2022.

11,





