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The key exchange scheme (KES) is considered an essential component of many encryption algorithms.

Several versions of KES have previously been proposed by numerous researchers in the cryptographic
research community. In this work, a new version of KES is proposed over the binary extension field Fo™. The
public and private parameters of the proposed KES are represented as binary representation strings (BRSs)
over F>m. The users’ private keys are computed as series of BRSs through random selection of binary element
strings with different lengths. The public keys are also computed as BRS series over F2. In addition, a new
algorithm for generating the shared secret key as a BRS series (BRSs-KES) is presented. Some experimental
results of the proposed BRSs-KES are implemented using Python programming language. The random
generation of BRSs determines the security level of the proposed scheme. By using the proposed BRSs-KES
algorithm, more suitable and secure communication is achieved in practice.

1 INTRODUCTION

Mathematics and computer science, with their various
specializations [1]-[6], are sciences that have been
utilized to model many real problems in our life,
especially in cryptographic applications [7]-[10].
One of these applications is the Diffie—Hellman key
exchange scheme (KES-DH), which has been
presented in various modified versions by many
researchers.

In 2005, C. Soojin et al. [11] proposed an
alternative KES using the commutative sub-algebras
of a full matrix algebra. The KES security here
depended on solving difficult matrix equations of the
form XRY =T, where R and T are given matrices. In
2016, Hala Abdul Wahab et al. [12] used a proposed
homogeneous  Diffie-Hellman  scheme  and
Chebyshev polynomials to encrypt a watermarking
image. Other related research works can be seen in
[13], [14].

In 2019, T. Mefenza and D. Vergnaud [15] proved
lower bounds on the polynomial degree and weight
that interpolate the Naor—Reingold functions for
several keys based on fixed points in a finite field to
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avoid breaking the security of the generalized KES
type DH. See also [16]-[18]. In 2022, A. Ruggeri and
M. Villari [19] extended the analysis of the triple
Diffie—Hellman (X3DH) protocol to fit generic smart
city environments with Edge and IoT nodes.

In 2024, Ruma Ajeena [20] proposed a more
secure version of DHKE based on IM2x2 to create
the private keys, while the public keys are computed
using LPIM2x2 and RPIM2x2. In 2025, P. Kanagala
[21] proposed a novel technique to encrypt and
decrypt voice signals. The Diffie—-Hellman key
exchange scheme was used as a basis for the proposed
technique. In the same year, D. Alrwashdeh et al. [22]
proposed another version of DHKE based on split-
complex number theory, integers, and neutrosophic
number theory.

This work presents a KES based on BRSs over
F2m. In the proposed BRSs-KES, a shared secret key
(SSK) for both users is computed as a BRS. Fast
computations are achieved using BRSs, resulting in a
higher security level.

This work is organized as follows. Section 2
explains some facts related to Fom. Section 3 discusses
the proposed BRSs-KES. In Section 4, a case study
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on the proposed BRSs-KES is explained. Additional
experimental results are presented in Section 5.
Finally, security issues and conclusions are drawn in
Section 6.

2 FACTS ON THE BRSS

2.1 Representation of the Elements
over F2™

In the binary field F>, the size is 2. In other words, it
has two elements which are: 0 and 1. The extension
fields over F», which are named binary extension
fields F>™ with m > 1. The F,” field contains 2”
elements. All these elements are represented by
binary polynomials (strings) of degree at most m —1,
namely

Fym = {@pm_1x™ 1+...+a;x + aq,a; € {0,1}}. (1)

In binary fields, the arithmetic operations are
performed modulo-2, namely the addition and
multiplication are done based on the bitwise exclusive
or (XOR) and the bitwise and (AND) operations. For
example, in the binary extension field F»°, then, there
are 2° = 8 polynomial elements of degree < m which
can be represented by string of m bit binary numbers.
In more details, one can see Table 1.

Table 1: Elements in F2°.

F?
Polynomial Binary Decimal
0 000 0
1 001 1
X 010 2
x+1 011 3
x? 100 4
x*+1 101 5
X+ x 110 6
X +x+1 111 7

2.2 Arithmetic Operations on F2™

The arithmetic operations are explained as follows.
Addition. The addition of two polynomials f{x) and
g(x) with a maximum degree of £, in ordinary way, is
done as component-wise by

S g =Y (fivex. (@)
While, the f(x) + g(x) in F,™ is performed as given in
(2) with modulo p(x). In other words, the difference
here is the coefficient sum is done modulo p, namely
f; + g (mod p). For example, if f{x) = x>+ x +1 and
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g(x) = x+1 are two polynomials in F>* with the binary
representation of 111 and 011 respectively. Then, to
do the addition flx) + g(x), it can use the XOR
operation @ by:

A0 +g(x) =2 +x+1) @x+l=x*+(1Phx +
(1®1) :xza

which is corresponded to:
Sx) + g(x)=111+ 011 =100.

Subtraction. If f{x) and g(x) are two polynomials
over I,”. The subtraction can be done in terms of
addition

f(x) + g(x) (mod p)= f(x) + (-g(x)) (mod p).

Since, the arithmetic is done over p =2, so

(f%f) (mod 2) = (f-f) (mod 2).

The multiplication f{x)-g(x) of two polynomials
flx) and g(x) is determined in the convolutional way
by

fore =" fig ;. 3)

with resulted polynomial has degree deg(f) + deg(g).
While, the multiplication f{x)-g(x) over F>" is done
modulo p(x). In other words, the difference here is the
coefficient multiply in (3) is done modulo p. For
example, fix) = x> + x +1 and g(x) = x+1 are two
polynomials in F>* with the binary representation of
111 and 011 respectively.

Ax)g(x) = (2 +x+1) - (x+1) (mod 2)=
B+ X+ (1P1) x + 1=x+1.

which is corresponded to
fx)g(x)=111-011=1001.

Division. This operation can be defined in terms
of multiplication. If f and g are defined over F>"” then
fx)g(x) = fix) g(x)"!, where g(x)' is the unique
element in F>" such that g(x) - g(x)™' = 1, where g(x)™
is called the inverse of g(x).

For more details, it can see [23]-[25].

3 THE KES BASED ON BRSS

A new version of the KES has been proposed in this
section. This proposal depends on the binary
representation string defined over binary extension
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field F2 The basic idea of proposed scheme which
is called BRS-KES is explained as follows.

Suppose g is any BRS given by
Zars = (.81 £:8,8,), With g;is equal to 0 or 1.
which is an element in F2 The public domain
parameters in BRSS-KES are: g,; and F,. Two
users choose respectively two binary representation

strings of the binary sequences randomly their
elements are in F, by

Aprs = ((an )2: (an—l )sens (al)Z > (ao )2 )>

and

b

BRS —

(5,255, 1)s-w05 (B (By),).

with a; and b; for 1= 1,2,.., n are BRSs.
They compute their private keys respectively by

P =Y (@), = (@), + (@), + .+ (a, ), + (@),
and -
P = Z”:(bi)z =(by)), +(b), +...+(b,), +(b,),.
Then, thzopublic keys are computed as the BRSs by
B =gus £, (mod2) and B = gg - F, (mod2).
These values, namely F, and F, are exchanged

between two users. First user receives P, and she/he

computes her/his shared secret key Assx-zrs as the
BRS by

A

SSK—BRS =

P,-P,(mod2).

On the other hand, second user receives F, and
he/she computes his/ her shared secret key Bssk-prs as

the BRS by
B

SSK—BRS —

P, - P, (mod?2).
The BRSs of Assk-srs and Bssk-grs are same, namely
Assi_ s = Bysy_pps (M0d 2).

The equality relation of SSK of both users can be
proved mathematically as follows.

Assk-Brs = Bra - Prp(mod 2)
=g (gBRS ' Prb)(mOd 2)
=hq- (Prb ’ gBRS)(mOd 2)
= (Pra ' Prb) ' gBRS(mOd 2)
= (P, - Pra) - 9grs(mod 2)
=B, (Pq - 9prs)(mod 2)
= B, - (9srs - Bra)(mod 2)
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= B, - Pra(mod 2)
= Bgsk-prs(mod 2).

For numerical results, it is possible to implement the
following algorithm.

Algorithm 3.1. The proposed BRSs-KES algorithm.
Input. F»™, with m > 1 and gars.

Output. Assk srs = Bssk-srs = SSK.

First user:

1) Generates randomly a sequence aggs of the
BRSs.

2) Computes her/his private key P, as a series of
the BRSs.

3) Computes her/his public key Pk as a series of
the BRS.

4) Exchanges the value £, with second user.

5) Receives the value P, from second user.

6) Computes her/his Assk.prs Which represents

the SSK.

Second user:

1) Generates randomly a sequence bggs of the
BRSs.

2) Computes his/her private key P, as a series of
the BRSs.

3) Computes his/her public key P, as a series of
the BRS.

4) Exchanges the value B, with first user.

5) Receives the value B from first user.

6) Computes his/her Bssk-prs Which represents

the SSK.

4 STUDY CASE ON BRSS-KES

Two users agree to work over F,,. They chooses g is
any BRS given by
Zars =1001.

Two users select respectively two binary
representation strings aggs and bprs randomly as the
elements in qu by

a=((1110001101),,(1000010001),,(1010110011),,
(1001000101),)

and
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b=((1111100101),,(1000000001),,(1111111101),,
(1010101001),).

Then, the users compute

n

P = Z a; = (1110001101), +

a

i=0
+(1000010001), + (1010110011),
+(1001000101),=(0101101010),
and

n
P, = Z b; = (1111100101), +

i=0
+(1000000001), + (1111111101),
+(1010101001),=(0010110000),.

Then, the public keys are computed as the BRSs by
Py, = gprs * B, (mod 2)
=(1001), - (0101101010),
=(101000111010),

and

Py, = gprs - Pr,(mod 2).
=(1001), - (0010110000),
=(10100110000),.

The values F, and £, are exchanged between two

users. First user receives

F,_=(10100110000),.

She/He computes her/his shared secret key Assk-srs
as the BRS by

Agox_prs = B, - B, (mod 2)
=(0101101010), -(10100110000),
=(1001111100111100000),.

On the other hand, second user receives

F,_=(101000111010),.
He/She computes his/her shared secret key Bssk-zrs as
the BRS by
By _srs =By - B, (mod 2)
= (0010110000), -(101000111010),
=(1001111100111100000), .

264

Thus,

A prs = By _prs (m0d 2)
=(1001111100111100000),.

S THE COMPUTATIONAL
RESULTS ON BRSS-KES

This section presents new experimental results of the
proposed BRSs-KES algorithm with various values
of m as shown in Table 2.

The proposed BRSs-KES algorithm is a more
efficient, since it is implemented over binary
extension fields that gives the fast representations of
elements in F>™ in compare to the previous versions
on the KES type DH which implemented over prime
fields F),, where p is a prime number.

6 SECURITY

The random selection of binary representation strings
(BRSs) forming the sequences a and b, which are
used to compute the private keys of two users, is a
strong point in the proposed BRSs-KES. The strength
arises from the random generation of BRSs over
GF(2"m), the variable number of BRSs in sequences
aBRS and bBRS, and the choice of different strings
with various lengths. This makes it more difficult for
attackers to determine the private keys and recover
the session key (SSK), since the lengths of the BRSs
are unknown and many probabilistic cases need to be
tried to identify bit positions in the sequences. The
probability of correctly detecting the private BRS of
either user is 1/2”m. With a large m, many
possibilities for creating long BRSs exist. Therefore,
the BRSs-KES resists brute force attacks and other
hacking methods relying on trial and error to recover
private keys and the SSK. Thus, the proposed BRSs-
KES algorithm provides enhanced security for
cryptographic applications.
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Table 2: Experimental results of the proposed BRSs-KES.

Experimental Result 1

Experimental Result 2

8ars (1100), 8srs (11100),
L00D).(L10D). (0011 ((1100101),,(1000101),,
Apps (« ),s( ) ( ),) Aprs (1111111),,(1001001),)
b 0001)..(1000)..(1101 b ((1000101),,(1101011),,(1010111),,
BRS (( )2’( )2’( )2) BRS (1000001)2)
P,u (0111), P, (0010110),
" (0100), P,) (0111000),
E. (100100), E. (00110001000),
R, (110000), R, (01010100000),
Assx_prs (10010000), Assic_prs (00010010111000000),
Bgi_prs (10010000), B prs (00010010111000000),
Ao prs = Bsk_rs (10010000), Asee_prs = Bssk_prs (00010010111000000),
Experimental Result 3 Experimental Result 4
s (11011, 2o (10001),
s ((111111010),,(101111011),, ((1111111111),,(1011110001),,
(110101010),) [ (1000010011),,(1111111100),,
(1111001101),)
byps ((111100000),,(111110110),, b ((1000101010),,(1111000000),,
(100000111),) BRS (1000000000),, (1111110010),)
Bu (100101011), R (1100101100),
) (100010001), Pr) (0000011000),

E. (11110111110101), E. (11000111101100),

R, (11100010001011), R, (00000110011000),
Agers (1111100001011110100101), Asc_srs (00000101001000110100000),
Bsi_prs (1111100001011110100101), B prs (00000101001000110100000),

Ao prs = Bsk_rs (1111100001011110100101), Asee_prs = Bssk_prs (00000101001000110100000),
Experimental Result 5

F;m F;ZQ

Ers (1011),

4 ((11110000001),,(10000100000),,(10000000001),,
BRS (11000010001),,(10010010010),)

b ((11000000011),,(10101010101),,(10101011110),,
BRS (10001000101),,(10000011001),,(11111110110),)
P (10100100011),

i (00110100010),
P (10011001111101),
F, (00111111110110),
Agec prs (001100011100000011011010),
B prs (001100011100000011011010),

A

ssic—srs = Bsic_rs

(001100011100000011011010),
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7 CONCLUSIONS

This study presents a BRS-based key exchange
scheme (BRSs-KES) that leverages randomness and
variability in binary representation strings to
strengthen cryptographic security. The algorithm
demonstrates robust resistance to brute-force and
probabilistic attacks by exponentially increasing the
complexity of private key recovery as the field size
parameter m grows. The proposed approach offers
several advantages: enhanced security through
randomized generation of variable-length binary
representation strings, which increases the entropy of
private keys and improves resilience against
cryptanalytic attacks; computational efficiency due to
implementation over binary extension fields (F2™),
enabling faster arithmetic operations (bitwise
XOR/AND) and reducing computational overhead
compared to schemes over large prime fields;
scalability and adaptability, as the framework can be
easily scaled for larger field sizes or integrated into
multi-user cryptographic environments, making it
suitable for modern distributed systems and IoT
applications; and implementation feasibility,
supported by experimental results (see Table 2),
which confirm the practical viability of the proposed
algorithm, demonstrating stable performance and low
computation times even for higher degrees.
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