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Abstract: This paper presents a module for the intelligent analysis of network traffic for Intrusion Detection Systems 

(IDS), implemented as an ensemble of three artificial neural networks (ANNs): a Multi-Layer Perceptron 

(MLP), a Radial Basis Function (RBF) network, and a Self-Organizing Map (SOM). The problem is 

formalized as an optimization of two criteria: attack detection accuracy (Accuracy) and False Alarm Rate 

(FAR). An algorithm is proposed that allows for a flexible adjustment of the balance between these metrics 

depending on security policy priorities. Experiments on the UNSW-NB15 dataset demonstrated that the 

module achieves an accuracy of 97.2% with a FAR of 2.2% in a balanced mode, and an accuracy of 98.0% 

with a FAR of 3.6% in a maximum sensitivity mode. The results show the feasibility of adapting an IDS to 

specific operational conditions, which is particularly important for Security Operations Centers (SOCs), cloud 

service providers, and operators of critical infrastructure. 

1 INTRODUCTION 

Modern information communication networks, both 

corporate and public, impose high demands on 

information security. This security is provided by 

antivirus tools, firewalls, integrity control systems, 

cryptographic protection measures, and Intrusion 

Detection Systems (IDS). Currently, IDS are one of 

the most effective tools for identifying network 

attacks and other malicious activities in real time. 

This research is of interest to a wide range of 

specialists, including: 

▪ Network security administrators,

▪ Analysts at Security Operations Centers

(SOC),

▪ Information security system developers, and IT

managers responsible for network

infrastructure security.

The approach proposed in this article can be 

applied to solve practical tasks such as protecting 

corporate networks, ensuring the security of cloud 

infrastructure, and monitoring traffic for internet 

service providers. It is effective against attacks like 

Denial of Service (DoS), Fuzzing, and Exploits, 

where intelligent real-time analysis of network 

activity is required. 

1.1 Problem Statement 

Despite the wide variety of existing IDS, none of 

them guarantees absolute information security [1]. 

The primary requirement for such systems is their 

ability to identify both known and new types of 

network attacks, including those distributed over 

time. 

The main challenge lies in achieving a 

compromise between two critical performance 

metrics [2]: 

1) Accuracy. The system's ability to correctly

identify both malicious and legitimate traffic.

Low accuracy can lead to successful

cyberattacks, data breaches, financial losses,

and business process disruptions.

2) False Alarm Rate (FAR). The proportion of

legitimate activities that the system incorrectly

flags as attacks. A high FAR lead to alert

fatigue, causing analysts to overlook real

threats.
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Thus, there is a need to develop more effective 

methods that allow for flexible tuning of this balance 

according to specific tasks and security 

policies [3], [4]. 

1.2 Formalized Problem Statement 

Let 𝑇, be a stream of network traffic, where each 

element 𝑝 ∈ 𝑇, (e.g., a network packet or session) is 

described by a feature vector 𝑥 ∈ 𝑅𝑛 . Each vector x

corresponds to a true class label 𝑦 ∈ 𝑌, where 𝑌 =
{𝑦0 , 𝑦1, … 𝑦𝑘}, is a set of states, including the normal

state (𝑦0) and 𝑘 types of attacks (𝑦0 , 𝑦1, … 𝑦𝑘).

The objective of this research is to construct a 

classification function 𝐹(𝑥) → 𝑦̂, where 𝑦̂ , is the 

predicted class label, which solves the following 

optimization problem: 

𝑚𝑎𝑥𝑖𝑚𝑖𝑧𝑒(𝜔1 ∗ 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝐹) −  𝜔2 ∗ 𝐹𝐴𝑅(𝐹)),

where 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 and 𝐹𝐴𝑅 are the quality metrics 

defined in Section 4, and 𝜔1 and 𝜔2 are weighting

coefficients that reflect the priorities of the security 

policy. The function 𝐹(𝑥) must be adaptive, allowing 

the balance between 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 and 𝐹𝐴𝑅 to be 

adjusted by tuning internal parameters. 

Neural Network Models for Network Traffic 

Analysis 

To address the stated problem, three types of 

artificial neural networks (ANNs), which have proven 

effective in classification tasks [5], were selected: 

▪ Multilayer Perceptron (MLP). A classic

architecture effective for a wide range of tasks.

▪ Radial Basis Function (RBF) Network. Well-

suited for separating non-linear data.

▪ Self-Organizing Map (SOM). Effective for

clustering and visualizing high-dimensional

data.

The quality of an ANN's development is directly 

dependent on the training data [6]. The public attack 

database UNSW-NB15 was chosen as the dataset for 

training and testing. It includes approximately 2.5 

million records of network connections, each 

described by 49 features [7]. After preprocessing and 

selecting the most significant features as 

described in [8], a sample of 80,000 records was used 

for training and 20,000 records for testing, with 32 

features per record. 

1.3 Evaluation Criteria 

The effectiveness of the models is evaluated using 

standard performance metrics [9] derived from four 

basic indicators. True Positives refer to the number of 

attack instances that are correctly identified by the 

system, while True Negatives represent normal 

situations that are correctly classified. False Positives 

occur when normal situations are incorrectly 

classified as attacks, whereas False Negatives 

correspond to attack instances that are mistakenly 

identified as normal situations. 

Based on these indicators, several evaluation 

criteria are used to assess model performance. 

Accuracy represents the overall proportion of 

correctly classified records, including both attack and 

normal cases, across the entire dataset. The False 

Positive Rate measures the proportion of normal 

situations that are incorrectly classified as attacks, 

indicating the tendency of the model to generate false 

alarms. The False Negative Rate reflects the 

proportion of attack instances that are missed by the 

system, which is particularly critical in security-

related applications. Finally, the False Alarm Rate 

provides an overall measure of misclassification by 

averaging the false positive and false negative 

tendencies. 

Together, these metrics provide a comprehensive 

assessment of the effectiveness and reliability of the 

proposed decision-making mechanism. 

1.4 Proposed Module and Solution 
Algorithm 

The performance of the intelligent analysis module 

can be enhanced by using an ensemble of several 

neural networks [10], [11]. This work proposes a 

modification that utilizes an ensemble of the three 

previously mentioned ANNs: MLP, RBF, and SOM. 

The same network traffic feature vector is fed to 

the input of each neural network. The output of each 

network is a vector where each coordinate 

corresponds to a type of attack or the normal state. To 

combine the results and make a final decision, a 

resultant block is used, which considers the "opinion" 

of each network through configurable coefficients 

(Fig. 1). 

Let X be a vector characterizing the situation. Its 

elements  𝑥𝑖 = 1, 𝑓𝑜𝑟 𝑖 = 1, 2, 3,4  represent an

attack of the corresponding type, while the element 

𝑥𝑖 = 0 represents the absence of an attack. The state

detected by the j-th neural network is denoted by 

𝑁𝑁𝑖
𝑗
, 𝑤ℎ𝑒𝑟𝑒 𝑖 = 0 … 4, 𝑗 = 1 … 3. It takes a value

of 1 or 0. Each element of the vector X is determined 

by the formula: 
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𝑥𝑖 = ∑ 𝑁𝑁𝑖
𝑗

3

𝑗−1
.  (5) 

In (5), 𝑥𝑖 can take values of 0, 1, 2, or 3. A value

of 𝑥𝑖=0 indicates that no neural network detected this

state. 𝑥𝑖 = 1 means that only one of the neural

networks detected this state. 𝑥𝑖 = 2  means that two

out of three networks detected this state. 𝑥𝑖 = 3
indicates that all three neural networks characterized 

the situation identically. The resulting decision is 

defined as 𝑅 = 𝑎𝑟𝑔𝑚𝑎𝑥𝑖(𝑥𝑖), where 𝑎𝑟𝑔𝑚𝑎𝑥𝑖  is the

index of the element with the maximum value in 

vector X. 

Uncertainty arises when several elements have 

maximum values. Such a situation is possible only 

when all three neural networks have produced 

different results. That is, three of the five states will 

be characterized by 𝑥𝑖 = 1.

To resolve this ambiguity, we introduce 

significance coefficients for the neural networks, 𝐴𝑖,

which characterize the degree of confidence in the 

results produced by each network. Since the modeling 

experiment results show that the SOM network (with 

index j=3) performs best in terms of accuracy, we 

assign it the highest significance coefficient, 𝐴3 =
1.1 . The MLP network (with index j=1), having the 

lowest FAR, is assigned the smallest significance 

coefficient, 𝐴1 = 0.9. Accordingly, the RBF network

will receive an average significance coefficient, 𝐴2 =
1.0. The formula then takes the form:  

𝑥𝑖 = ∑ 𝐴𝑗 ∙ 𝑁𝑁𝑖
𝑗

3

𝑗=1
.  (6) 

To account for the high-level requirements of a 

security policy, we introduce additional significance 

coefficients, Bi. The value of Bi is higher when it is

more important to recognize a situation of type i. For 

example, if the security policy requires maximum 

recognition of DoS attacks, the coefficient B2 could

be set to 100. If it is less critical for the system to miss 

a DoS attack than to overload the administrator with 

false alarms, the coefficient for the normal state, B2,

could be set to 0. The final formula is: 

𝑥𝑖 = 𝐵𝑖 ∑ 𝐴𝑗 ∙ 𝑁𝑁𝑖
𝑗

3

𝑗=1
.  (7) 

1.5 Module Operation Algorithm 

Algorithm 1: Network Traffic Classification using an 

ANN Ensemble 

1) Input. A feature vector of network traffic, 𝑥.

2) Parallel Processing. Feed the vector x

simultaneously to the inputs of three pre-

trained models: 𝐹𝑀𝐿𝑃(𝑥),  𝐹𝑅𝐵𝐹(𝑥),  𝐹𝑆𝑂𝑀(𝑥).

Each model returns a prediction vector 𝑁𝑁𝑗.

3) Result Aggregation. Calculate the final score

vector X using formula (7), where 𝑁𝑁𝑖
𝑗
 is the

prediction of the j-th network for the i-th class,

𝐴𝑗 is the confidence coefficient for the j-th

network, and Bi is the importance coefficient

for the i-th class according to the security

policy.

4) Decision Making. Determine the final

classification 𝑦̂ as the class corresponding to

the maximum value in the vector X:

𝑦̂ = 𝑎𝑟𝑔𝑚𝑎𝑥𝑖(𝑥𝑖),  (8) 

5) Output. The class label 𝑦̂.

6) The introduction of coefficients 𝐴𝑗 and Bi

allows for flexible system tuning. For instance,

by increasing the coefficient Bi for a

particularly dangerous type of attack, the

module's sensitivity to that threat can be

increased, consciously accepting a potential

rise in FAR.

2 RESULTS 

A comparative analysis revealed the strengths and 

weaknesses of each model when operating 

individually (Table 1): 

▪ SOM demonstrated the highest testing

accuracy (99.2%) but also the highest FAR

(7.5%).

▪ MLP showed the best (lowest) FAR (1.8%)

with good accuracy (96.2%).

▪ RBF performed at an intermediate level.

The performance of the ensemble module is 

shown in Table 2. 

The proposed modified module was tested in 

two configurations: 

▪ Modification A (Balanced). All security

policy coefficients Bi were set to a minimum.

▪ Modification B (Maximum Sensitivity). All

security policy coefficients Bi were set to a

maximum.

The results of the simulation in terms of anomaly 

detection accuracy and false alarm rate are shown in 

Figures 2 and 3, respectively. 
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Table 1: Comparison of single model performance. 

Model Accuracy, % FAR, % 

MLP 96,2 1,8 

RBF 94,1 2,6 

SOM 99,2 7,5 

Figure 1: Schematic diagram of the intelligent network traffic analysis module. 

Figure 2: Results of the modeling study of the intelligent network traffic analysis module by the "anomaly detection accuracy" 

indicator. 

Figure 3: Results of the modeling study of the intelligent network traffic analysis module by the "false alarm rate" indicator. 

Table 2: Performance of the ensemble module. 

Configuration Accuracy, % FAR, % Characteristics 

Modification A (Balanced) 97.2 2.2 Optimal trade-off between accuracy and false alarms 

Modification B (Max. 

Sensitivity) 

98.0 3.6 Maximum attack detection with a moderate increase in 

FAR 

MLP RBF SOM Modification A Modification B

Testing Accuracy, % 96,20% 94,10% 99,20% 97,20% 98,00%

91,00%

92,00%

93,00%

94,00%

95,00%

96,00%

97,00%

98,00%

99,00%

100,00%

Testing Accuracy, %

MLP RBF SOM Modification A Modification B

FAR, % (False Alarm Rate) 1,80% 2,60% 7,50% 2,20% 3,60%

0,00%

1,00%

2,00%

3,00%

4,00%

5,00%

6,00%

7,00%

8,00%

FAR, % (False Alarm Rate)
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The analysis shows that Modification A is an 

effective compromise: it increases accuracy 

compared to MLP (from 96.2% to 97.2%) at the cost 

of a slight increase in FAR (from 1.8% to 2.2%).  

Modification B demonstrates how the system can 

be tuned for maximum threat sensitivity, achieving an 

accuracy of 98.0% while increasing the FAR to 3.6%, 

which is still significantly better than that of the most 

accurate single network, SOM. 

3 CONCLUSIONS 

This paper has proposed and investigated a 

modification of an intelligent network traffic analysis 

module based on an ensemble of three different neural 

networks. 

1) The task was formalized, and a clear algorithm

was developed that allows for combining the

predictions of multiple models to enhance the

quality and flexibility of an IDS.

2) The results of a modeling study on the UNSW-

NB15 dataset showed that the proposed

approach allows for effective management of

the trade-off between detection accuracy and

false alarm rate.

3) The ensemble successfully combines the

strengths of the individual models:

▪ In Modification A minimum sensitivity, the

FAR increased by only 0.4 percentage points

compared to MLP, while accuracy increased

by 1 percentage point.

▪ In Modification B maximum sensitivity,

accuracy increased by 1.8 percentage points

relative to MLP, while the FAR remained half

that of SOM.

4) The developed module is a flexible tool that

allows security administrators to adapt the

behavior of an IDS according to the current

security policy, choosing between a balanced

mode and a maximum sensitivity mode.

Thus, the proposed modification proves its viability 

and can be used to enhance the reliability of security 

systems in modern information communication 

networks. 
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