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With the integration of digital technologies in healthcare, several transformative advances have been made,
including the management and sharing of patient data. Security, privacy, and system reliability are among the
challenges presented by digitizing health data. Health data integrity, confidentiality, and reliability are all
ensured by blockchain technology because of its decentralized, immutable nature. The purpose of this paper
is to explore the potential of blockchain technology by using it to address medical imaging, diagnosis, and
secure data sharing. Combining distributed ledger technology and cryptography can improve the security,
privacy, and interoperability of healthcare systems. Using blockchain-driven Al models, the study illustrates
how medical imaging applications can be significantly enhanced through secure, auditable, and transparent
data-sharing practices, thus increasing stakeholder trust and substantially enhancing the scalability and
reliability of Al-driven systems. By effectively combining blockchain's decentralized security features with
advanced artificial intelligence techniques, diagnostic accuracy can be improved, patient care and clinical
decision-making processes can be optimized, and strict regulatory compliance in medical imaging
environments can be consistently maintained. This integrated approach also facilitates smoother collaboration

among medical professionals.

1 INTRODUCTION

With the advent of digital technologies, the storage,
sharing, and analysis of healthcare data have been
transformed. With EHRs, telemedicine platforms,
and wearable health devices, patients now have real-
time access to data and can make better decisions
regarding their health. Patient and healthcare provider
data are increasingly digitizing and being shared
across platforms, resulting in greater risks of data
breaches, unauthorized access, and system failures.
Digital data can be secured and managed in a
decentralized, immutable, and transparent manner
with blockchain technology. Healthcare has found
extensive use for Blockchain's underlying features,
including distributed ledger technology (DLT),
cryptographic security, and smart contracts [1]. By
means of blockchain technology, sensitive health data
can be stored and shared in a secure, tamper-proof
manner that ensures data integrity and confidentiality
while allowing patients greater control over their
health information. The decentralized nature of
Blockchain can also mitigate the risks associated with

centralized data management, where a single point of
failure may compromise system reliability [2].

A crucial component of modern healthcare is
imaging and diagnostics, which improve outcomes
and help make better decisions for patients. An X-ray
or MRI generates a huge amount of complicated data
that must be interpreted immediately. Healthcare
systems worldwide face substantial challenges due to
a global shortage of radiologists and diagnosticians,
as well as an increase in the complexity of medical
imaging data. As a result of artificial intelligence,
image analysis, anomaly detection, and predictive
diagnosis have been transformed [3], [4]. The use of
artificial intelligence in medical imaging is not
without challenges, including data security,
interoperability, and trustworthiness. In order for Al-
driven healthcare systems to be open, privacy-
conscious, and efficient, comprehensive frameworks
are needed. There are a number of difficulties that
blockchain technology can solve [5].

Security, transparency, and accountability have
all been improved through the decentralized and
immutable ledger system blockchain. Blockchain can
solve a variety of healthcare problems, including
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ensuring the integrity of medical records, tracing Al
training, and improving interoperability. As a result
of Blockchain and Al, medical imaging applications
can become more scalable and reliable, as sensitive
patient data can be secured, regulatory compliance
can be ensured, and collaboration between
institutions can be facilitated in the development of
Al models [6],[7],[8].[9]. Blockchain and artificial
intelligence might transform medical imaging. A
blockchain-based system ensures the sharing of
imaging datasets among institutions while protecting
the privacy and ownership of patient data. As a result,
there may also be fewer data silos and biases in Al
training since it creates decentralized training
settings [10]. By utilizing Al-driven diagnostic
models, professionals, patients, and regulators can
benefit by enhancing trust and understanding.

Medical imaging and diagnosis could be
improved by Blockchain and Al, as discussed in this
article. As a first step, it addresses the challenges
associated with standard medical imaging workflows
as well as the limitations of independent Al solutions.
This section examines blockchain technology's
potential to resolve these issues with a focus on the
safe sharing of data, the validation of Al models, and
compliance with regulatory requirements. Author [1],
cutting-edge blockchain-driven artificial intelligence
implementations and research are discussed in
relation to medical imaging and diagnostic imaging.
In addition to its technological effects, this integration
has a social impact. As blockchain and artificial
intelligence become more widespread, sophisticated
diagnostic technologies can become more affordable,
especially in impoverished areas. Additionally, they
improve the accuracy, efficiency, equity, and patient-
centeredness of medical imaging.

Medical imaging and diagnostics may undergo a
revolution thanks to Blockchain and artificial
intelligence. Through the implementation of these
technologies, long-standing problems may be solved,
and new opportunities may be created to improve the
health  ecosystem's resilience, security, and
efficiency. Further research into its implications and
applications will be encouraged by this study, as well
as illuminating this intriguing junction. Diagnoses
and treatment plans are aided by medical imaging in
healthcare. Increasingly sophisticated imaging
modalities and the desire to improve diagnostic
accuracy have led to the implementation of Al in this
field as an important facilitator of innovation. The use
of artificial intelligence to analyse images, detect
anomalies, and predict outcomes leads to improved
diagnostic efficiency and accuracy [11]. The security,

trustworthiness, and scalability of medical imaging
limit its potential.

Al for medical imaging is challenging because
healthcare data is delicate. Medical imaging datasets
usually contain personally identifiable information,
which is subject to strict privacy laws and compliance
with HIPAA and GDPR [12]. Data breaches in
centralized data management systems raise privacy
and security concerns. Additionally, the quality and
reliability of Al algorithms are strongly influenced by
diversified and high-quality datasets. In the absence
of transparent data infrastructures and institutional
resistance to sharing private information, Al systems
cannot function optimally. Having a model that is
easily explainable and auditable is another critical
issue. Al decision-making should be transparent so
that clinicians and regulators can foster trust and
accountability. In traditional Al systems, decision
processes tend to be hidden within black boxes,
making tracking them difficult [13], [14]. Regulatory
compliance can be complicated when there is a lack
of transparency in  high-stakes healthcare
applications. Medical imaging could benefit from
blockchain technology, but its use with Al is still
being explored. With Blockchain's decentralized,
immutable ledger structure, patients' data can be
exchanged safely, and Al models can be trained
collaboratively without compromising their privacy.
An Al algorithm's traceability and dependability can
be improved using Blockchain by tamper-proofing
training data and model validation. There are few
academic publications and real-world applications on
blockchain-driven artificial intelligence in medical
imaging that address implementation, scalability, and
interoperability.

2 LITERATURE REVIEW

There are a number of traditional components to the
healthcare system, including doctors, patients,
laboratories, hospitals, electronic health records, and
patient information systems. Additionally, they can
be wused for monitoring, diagnosing, treating,
conducting medical research, making decisions, and
managing hospitals. The above healthcare services
require key-enabling technologies to be controlled
and managed.

2.1 Internet of Things-Based Smart
Healthcare Systems

Additionally, it is necessary to manage the physical
assets of the health care system so that their location
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and number can be tracked in the event of an
emergency, including oxygen cylinders, nebulizers,
wheelchairs, oxygen meters, heart monitors, personal
protective equipment, and surgical tools. [15], [16].
Using an loT-based healthcare asset management
application, these assets can be tracked quickly. Their
discussion includes, for instance, how advanced
medical facilities are required in a short amount of
time to treat COVID-19 [17], [18]. A cloud-based
data centre with hybrid communication, colossal
medical screening, and hybrid communication
capabilities is proposed to assist hospitals, rescue
teams, and first aid units in healthcare monitoring. An
edge-enabled 10T healthcare management system for
monitoring, diagnosing, and managing patient data
was presented by Author [19]. This proposal proposes
a database-based system to manage and monitor
medical tasks. A breach of the system is possible
because of its centralized storage.

2.2 Smart Healthcare Systems Using
Artificial Intelligence

Healthcare companies use intelligent and predictive
services to provide precise, effective care and to
streamline administrative tasks [20]. The healthcare
industry generates and transmits a massive amount of
data through 10T devices. Considering how much
data is generated in the healthcare sector, Al
technology could improve data management and data
improvisation. Healthcare systems using artificial
intelligence offer numerous benefits over those
relying on cumbersome analytics and decision-
making. It also helps clinicians make decisions based
on medical data (training data) to provide valuable
insights into medical diagnosis, treatment, and
clinical decision support. According to [21],
osteoporosis (dead bones) is usually detected by X-
rays and magnetic resonance imaging (MRI). By
incorporating  Al-based features, the authors
optimized the classification of osteoporosis patients
based on ultrasound data.

Using artificial intelligence, a healthcare
author [22] predicts heart attacks and cancer, as well
as finds intelligent patterns in collected data. They
developed a lightweight, secure and Al-based
healthcare ecosystem communication scheme.
Simulations were conducted to evaluate the scheme's
performance, including end-to-end delays and
throughput. As a result of their computation time
comparison, decision trees are faster than other
algorithms, and SVM is more accurate than existing
algorithms [23]. An Al algorithm has been applied to
sustainable development by the author [24].

Researchers have identified a number of scenarios in
which Al-based question recommender systems may
be useful. The study authors focused exclusively on
enhancing Al-based question recommendations for
both security screenings and financial services, as
well as their application in healthcare. There has been
much attention given to federated learning in
healthcare recently for data offloading and privacy
protection. The Author [25] proposed a framework
based on federated learning to monitor healthcare
data locally. As a result of their framework, medical
professionals are also able to detect skin diseases
more effectively. In addition to protecting patients'
privacy, the researchers' proposed framework reduces
operators' costs [26].

The author [27] also reviewed the problem of
training machine learning models on the diverse data
of healthcare. In this study, message queueing
telemetry transport (MQTT) and decentralized
algorithms were employed for brain tumour
segmentation, which is referred to as federated
learning. According to their results, the proposed
framework is more accurate and latency-efficient in
the regular operation of healthcare systems.

2.3 A Blockchain-Based Healthcare
System

The author developed a system that prevents security
breaches in electronic healthcare records by utilizing
blockchain technology [28]. Security was provided
by swarm intelligence and private blockchain
technology for the 10T network. The recent COVID-
19 pandemic has provided an opportunity to use
blockchain technology to solve diabetes problems,
according to Author [29]. As a result of the pandemic,
diabetes patients were disproportionately affected by
a constant monitoring system, oxygen, insulin pumps,
and medical beds powered by blockchain technology.
An interplanetary file system, smart contracts, and the
new economy movement were used to develop a
proof-of-concept model encrypting and
authenticating patient data. It is impressive how fast,
cheap, and efficient their system is in terms of
transaction speed and fees, as well as power
consumption [30].

2.4 Healthcare Technology Based on
Cloud Computing

Healthcare industries are increasingly collaborating
and connecting through cloud computing, edge
computing, and fog computing in the Cloud [31]. The
implementation of smart healthcare ecosystems is
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facing a variety of challenges, such as high
operational costs, privacy concerns, and centralized
data storage issues. In healthcare workflows, cloud
technology promotes accessibility, faster response
times, better personalised care, and load balancing.
Using fog and edge computing techniques, wearable
devices and doctors can communicate more quickly.
A wearable device that cannot communicate rapidly
with medical practitioners can endanger the lives of
ICU patients. Fog and edge computing enable
medical devices to process their data locally, as
opposed to transmitting it from a global model,
making remote monitoring and patient engagement
easier.

3 METHODOLOGY

The blockchain system ensures the safety and security
of hospitals’ EHR data by increasing their data
security levels. At the Central Server, the data is
stored on a blockchain, increasing its security. Using
blockchain technology, data is stored in a highly
secure manner thanks to a hash algorithm linking
each block of data to another and a consensus
mechanism connecting distributed peer-to-peer
networks.

Using hashes of the previous blocks in a
blockchain, it is possible to link all data blocks
together in order of arrival to form a chain of blocks.
Whenever data within a block is changed, the hash
value will change as well. There will be an immediate
indication of changes, and the original block will be
retrieved as well. By hashing, changes can be flagged.
A blockchain consists of several nodes whose hash
values propagate from one block to another.

Blockchains are built on Ethereum platforms, as
mentioned previously [14]. A Proof-of-Stake
consensus mechanism has replaced Proof-of-Work,
where mining nodes had to solve cryptographic
puzzles to create a new block of currency.
Consequently, processing costs increased due to the
computational requirements for solving this problem.
While Proof-of-Stake does not require solving
puzzles, it is quicker and less expensive.

Using the web3.js library, we developed the
blockchain interface APl to connect with the
Ethereum blockchain. In this library, you will find
JavaScript functions related to multi-blockchains.

3.1 The Data Layer

Consensus blockchains record and share data via their
block producer nodes. Blockchain technology

prevents data from being altered or changed once it is
recorded. Authentication and interaction with the
data layer are handled by Data Sharing Modules,
which enable unified data, improved authorization
mechanisms, and more efficient access controls. A
data layer can be accessed and interacted with by
readers and writers using the application layer.
Messages will be posted and received by the
application layer, and the Data Sharing Module will
create blockchain-compatible data structures. The
Key Management Service (KMS) of Amazon Web
Services manages and creates encryption keys for
data storage. There is no way to expose any part of
the KMS environment to the Master Key that
encrypts Data Keys, which are encrypted and stored
in the Blockchain.

3.2 Smart Contact

In the Smart Contract, 10 patient records are sent to
mobile devices. In addition to the patient's personal
information, there is information about the visit,
information about laboratory tests, and information
about drug orders. Solidity is the language we use to
develop Ethereum's smart contracts. Patient
information for a specific PID can be accessed using
the mapping object, which stores patient information
as a dictionary. When creating patient information,
the system compares the Hash for a new visit to the
Hash for the patient's most recent existing visit. The
system will not be able to read new visitor
information if that hash value repeats.

3.3 Application Programming
Interface

ABlockchains are connected and interacted with
through an Application Programming Interface
(API). In the mobile application, API functions can
be used to read and write patient data. With Node.js
APIs, Amazon's Key Management System (AWS
KMS) and Simple Storage Service (S3) are
integrated, and two keys are encrypted: search hashes
and encryption/decryption keys. Data that is
encrypted will remain encrypted for as long as it
exists without a means to decrypt it unless explicitly
authorized.

A master key can be generated through the
Amazon Key Management System (Amazon KMS).
They are stored on an Amazon server with a very high
level of security. Our application will use these keys
to encrypt and decrypt data keys. In the blockchain
system, patients' data is searched using a hashing key,
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and API Servers and mobile applications encrypt and
decrypt data using an encryption/decryption key.

3.3.1 Initialization

The initialization process involves the registration of
three entities (Cloud, DO, and DU) and the
publication of resources.

3.3.1.1 Registration of Cloud

Cloud, DO, and DU must register in Blockchain
before becoming legitimate users or nodes. KGen,
AGen, SynData, and ISave, each of which is
implemented by Blockchain, are introduced before
designing the registration workflow. Input null is
passed to KGen(), and output KW is output; input.
Kpup is passed to AGen(), and output Addr is output.
SynData() synchronizes data from time. ¢; and ¢;.
Inputs ¢t; and t;, outputs blockdataij. It is an interface
for blockchain storage that accepts addresses,
signatures, private keys, storage contents, and outputs
trans.

3.3.1.2 Registration of User

A two-step registration workflow is designed for DO
and DU. Since DO and DU share the same
registration process, we collectively refer to it as user
registration.
= User->Blockchain: URequest||t;||ty,. A user
registers with Blockchain.
= Blockchain->User:
E (ks,, Addr,ger
Kyser,, is generated by Blockchain, and
AGen (Lpubuserw) creates Addrg.,.. Then,

E(kSZ' Addruse‘r |Kuserw |

is sent to the user. Addr,ger || Kyser,, represents
the data generated by Blockchain from ¢, to ¢,
which is decrypted by the D(Kpy,Ks;) and
D(ksy, Addryser||Kyser,).  TO  synchronize
blockdata,,, with the local database, the user
normally calls SynData(t,, t,,).

3.3.1.3Resource Publishing

A resource publisher uploads resources to a cloud and
publishes their metadata on a blockchain. The first
step in designing a registration workflow is to
introduce the functions ResUp() and ISend() in the
Blockchain. Uploading resources to the Cloud is

performed by DO, which inputs and outputs
resUpURL and resinfo; the ISend () function
initiates blockchain transactions by inputting.
K , Addrgom, Addr,, index, content, and

prifrom
timestamp, and outputting tran,p. In line 2, the smart
contract TXyeg,,...rce CONfigures the Blockchain,
lines 3-8 encrypt access control permissions, lines 9
and 10 assign bresinfo, line 11 calls Ig.,4, and line 12
returns tran;p.

3.3.2 Access Control

In cloud access control, users request cloud resources,
and the Cloud determines whether users can access
the resources based on permissions stored in
Blockchain. Users with rights can access resources in
the Cloud, and Blockchain records the access. We
introduce a function called VerifyCap and an
interface called I1Query before designing access
control workflows. With VerifyCap(), realized by
Cloud, two permission sets are checked for inclusion.
If resCAP; contains resCAPs,, returns true;
otherwise, returns false. It takes input, K., and
resCAPs,, and outputs true or false.

A transaction query interface is IQuery(), which is
realized by Blockchain, which inputs index, Addr;
and Addr,, where index represents the query index
value, Addr, and Addr,, which represents trading
parties and outputs the train.

= Cloud->User: access information for responses.
A resource can only be accessed by a User if the
Response access Info is true; otherwise, the
Resource cannot be accessed.

|Kuseryy|| E(Kpupo, ks:) | blockdatan,, Cloud->Blockchain:

Txlogrecord (K—pricloudwﬂAddrcloud'
Addryser, Addrpg, Kpype, resinfo’, timestamp)
. An access log is published in the Blockchain

E(Kpyupu, ksz)||blockdatay, using TX10g,,00rq» @ STArt contract created by

the Cloud.

3.3.3 Authorization

Direct and indirect authorizations are divided into two
categories. DUs are authorized directly by the DO,
whereas indirect authorizations are authorized
indirectly by the granted DU:

3.3.3.1 Direct Authorization

Owners of resources directly authorize others to
access their resources. Publishing resources requires
direct authorization workflows.
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DU1->Cloud:

E(kss,authﬂagl |Addry4| |Addrpe| |res,nf0)
[| E(Kpubc, kss). As part of the authorization
request, DU1 sends an authorization flag to
Cloud, auth_flag, which is the authorization
key. Addry,, Addrp, resinfo are obtained
from cloud decryption.

Cloud->Blockchain:  hash,.qp| |Addrp,.

Cloud computes Hash(resID) to get
hash,.q;p , and calls QFCapChain
(AddTDO' Addrcloud , haShresID)-

=  Blockchain->Cloud: resCAPs. Cloud

receives resCAPs from Blockchain

Cloud:

erifyCap(resinfo.resCAP, Kprics resCAPs)
. To ensure that DU1's permission requests
are within the scope of the host's
authorization, Cloud checks that Addry, is
the host of the Resource.

Requests that fall outside the authorization
scope are immediately terminated.
Cloud->DO:

E(kse, authgq4| |Addry,|| resinfo)|| E(Kpuppo.

. A request to authorize DUL1 is sent from the
Cloud to the DO.
DO->Blockchain:

Txpublish(KpriDow,AderO,AddrUl, Kpupesreslr., .

Using Txpyp1isn, DO publishes authorization
to the Blockchain.  Txpyp;sn i @ smart
contract,

DO->DUL: h_flag . DU receives auth_flag
from DO.

3.3.3.2 Indirect Authorization

DUs with indirect authorization provide authorization
to at least five entities: DOs (resource owners), DU1s
(authorizers), DU2s (requesters), Blockchains, and
cloud-based technologies. Processes specific to
interaction.

4 RESULTS AND DISCUSSION

A comparison of packets sent versus rounds for four
models is shown in Figure 1: Medrec, Medchain,
Medblock, and the Proposed Model. Each model
sends more packets as rounds increase, but the
Proposed Model consistently sends fewer packets,
showing superior efficiency. The most packets are
sent by Medrec, followed by Medchain and
Medblock. As a result of the Proposed Model, the

communication load is reduced, resulting in enhanced
data transmission efficiency.

A comparison between the proposed framework
and benchmark models is illustrated in Figure 2.
Round and transaction numbers are analyzed during
the analysis. In comparison with the benchmark
models, the proposed method achieved a greater
number of transactions. In the proposed approach,
smart contracts are used to minimize delays and allow
for more transactions at the sink, which leads to an
improvement in transaction volume.

Medrec
~- Medchain
- Medblock
~—&— Proposed Model

8000

6000

p-

Number of Packet Sent
»
8
=3
1

2000

T T T
100 150 200

Number of Rounds

Figure 1: Communication efficiency: packets sent versus
rounds.

5000

Medrec
~=-— Medchain
~— Medblock
~®— Proposed Model

4000

ions

3000 -

2000 -

Number of Transact

1000

T T T T T T T
150 200 300

Number of Rounds

Figure 2: Number of transactions per round.

According to Figure 3, dead nodes are compared
to rounds in terms of the number of dead nodes. Based
on simulation results, the proposed method generates
fewer dead nodes than Medrec, Medchain, and
Medblock.
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A summary of the simulation results, as well as
the number of live nodes, can be found in Figure 4.
The maximum number of live nodes observed after
300 rounds was 4000. A comparison of the proposed
method with the benchmark models clearly shows
that it maintains a higher number of live nodes for a
given number of rounds. In this way, our framework
demonstrates its superior efficiency.

5000
Medrec
—=— Medchain =
i~ Medblock -
40004 o Proposed Model
o
g 3000
z
°
o
@
-]
2 2000
2
[
3
z
1000 +
0
T T T T T T T
0 50 100 150 200 250 300

Number of Rounds

Figure 3: Number of dead nodes versus rounds.
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4000 -| (—=— Proposed Model /

w
=3
=3
o
1

2000

Number of Alive Node

1000

T T T T T T T
0 50 100 150 200 250 300

Number of Rounds

Figure 4: Number of live nodes versus rounds.

5 CONCLUSIONS

Using Blockchain technology, we developed a
platform for securing, integrating, and presenting data
from loT devices. It was found that the proposed
system registered devices and transmitted sensor data
faster than conventional systems, based on
performance evaluations. The study illustrates how
medical imaging applications can be significantly

enhanced through secure, auditable, and transparent
data-sharing practices, thus increasing stakeholder
trust and substantially enhancing the scalability and
reliability of Al-driven systems. By effectively
combining blockchain's  decentralized security
features with advanced artificial intelligence
techniques, diagnostic accuracy can be improved,
patient care and clinical decision-making processes
can be optimized, and strict regulatory compliance in
medical imaging environments can be consistently
maintained. This integrated approach also facilitates
smoother collaboration among medical professionals,
encourages patient engagement by ensuring data
ownership and consent management, and promotes
innovation in personalized healthcare solutions
through  trustworthy and interoperable data
exchanges.
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