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Abstract: In the global world, there is a constant dynamic process that leads to structural changes (economic, social, 

organizational, environmental, etc.) of objects and infrastructure networks in a multi-component spatial 

system. At this stage, the issue of transformation of economic systems through the transition of key 

elements of critical infrastructures to a qualitatively new level of development due to adaptation to risks and 

threats of the external environment is becoming particularly relevant. One of these risks is cyberattacks on 

important infrastructure facilities in the energy, IT, financial, transport sectors. According to the European 

Agency for Network and Information Security (ENISA), the number of cyberattacks on critical 

infrastructure in the EU increased in 2019-2020 by 2 times, or from 150 to 300. According to expert 

estimates, global losses from cyberattacks in 2020 amounted to approximately 945 billion dollars. In this 

regard, this study is devoted to the analysis of the impact of cyber risks and threats on the development of 

critical infrastructure using bibliometric and trend approaches. The purpose of the article is to identify the 

main directions of scientific research, assess the dynamics of publishing activity, as well as identify key 

trends and gaps in this field. As part of the study, a bibliometric analysis of the database of scientific 

publications was carried out to identify the most cited works and authors, as well as a trend analysis to 

identify changes in research topics. The results of the study will allow obtaining a holistic view of the 

current state and prospects for the development of research in the field of critical infrastructure 

development, taking into account cyber risks and threats, which can contribute to the formation of more 

effective strategies and policies of cybersecurity and the protection of critical infrastructure objects in the 

countries of the world. 

1 INTRODUCTION 

In modern society, cyberattacks on critical 

infrastructure are becoming an increasingly serious 

threat and risk to the development of national 

economies of the world. Therefore, the fact that 

reliable protection against cyberattacks actively 

affects the economic, political, defense and other 

components of the national security of states is 

undeniable. It is obvious that the disruption of the 

functioning of critical infrastructure facilities can 

lead to the appearance of risks, emergency situations 

and crisis phenomena of economic systems of 

various levels. 

Therefore, cyber risks are considered the main 

global risk for strategic sectors of critical 

infrastructure. The type of information and 

communication technology risks that infrastructure 

objects are exposed to has not changed in recent 

years, but the frequency of cyber incidents and the 

scale of their impact on enterprise activity have 

increased. According to Cybersecurity Ventures [1], 

global annual costs of cybercrime will reach 9.5 

trillion dollars in 2024. Global losses from 
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cybercrime are predicted to grow 3.5 times over 

2015-2025, or from 3 to 10.5 trillion dollars. Global 

spending on cybersecurity will increase to 

1.75 trillion dollars by 2025 (for comparison: the 

volume of the global cybersecurity market was only 

3.5 billion dollars in 2004 [2]). 

Constant geopolitical tensions are one of the key 

factors focusing business leaders' attention on 

creating an effective cyber risk management 

strategy. According to the World Economic Forum's 

Global Security Outlook 2023 report [3], 74% of 

organizations indicated that global geopolitical 

instability has impacted their cyber strategy. 

It should be noted that critical infrastructure 

businesses face an increased risk of disruption due to 

sophisticated cyber threats, from state-sponsored 

ransomware groups to supply chain vulnerabilities 

and new threats arising from ongoing geopolitical 

tensions. 

Microsoft Digital Defense Report [4] showed 

that the number of cyberattacks targeting critical 

infrastructure had grown significantly and now 

accounts for 40% of all government attacks (20% in 

2021). According to Verizon's 2023 Data Breach 

Report [5], the majority of attacks targeted 

government administrators, as well as organizations 

in the IT, finance, manufacturing, and professional 

services sectors. 

In view of this, in the conditions that have 

developed today, it is important to ensure the 

appropriate level of security, including cybersecurity 

of critical infrastructure facilities. For this, it is 

necessary to substantiate conceptual provisions and 

develop practical recommendations for the 

formation of an appropriate secure information 

environment and the application of a risk-oriented 

approach to managing the development of critical 

infrastructure. 

2 LITERATURE REVIEW 

The analysis shows that most of the world's leading 

countries pay special attention to the formation and 

development of national cyber security systems and 

the protection of critical infrastructure facilities. 

Thus, in the European Union, the European Union 

Agency for Cybersecurity ENISA is the main body 

engaged in achieving a high common level of 

cybersecurity. ENISA developed a single pan-

European concept of protection “Cyber Europe”, 

which was adopted in 2009 and is updated every two 

years. The basis of this concept is the safety and 

stability of objects of critical information 

infrastructure. The EU also ensured tactical actions 

and operational cooperation of countries at the pan-

European level. In addition, the requirements for the 

protection of such important objects are determined 

by the national legislation of individual EU member 

states. Directive (EU) 2016/1148 of the European 

Parliament and the Council of July 6, 2016 “On 

measures to ensure a high general level of security 

of network and information systems on the territory 

of the Union” is of great importance in the European 

Union for protection against cyberattacks. NIS (The 

Security of Network and Information Systems) 

primarily concerns critical infrastructure companies 

and digital service providers (online marketplaces, 

online search engines, and cloud computing 

services). 

On January 16, 2023, the New Cybersecurity 

Directive NIS 2 came into force, introducing 

mandatory information security measures and 

information security incident reporting requirements. 

Many companies in certain sectors will be subject to 

significant fines for failure to comply with these 

requirements. This Directive applies to organizations 

from the following sectors of critical importance for 

the economy: energy, transport, banking, financial 

market infrastructure, health care, drinking water 

supply, sewage systems, digital infrastructure, B2B 

management, IT services, public administration, and 

space research. Therefore, NIS 2 aims to improve 

the current state of cybersecurity in the EU by 

creating the necessary cyber crisis management 

framework, increasing the level of harmonization of 

security requirements and reporting obligations, as 

well as establishing a baseline level of cybersecurity 

risk management measures and reporting obligations 

in all critical sectors covered by the directive. 

In the US, the organization that develops 

requirements in the field of cybersecurity is NIST – 

National Institute of Standards and Technology. For 

certain organizations in the USA, when building 

information systems, compliance with the 

requirements of the NIST Cybersecurity Framework 

is mandatory, in particular for objects of critical 

information infrastructure. This document appeared 

in 2014 and has been updated several times since 

then. In the United States of America, the 

Cybersecurity and Infrastructure Security Agency 

(CISA) deal with issues of cybersecurity in general 

and the protection of critical infrastructure. 

Facilitation of the broad exchange of critical 
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infrastructure information between owners and 

operators of critical infrastructures and government 

agencies responsible for their protection is carried 

out in accordance with the Critical Infrastructure 

Information Act of November 25, 2002. In this 

regard, the country's vulnerability to terrorism is 

reduced. 

In Singapore, attention is drawn to the 

Cybersecurity Act, which is the framework for 

protecting critical information infrastructure from 

cybersecurity threats, taking measures to prevent, 

manage and respond to cybersecurity threats and 

incidents of critical infrastructures. The 

Cybersecurity Agency of Singapore is also 

interested. 

In the Republic of China, security measures for 

critical information infrastructure are entrusted to 

the state. The country adopted the Law on 

Cybersecurity, in which Critical Information 

Infrastructure is interpreted as public 

communications and information services, public 

administration, water supply, finance, public 

services, electronic management and other critical 

information infrastructure, which in case of its 

destruction, violation functionality or data loss may 

actually threaten national security, national welfare, 

people's livelihoods, or the public interest. 

In India, there is an Information Technology Act 

(2008), according to which critical information 

infrastructure (Critical Information Infrastructure) 

computer resources, the failure or destruction of 

which will affect the national security, economy and 

social welfare of the nation (Article 70). The 

legislative document delineates the sector of 

telecommunications and information technologies. 

That is, information technologies are considered as 

an independent, critically important sector of the 

national infrastructure. According to the Information 

Technology Act, the National Critical Information 

Infrastructure Protection Center (NCIIPC) of India 

was established in 2014. 

It is worth noting that not only at the government 

level, various aspects of increasing the level of cyber 

protection of critical infrastructure objects are being 

discussed, and appropriate methodological 

recommendations and practical techniques for 

combating cyberattacks on critical infrastructures are 

being developed. 

In recent years, in the scientific and educational 

environment, they are also actively engaged in 

research and development on the chosen research 

topic. The study of various aspects of the 

development of infrastructure as a multifunctional 

system that ensures the functioning of economic 

systems is given considerable attention in the works 

of leading scientists (M. Blaiklock [6]; 

B. Frischmann [7]; G. Hedtkamp [8]; R. Jochimsen

[9]; W. Rostow [10]; U. Simonis [11]; H. Singer

[12]; A. Youngson [13] and others). Based on the

generalization of the existing scientific approaches

to the formulation of the term “infrastructure”, they

are conditionally systematized according to the

following groups: system; resource; mechanism;

systemic economic category; a component of the

economic system; complex of types of economic

activity; part of the economy; appropriate conditions

(institutional, economic, social, investment,

financial, environmental [14; 15; 16]); a component

of the environment; component of the spatial

system.

In the scientific literature (R. Wróbel [17]; 

B. Rathnayaka et al. [18]; D. Rehak et al. [19];

L. Shen et al. [20]; C. Scholz et al. [21] and others),

many interpretations of the concept of “critical

infrastructure” are used from different positions,

including cyber security in the national security

system. Summarizing the existing scientific

developments regarding the conceptual apparatus, it

was established that scientists usually understand

critical infrastructure as: a complex system; its key

components or components; critical infrastructure

facilities; network structure; physical structure;

organizational structures; institutes; institutions;

institutions; set of assets; object of administrative

and legal protection; object of cyber protection;

security direction; one of the security tasks of the

state; a component of the national infrastructure; a

set of objects, technologies, state and scientific

structures; object of state administration; component

of information security; an element of the national

security system of the state or region.

The theoretical analysis shows that scientists 

(A. Coning, F. Mouton [22]; D. Decker, K. Rauhut 

[23]; A. Elmarady, K. Rahouma [24]; M. Komarov 

et al. [25]; M. Gazzan, F. Sheldon [26]; 

S.Venkatachary et al. [27]; A. Golgota, U. Cerma

[28] – in chronological order) are focused on

conducting thorough scientific research on the

development of risk management tools for

implementation in the operations of critical

infrastructure facilities.

Researchers take a detailed look at the challenges 

associated with cybersecurity and cyberterrorism for 

critical infrastructures. The papers highlight the 
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complexity of monitoring, managing, and measuring 

cybersecurity threats and discuss the critical need for 

analysis in this area, especially in the energy sector 

where command and control operations are 

performed in a networked environment. Despite 

effective risk management practices in the energy 

industry, it remains vulnerable to cyberterrorism, as 

evidenced by the Stuxnet attack. In addition, the 

economic consequences of cyberattacks on critical 

infrastructure are discussed, including the potential 

for significant financial losses and reputational 

damage. The authors provide practical advice on 

safeguards and defense mechanisms such as network 

segmentation, access control and encryption to help 

prevent cyberattacks. Scientists emphasize the need 

to continue developing effective risk management 

strategies and implementing appropriate measures to 

protect critical infrastructure objects from cyber 

threats. At the same time, scientists emphasize the 

creation of a digital security model in strategic 

sectors of critical infrastructure in various countries 

of the world. 

Despite the wide range of scientific research on 

the chosen topic, the multifacetedness and debatable 

nature of certain issues require further development. 

Considering the above, it is relevant and necessary 

to analyse the impact of cyber risks and threats on 

the development of critical infrastructure using 

bibliometric and trend approaches. 

3 METHODOLOGY 

The theoretical and methodological basis of the 

study is the provisions of economic theory, 

institutional theory, theories of systems, network 

economy, digital economy, infrastructure, 

globalization, national interests of H. Morgenthau, 

possible conflicts of interest in the field of ensuring 

national stability according to J. Anderis, P. Martin-

Breen, D. Chandler; concepts of information society, 

cyber and information security, sustainable 

development, strategic and energy management; 

models of national stability and development of the 

security environment.  

The following general scientific methods were 

used in the research process: dialectical, historical, 

formal-logical, axiomatic, theory of logic and 

hypothetical-deductive, analysis and synthesis, 

induction and deduction, component analysis, trend 

analysis, bibliometric analysis, comparative analysis, 

analogy, classification, structural-logical 

generalization. 

The information base of the research is statistical 

and analytical materials of Cybersecurity Ventures, 

Cybersecurity and Infrastructure Security Agency 

(CISA), The Cybersecurity Agency of Singapore, 

The European Agency for Network and Information 

Security (ENISA), Microsoft, the National Critical 

Information Infrastructure Protection Center 

(NCIIPC), Verizon, World Economic Forum (WEF), 

as well as legislative and regulatory documents the 

Critical Infrastructure Information Act of November 

25, 2002; the Cybersecurity Directive NIS 2; the 

Cybersecurity Act of Singapore; Directive (EU) 

2016/1148 of the European Parliament and the 

Council of July 6, 2016 “On measures to ensure a 

high general level of security of network and 

information systems on the territory of the Union”; 

Information Technology Act of India; the Law on 

Cybersecurity of China; the NIST Cybersecurity 

Framework; Pan-European concept of protection 

“Cyber Europe”. 

4 RESEARCH RESULTS 

Based on the bibliometric analysis, it was 

established that various aspects of ensuring the 

development of critical infrastructure, taking into 

account the impact of cyber risks and threats, are 

part of the long-term scientific interests of most 

leading foreign scientists. According to the title of 

articles, abstracts and keywords “Cyber risk”, 

“Critical infrastructure” or “Critical infrastructure 

facilities” in the international scientometric database 

Scopus, 1510 documents were found for the years 

2002-2024. 

As the analysis shows, these issues became 

especially relevant in the period from 2010. For 

2010-2024, the number of scientific works increased 

from 24 to 134 or 5.6 times. During this period, the 

average growth rate was 13.1%. The following 

keywords are mostly used in publications: Cyber 

Security (521 documents), Risk Assessment (460), 

Network Security (446), Critical Infrastructures 

(424), Computer Crime (230), Risk Management 

(219), Cyber Attacks (213), Cyber Physical System 

(172), Security of Data (138), Industrial Control 

Systems (120), Risk Analysis (119), Internet of 

Things (111), Control Systems (97), SCADA 

Systems (93), Electric Power Transmission 

Networks (92), Risk Perception (91), Security 
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Systems (87), Cyber Threats (78), National Security 

(70), Resilience (69), Critical Infrastructure 

Protection (65) etc. 

Among the most cited scientific works on the 

chosen subject, the following can be mentioned: 

1) A. A. Cárdenas et al., “Attacks against

process control systems: Risk assessment, detection, 

and response” [29] – the article examines how, using 

knowledge about the physical system under control, 

it is possible to detect computer attacks that change 

the behaviour of the target control system. By using 

knowledge about the physical system, it is possible 

to focus on the ultimate goal of the attack, rather 

than on specific mechanisms for exploiting 

vulnerabilities and hiding the attack. The authors 

analysed the protection and security of mechanisms, 

investigating the consequences of hidden attacks and 

ensuring that automatic mechanisms for responding 

to attacks do not lead the system to an unsafe state; 

2) S. Karnouskos, “Stuxnet worm impact on

industrial cyber-physical system security” [30] – the 

article argues that industrial systems address security 

only partially, relying mostly on “isolated” networks 

and access-controlled environments. Monitoring and 

control systems, such as SCADA/DCS, are 

responsible for managing critical infrastructure that 

operates in environments where a false sense of 

security is common. The article explores the highly 

complex aspects of Stuxnet, the impact it may have 

on existing security considerations, and offers some 

thoughts on next-generation SCADA/DCS systems 

from a security perspective; 

3) Y. Ashibani, and Q. H. Mahmoud, “Cyber

physical systems security: Analysis, challenges and 

solutions” [31] – an analysis of security problems at 

different levels of the architecture of cyber-physical 

systems (CPS), an assessment of risks and CPS 

protection methods is given; 

4) H. Sandberg, S. Amin, and K. H. Johansson,

“Cyber physical security in networked control 

systems: An introduction to the issue” [32] – 

hypothesized that cyber-physical security 

applications of networked control systems (NCS) 

range from large-scale industrial to critical 

infrastructures such as water supply, transportation, 

and power grids. NCS security naturally depends on 

the integration of cyber and physical dynamics, and 

the different ways in which they are affected by the 

actions of decision makers. Emphasis is placed on 

developing a principled approach to NCS cyber-

physical security; 

5) I. Stellios et al., “A survey of IoT-enabled

cyberattacks: Assessing attack paths to critical 

infrastructures and services” [33] – the article states 

that for some sectors, such as industry, intelligent 

networks, transportation and healthcare, the 

importance of cyber-attacks using the Internet of 

Things is obvious, since IoT technologies are part of 

mission-critical server systems. Therefore, the 

purpose of this study is threefold: to assess IoT-

enabled cyberattacks using a risk-like approach to 

demonstrate their current threat landscape; 

identification of hidden and subliminal ways of 

attacks on critical infrastructures and services 

supported by the Internet of Things; study of 

mitigation strategies for all areas of application; 

6) A. Nicholson et al., “SCADA security in the

light of cyber-warfare” [34] – the article reviews 

current research and provides a consistent overview 

of SCADA security threats, risks, and mitigation 

strategies; 

7) P. A. S. Ralston, J. H. Graham, J. L. Hieb,

“Cyber security risk assessment for SCADA and 

DCS networks” [35] – In the article, the authors 

emphasize that the growing dependence of critical 

infrastructure and industrial automation on 

interconnected physical and cyber control systems 

has led to a previously unforeseen cybersecurity 

threat to supervisory control and data acquisition 

(SCADA) and distributed control systems (DCS). 

This article provides a broad overview of 

cybersecurity and risk assessment for SCADA and 

DCS, introduces the major industry organizations 

and government groups working in the field, and 

provides a comprehensive review of the literature to 

date.  

Key publications that publish works on the 

subject of cyber risks and threats to the functioning 

of critical infrastructure facilities include: Lecture 

Notes In Computer Science Including Subseries 

Lecture Notes In Artificial Intelligence And Lecture 

Notes In Bioinformatics (70 documents); IFIP 

Advances In Information And Communication 

Technology (40); ACM International Conference 

Proceeding Series (30); International Journal Of 

Critical Infrastructure Protection (23); Computers 

And Security (19 documents). 

The main organizations dealing with the 

development of critical infrastructure in cyberspace 

are: Norges Teknisk-Naturvitenskapelige Universitet 

(28 documents); University of Piraeus (21); Austrian 

Institute of Technology (19); Pacific Northwest 

National Laboratory (18); University of Illinois 
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Urbana-Champaign (16); University of Jyväskylä 

(16); Sandia National Laboratories, New Mexico 

(14); Idaho National Laboratory (13); The George 

Washington University, Queensland University of 

Technology, University of Oxford (11 documents 

each); Virginia Polytechnic Institute and State 

University, The Grainger College of Engineering 

(10 documents each). 

The results of the analysis show that most of the 

works on the studied issue are published by 

scientists from the United States (448 documents), 

United Kingdom (173), Italy (96), India (91), 

Germany (76), Greece (60), Norway (60), Australia 

(57), France (44), Spain (42), Canada (38), China 

(36), Sweden (35), Austria (33), Finland (28), 

Netherlands (28 documents), etc. In Ukraine, 

26 documents were found based on the established 

search details. 

By types of documents, works can be ranked as 

follows: 1st place is occupied by Conference Paper 

(790 documents or 52.3% of the total number of 

publications on the selected research topic); 2nd – 

Article (434 or 28.7%); 3rd – Book Chapter (145 or 

9.6%); 4th – Conference Review (57 or 3.8%); 5th – 

Review (49 or 3.2%); 6th place – Book 

(29 documents or 1.9% of the total number of 

publications). 

For the most part, scientific works on cyber risks 

and threats to critical infrastructure are published in 

the following fields of knowledge: Computer 

Science (953 documents or 30.6% of the total 

number of publications on this issue); Engineering 

(767 or 24.6%); Social Sciences (256 or 8.2%); 

Decision Sciences (231 or 7.4%); Energy (154 or 

4.9%); Business, Management and Accounting 

(87 or 2.8%); Environmental Science (81 or 2.6%); 

Economics, Econometrics and Finance 

(42 documents). This shows that the researched 

topic is multidisciplinary and multifaceted. 

The main sponsors that finance scientific 

publications on selected issues include the 

following: Horizon 2020 Framework Programme 

(75 documents); European Commission (64); 

National Science Foundation (52); U.S. Department 

of Energy (28); Engineering and Physical Sciences 

Research Council (22); U.S. Department of 

Homeland Security (18); Horizon 2020, National 

Natural Science Foundation of China (17 documents 

each); Norges Forskningsråd (15); Seventh 

Framework Programme (13); European Regional 

Development Fund (10 documents) etc. 

As bibliometric analysis shows, in the 

international scientometric database Scopus there are 

2,297 publications that contain the keywords “Cyber 

threat” and “Critical infrastructure”. The first 

publication on this topic appeared in 1997. Until 

2005, publication activity was insignificant. And 

since 2005, scientists began to actively pay attention 

to this topic. For 2005-2024, the number of 

publications increased 26.5 times (from 10 to 265), 

and for 2015-2024 – 2.5 times (from 106 to 265). 

Based on the analysis, it was established that the 

Scopus international scientometric database contains 

3,537 publications that deal with various types of 

cyberattacks on critical infrastructure facilities. 

During 2005-2024, the number of such scientific 

works increased 17.3 times (from 18 to 312), during 

2005-2015 – 8.6 times (from 18 to 155), during 

2015-2024 – almost 2 times (from 155 to 312 

documents). 

Therefore, the analysis of publication activity 

confirmed that since 2010 there has been an increase 

in scientific interest in the study of the development 

of critical infrastructures in the context of global 

cyber risks and threats. 

 Further processing and analysis of bibliographic 

data was carried out using the VOSviewer software, 

which is a software tool for constructing and 

visualizing maps of bibliometric networks [36]. 

VOSviewer software was used to construct network 

maps of relationships between keywords based on 

bibliographic records from Scopus databases. The 

visual results of the obtained map of the bibliometric 

network are shown in Figure 1. 

The map of the bibliometric network displays the 

frequency of use of terms by the size of the circle 

and the intensity of communication, and allows you 

to track variants of combinations of terms both 

within clusters and between them. The colour of the 

circle indicates that the keyword belongs to a certain 

cluster. The larger the diameter of the circle, the 

more often this term appears in scientific 

publications. Links on the map show the frequency 

of repetition of keywords in publications, while the 

smaller the distance between keywords, the stronger 

the connection between them [36]. 

According to Figure 1 using the VOSviewer 

program, 785 keywords are systematized into 

10 clusters, each of which symbolizes a separate 

direction of scientific research on the development 

of critical infrastructure, taking into account possible 

cyber risks and threats: the first cluster (red) 

contains 178 words, its share is 22.7% of the total 
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number of key concepts; the second (green) – 

149 words (or 19%); the third (blue) – 110 words 

(14%); fourth (yellow) – 94 words (11.9%); fifth 

(purple) – 84 words (10.7%); sixth (turquoise) – 

54 words (6.9%); seventh (orange) – 37 words 

(4.7%); eighth (brown) – 33 words (4.2%); ninth 

(dark pink) – 28 words (3.6%); the tenth cluster 

(pale pink) includes 18 words, which is 2.3% of the 

total number of terms from the selected topic.  

Let's consider the 4 main clusters in more detail. 

The grouped keywords in the first cluster indicate 

that scientists consider the security aspects of the 

development of critical infrastructure, that is, from 

the standpoint of different types of security. This 

cluster contains keywords such as critical 

infrastructure, critical infrastructure resilience, cyber 

conflict, cyber event, cyber insurance, cyber 

protection, cybercrime, cyber challenge, 

cybersecurity strategy, cyberspace, cyber threat, data 

protection, defense, economic security, national 

security, national infrastructure, national 

cybersecurity strategy, potential attack, potential 

cyber threat and others. 

The second cluster is related to the search and 

definition of tools for minimizing risks and threats to 

the functioning of critical infrastructure facilities. 

This cluster includes the following concepts: 

behavioral research, budget control, compliance 

control, computer control system, control system 

analysis, control system security, critical 

infrastructure protection, critical infrastructure 

security, cyber physical security, cyber physical 

system, cyber physical threat, multi agent system, 

network security, networked control system, risk 

assessment, risk management, SCADA system, and 

security system. 

Figure 1: Network visualization of citations of articles on the impact of cyber risks on the critical infrastructure 

development, implemented using the VOSviewer tool1.  

1 Source: built on the basis of data from the Scopus 

scientometrics database using the VOSviewer program. 

ProceedingsProceedings  of of the the 1122th Internationalth International  Conference Conference on Appliedon Applied  Innovations Innovations in IT in IT (ICAIIT), (ICAIIT), November 20202244  

113



The third cluster is related to the problems of 

forming a critical information infrastructure using 

modern information technologies and systems. The 

cluster includes Big Data, blockchain technology, 

cloud, cyberinfrastructure, diagnosis, IoT, industrial 

Internet, intelligent electronic device, machine 

learning, SCADA network. 

The fourth cluster takes into account the 

processes of digital transformation of critical 

infrastructure. Emphasis is mostly placed on energy 

infrastructure. The cluster includes key terms such 

as communication protocol, critical energy 

infrastructure, defense strategy, digital 

instrumentation, digital technology, digital 

transformation, modernization, mathematical model, 

navigation, network environment, nuclear energy, 

safety critical system, security compliance, security 

risk assessment and others. 

Thus, based on the results of the study, the 

following conclusions can be drawn: 

1) The number of publications indexed in Scopus,

whose titles, abstracts and keywords contain

the terms “Cyber risk”, “Cyber threat”,

“Cyberattack”, “Critical infrastructure”,

“Critical infrastructure facilities”, “Critical

infrastructure development” grows at an

accelerated pace every year. Research on

digital transformations of critical infrastructure

has become increasingly popular since the

2000s. The key reason for the growing

popularity of these scientific studies is the

intensification of digitization processes and the

introduction of digital technologies [37].

2) The term “critical infrastructure” has an

interdisciplinary nature; it is used in studies of

various branches of science, namely: it is found

in publications on engineering, computer

science, energy, ecology, social sciences,

management, economics, decision science, etc.

3) Visualization of the network map of keywords

based on bibliographic data made it possible to

single out 10 clusters that characterize the

priority areas of research: formation of a

security environment, identification,

adaptation, digitalization, development, cyber

risk management, measures to reduce

vulnerabilities and cyber threats, security,

protection of critical infrastructure,

development of a comprehensive national 

cyber security strategy. 

4) The leaders in terms of the number of

publications indexed in the international

scientometric database Scopus are the USA,

Great Britain, Italy, India, Germany, Canada,

and China.

It should be noted that issues related to the 

definition of contextual and temporal patterns of the 

development of the views of scientists who 

investigate the impact of cyber risks and threats on 

the development of critical infrastructure in the 

countries of the world are gaining special relevance. 

For this, the toolkit of trend analysis is used – 

Google Trends. 

Based on the trend analysis for the years 2004-

2024, a high level of interest in the topics of 

“Critical Infrastructure” (on average 17 points) and 

“Cyber risk” (on average 13 points) was revealed 

worldwide (Figures 2, 3). 

Looking back over time, we can see that in 2004, 

the popularity of the topic related to cyber risks was 

0 points, and the development of critical 

infrastructure was 35 points. Since 2008, topics 

related to cybersecurity problems began to become 

popular, while the development of critical 

infrastructure began to decline. In 2012, the level of 

interest in both topics was 12 points. Since 2017, the 

level of interest in cyber risk management has been 

growing annually, while critical infrastructure has 

been shrinking. So, in 2019, the value of this 

indicator was 25 and 12 points, respectively; in 2023 

– 47 and 24 points.

Queries are given points from 0 to 100, where

100 points means the location with the highest share 

of query popularity, 50 points - the location where 

the query popularity level is half as low as the first 

one. A score of 0 indicates a location for which there 

is insufficient data for the query in question. It is 

worth noting that the more points, the higher the 

proportion of relevant requests from all requests, and 

not their absolute number. Therefore, a small 

country, where queries with the words “Cyber risk” 

or “Critical infrastructure” make up 80% of all 

queries, will be assigned twice as many points as a 

large one, where only 40% of all queries contain this 

word. 
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Figure 2: The dynamics of changes in search frequency in terms of the definitions of “Cyber risk” (blue colour) and 

“Critical Infrastructure” (red colour) in the world 3. 

Note: the intensity of the colour depends on the percentage of requests. 

Figure 3: Popularity of user searches for the topics “Cyber risk” and “Critical Infrastructure” in the world for the years 

2004-2024 4. 
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The topic, which is dedicated to the solution of 

urgent issues of the development of critical 

infrastructure, taking into account cyber threats and 

risks, has been updated again since 2022. This is due 

to the full-scale invasion of Russia on the territory of 

Ukraine and constant cyberattacks on critical 

infrastructure objects around the world. 

Currently, in most countries of the world, in the 

last 20 years, the topics of cyber risks, threats, 

cyberattacks, cyberwars, cybersecurity, etc. are 

popular. In a number of countries, the share of 

requests for cyber risks exceeds 50% of the total 

number of requests in the respective country. For 

example, in Italy the value of this indicator is 81%, 

Switzerland – 77, Vietnam – 72, Korea and Great 

Britain – 71, France – 68, the Netherlands – 64, 

Portugal – 61, Germany – 59, Israel – 58, Spain – 

56, Turkey – 55, Norway – 54, Canada and Poland – 

50%. And in some countries, various aspects of 

development and implementation of critical 

infrastructure development strategies are gaining 

popularity and prevalence among sourcing. Thus, 

the level of popularity of the topic “Critical 

infrastructure development” in Finland and Japan is 

51%, in Australia – 53, in the USA – 57, in Ukraine 

– 59, in the Czech Republic – 62, in Romania – 64%

of the total number of requests in the respective

country.

The following topics can be named among the 

leaders in terms of popularity: Cyber risk security 

(100 points); Cyber security (93); Cyber risk 

management (50); Risk management (49); Risk in 

Cyber security (35); Risk assessment (28); Cyber 

risk assessment (27); Risk management cyber 

security (26); Cyber risk insurance (17); Cyber 

insurance (15); Information security (14); 

Cyberattack (14); Cyber threat (13); Cybersecurity 

and Risk management (10 points). 

The most common user search queries in 

countries around the world include: Critical 

infrastructure security (100 points); Critical 

infrastructure protection (85); Critical national 

infrastructure (64); Security of Critical infrastructure 

(51); Cybersecurity (36); Cybersecurity critical 

infrastructure (35); Critical infrastructure act (31); 

Critical infrastructure sectors (26); Critical 

infrastructure systems (25); Critical infrastructure 

definition (20); Critical information infrastructure 

protection (10 points). 

The analysis shows that the subject of “Cyber 

threat” began to become more active since 2016. If 

in 2004 the level of popularity for this issue was 

0 points, then in 2016 – 12, in 2017 – 15, in 2019 – 

26, in 2022 – 39, in 2023 – 46 points. Users from 

Indonesia (84% of the total number of queries in the 

country), Malaysia (75%), Brazil (75%), Turkey 

(73%), Pakistan (72%), Korea (69%), Vietnam 

(69%), France (69%), Israel (69%), UK (67%), 

Portugal (60%), Italy (60%), Japan (57%), Poland 

(56%), Hungary (54%), Germany (54%), Canada 

(47%), USA (46%), Ukraine (45%), China (34%). 

Since 2014, Cyberattack has become a popular 

search topic for users all over the world. The 

dynamics of popularity changed every year: in 2014, 

the level of interest was 14 points, in 2017 – 100, in 

2020 – 40, in 2021 – 59, in 2023 – 61 points. 

The leading countries in which users actively 

search for information on this issue include the 

following: The United Kingdom (94% of the total 

number of requests in the country), Pakistan and 

France (92%), Turkey (91%), Israel (90%), Canada, 

Switzerland, Sweden (87%), Germany (84%), USA 

and Japan (83%), Iran and Poland (80%), Republic 

of Korea (74%). 

Among the leaders when searching for users 

using the keyword “Cyber threat” can be named 

Cyber security threat (100 points), Security threat 

(97), Threat intelligence (66), Cyber intelligence 

(63), Cyber threat intelligence (63 points). Popular 

queries on the subject of “Cyberattack” are 

Cybersecurity attack (100 points), Cyberattacks (54), 

Cyberattack types (17 points).   

Thus, the study of trend patterns of publishing 

activity from the analysis of the relationship between 

the concepts of “Cyber risk” and “Critical 

infrastructure” proved the significant popularity of 

this issue in scientific circles, as well as its 

permanent growth. 

At the same time, according to the results of the 

conducted trend analysis (based on the analysis of 

the dynamics of the number of publications on the 

researched topic, indexed by the Scopus 

scientometric database, for 2002–2024, the analysis 

of trends in user interest in this issue based on the 

Google Trends toolkit for the period 2004–2024 y.), 

as well as the generalization of existing conceptual 

developments in the scientific literature regarding 

the justification of national strategies for 

cybersecurity of critical infrastructure [22-28], it can 

be concluded that this problem is complex and 

multifaceted. It causes a synergistic effect on the 

national economy and is inextricably linked to 
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ensuring information security in the national security 

system. 

5 CONCLUSIONS 

In today's conditions, the world is on the threshold 

of new challenges, as there is a growing trend of 

increasingly complex and large-scale attacks on 

critical infrastructure facilities. Therefore, 

cybersecurity of critical infrastructure is one of the 

priorities of national security in the countries of the 

world in the conditions of a changing information 

space. 

At the same time, it is extremely important to 

diagnose the state of cybersecurity as an effective 

tool, the procedure of which should include the 

following stages: assessment of the state of 

cybersecurity according to the NIST Cybersecurity 

Framework; determination of the target state of 

cybersecurity; development of recommendations 

(high-level design, specifications of technical 

architecture, operational models of cybersecurity); 

development of a road map for the implementation 

of recommendations; cybersecurity reassessment. 

Based on the results of cyber diagnostics, critical 

infrastructure objects must receive a comprehensive 

assessment of digital security; recommendations for 

increasing the level of cyber maturity and 

preparedness for cyber incidents. 

Since the nature of cyberspace is changing 

rapidly, the countries of the world need to improve 

the mechanism of regulatory and legal provision of 

cyber protection of critical infrastructure and 

information systems of objects, as well as the 

structure and content of national cyber security 

strategies. It is necessary to implement a 

comprehensive and comprehensive approach to the 

development of critical infrastructure in cyberspace, 

which should take into account constant changes in 

the security segment. 

In addition, the governments of most countries of 

the world should pay attention to the development or 

improvement of national cyber security strategies. 

This was confirmed by the results of the bibliometric 

analysis. This strategic document should be 

understood as defining the concept, common goals, 

principles and priorities that should guide the 

country in solving cybersecurity problems; a 

description of the steps, programs and initiatives (i.e. 

the “Roadmap”) that the country intends to take to 

protect its critical infrastructure (including 

information) and to improve security, protection and 

resilience. 

Early definition of the concept, goals and 

priorities allows governments to comprehensively 

consider cybersecurity within the framework of their 

national digital ecosystem, rather than at the level of 

a separate economic sector, a single goal or a 

response to a specific risk – it allows them to act 

strategically. National cybersecurity strategy 

priorities vary from country to country, so one 

country's focus may be on addressing risks to critical 

infrastructure, while another may focus on 

protecting intellectual property, building trust in the 

online environment, or raising public awareness of 

issues of cybersecurity or a combination of these 

tasks. The strategy should emphasize the importance 

of protecting critical infrastructure from cyber risks 

and recommend a comprehensive approach to risk 

management in the risk management system. 

Finally, in the process of developing a national 

cybersecurity strategy, the government's vision must 

be translated into a coherent and feasible policy that 

helps it achieve its goal. This includes not only the 

activities, programs, and initiatives that must be 

accomplished, but also the resources allocated to 

those efforts and how those resources are used. Also, 

during this process, the indicators that will be used 

to achieve the desired results within the established 

budgets and deadlines should be determined. 

Prospects for further research are the 

substantiation of the National Cybersecurity Strategy 

of critical infrastructure in Ukraine and the need to 

apply a risk-oriented approach to managing the 

development of critical infrastructure, taking into 

account the best European practices and developing 

practical recommendations for their implementation. 
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